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e 4. 8 7B P IA BEAT B, R IR M T 2 Rl 2 R K BCHL A BY 5 2 BLAE 7 BE
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B AL At

W man iy A BB 7 PO, ARG AT LB R AR Ty A R ECHL A B 5 B . man fr &
i 9 % O

#man [ [ [-c ] [t ] [Section] ]| [-k | -f ] ] [-F] [-m] [ -MPath ] [ -r ] [ -a ] Title
1. Hp@EmEkEXmT:

-a R BT A UL I .

¢ WoR R cat AT MIE L.

-f BoRAERBETHEEFTNEMFENRES RS EN G2 A MRNI. /] Bl A 24 b
L, I A R OT

R B A UG T
-k BORKE B E DO S 5 NEAE S S E N TR UL K AR B TR R

-F R

17 o
-m A MANPATH { -M JiEE B AT %,

-M Path ¥ man AR TFMELENIFHELE. BELHE SRITHEKEKIIE,
Hodr, mr RUAE A BL R R R AT T

%D HXHLA B LB AIX® B 1%
%L 5 4ATiE 55 LC_MESSAGES EHlMHNNPFE TESHENHXME.
%L 5 %17 LC_MESSAGES KM E 2 MFHMENMNMFRE TEHESHAENEHZXME.

o FMEEMEREER. RS TREANERE, ZEMRKE, N man K HAT A H L
2R LR BUE SR R AL A B 0.

-t A troff AN FMEE . WRABCAREE L P ERE T M, N2

ZAR &

WME N Section ZH I E 1T, M man A A TN TRIE K ZE T E Title =%
8 72 1 bR,

Section ZH HIE T LLE 1 3] 8 Hy B 7 {9 % == 8 = K .
1 RoxH P AFHRET
2 RARARFAHAMHNZRS
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3 RoxTHIEE

FR FE IR SCAF L B A K B RE R BE A
TN B A

6 RN i K o

7 RN AT 2

N

()]

8 RomEHar L MFH IR .

2. man M —BEHSHNAL:

#man -a cmd

FIF B A 4548 N 1K) [ 42 3 B, #1140 man -a fam , & E e SN — A fam(1M) 1 i 2 i
fam 3 B, &% q 8

a2k N FAM(3X), & R %R (1) 5 B

#man -aw cmd

SR A cmd WATH FMCHMEESE, W man -aw fam 5 /2

lusr/share/man/mani/fam.1m.gz

lusr/share/man/man3/fam.3x.gz

man 2 3 X 5 cmd
BEEEEEHEESYESAERFEMA, W man 3 fam B N E R BT H B

e FM M EKAE, 0 man -M /home/mysql/man mysql & 7~ )5 & & %2 25 1)
mysql B, AR FR S H A W IHR mysql 1% B

#man -M cmd

AT LR P L E A B A SO SO

#man cmd | col -b > cmd.txt

B IF— A shell & 1 (8(7E J& % [ shell> LANG=en_US.UTF-8)

shell>man /usr/share/man/zh/man1/mplayer.1.gz

man [ fiC & 4 /etc/man.config

i R A AR IR man emd #BE ] -M R E B AR, 84 AT DLl 8 oS B O, S A

MANPATH /home/mysql/man

FRALFT AT ANGSME 6
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man £ % YU R K P LB B, E A HERE 2 2

MANSECT 1:8:2:3:4:5:6:7:9:tcl:n:l:p:o

W B Linux REHEBF ML E T 925, A7 T /usr/share/man H & F o
3. NH A

BRERKT grepw MELE, HHA:

#man grep

BRIRKT rpe_Sregister FEHIFE MG L, EHHA:

#man rpc_\$register

BE NS “mkdic” F 7 BT A DU [ T apropos i 4), 1H

>

NS

p==s)
=

#man -k mkdir

# i 7K /usr/share/man BY /usr/share/man/local & WA 5 ftp mr 2 M KXW P4, &
LTI

#man -M /usr/share/man:/usr/share/man/local ftp

BROoRPA LRI, B LT a2

#man -a Title

RERBREANLRD, AL 4

#man -F Title

H#EAE MANPATH 5 -M {5 E M2, AT dr 4

#man -m -M PATH Title

LM E XK PATH T2, AL dr 2.

#man -M PATH Title

1.2 HX#EmS

1.2.1 EFBHX

BEHRNEM @G22 , ERNERAWHROAE, TUEGLSITSHNALES
M=l AHRA, NMATULESRZXLEH R, L KIHEK/AN:

FRALFT AT ANGSME 7
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#ls [OPTION]... [FILE]...

Is fir 4 F I B F -

-a xR AT SCMR S B AR L DL I Sk 1 ST A

-d s WIRJFEER R A H I, B HZSHO i H SRR
s EAKK BRI ZE, BFEEREHE. TAEE . KA BEESE . BR

Ty
S

He@xm LHRFEMEHIES L s 442 1 man T/ : man s,

1.2.2 T THEER

BAN—ADHZ, HERLE L T/EH XMEH od 4, Har 2 MiEERAN:

#cd DIRECTORY
cd 2 A ME— B — NS MRRHARH X EAE A O X AR 4 30480 B 12 420,
AMARA CO BT EBE % HX: cd.

N T NFR G AR AT 7 R R H S, T RUE AR AR AT S B ed a4

1.2.3 g & H

fE Fl mkdir @7 2 812 —~ D HRXEZ A H X Ha S ik =y.

#mkdir [OPTION] DIRECTORY
mkdir 7 4% FH BT a0 R .

-p: HIRE HRAAER AR, IFRESRZE IR ECH %

#mkdir -p DIRECTORY/SUBDIRECTORY

Fow ik T K A % VE4H P W35 2 W mkdir 45 2 B0 man Tt : man mkdir

1.2.4 kR B X

rmdir @ & M H F PR — NN 7T H X, BEE/W T

FRALFT AT ANGSME 8
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#rmdir [OPTION]... DIRECTORY ...

T H M BR 2 8T B %2 H ok, W R % B s U5 AT H e SO A B A E rmdir i
LA EM R, HATH T H L AR MR H 2 B, AR BRI E AL, AR
K& M BR B SR H R

rmdir Ay H 2 T

-p T E A BRI R H R LR HE . .

#rmdir -p a/b/c
Yembr a B3, MAHYS T AT -

#rmdir a/b/c a/b a

BT mMdir ARG 2 X, A m-re b TUMRIETER, ARLEEEHT FH
rm @A A48

1.2.5 B 48 B %

4 pwd ATLLE R AT £ H XM AH KL E. -

#pwd

Iroot

Rox M T T AE I H 3 /root

1.3 X HEw 2

1.3.1 ERXEXH

CGSL CORE # 4, W ™MW 2% H LT R XA,
B catind
cat A R EZ AR RERE CGEFE RS LERHE K. Zad 0 — KiEE

=)
rxE

FRALFT AT ANGSME 9
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#cat [OPTION] [FILE]...

WO AR

-n o o AT R T

-b o AR AR AT AT T .

ek KA R VE U B 1E S W Z a2 10 man FF: man cat

#more [OPTION]... [FILE]...
AEGNMRREPKBHA MR RGEE, AHESCERMZXHNE L.
LU = = v T I T S

fZ <space>#, R AM T —HRHNE.

% <Enter>ft, R EIRIXAK T —ITHE.

BRER (D, mERMAN DB, w7 UE SO T35 — A A UGBS 1
#h g, BRRWUE, ZFLEAMIREDER.

o, Bk RAR

% q ., B more W&,

* 6 6 ¢ o o

MHAHEEFEMNELEES WHMNP man F/: man more

B less o

less M2 N XMHFNE, HiBEE:

#less [OPTION]...[FILE]...

less T PHTEHERERNZEAGLS S vigiBH PR EN0LS 8, HHIES
Wovim SEF R FMHREFTHNH.

M e FEAEE1ES LMHMNA man F H: man less

B head W%
WAL A5 5ME 10
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HaAiEdku T

#head [OPTION]...[FILE]...

head fir & £ Jf % b B on 15 2 AR AT 2 AT MR 2 A A 3 S, X2l -c B -n i T
R E [

Mo e HaE B2 WA MNP man F M : man head

B tail 2

Hoanr Wik T

#tail [OPTION]...[FILE]...

fERf % L BoR R E XA RRERE TATECE T 79, X2l-c H -n g HRER,; B
MNIEET SRR, HEEZXHFNKRE.

MAHEEHEMNELEES WM man F M : man tail

1.3.2 337 SCAF U5 i) #4E B B )

R RT R gl OF 0 i Ca<ioo il I st TR S R W [ G = S C S S R (T

#touch [OPTION]... [FILE]...

ANAEAE [ SO 44 B AR 2 SO B . A AR SO I I TR AR 25 2 BE ET v 2RI B R CBR
W53, T B R R S 3 R BT R

MR e HaE Ei1ES WM MNP man FH: man touch

1.3.3 N X

fE ) cp dr 2 ¥ WL SCAF . FTBLAEH cp iy 238 — DI SR L3 — A B AR S0 fF, sl 4L
— RN INR A HARH . KL

#cp [OPTION]...SOURSE DEST

a0 R H bR SCAE R H SO, R AR IR SR UL BX A H s, WSO A R AR AR
RH bR SCAEA R B SO, 2 PR S #8 W2 3 b SO, R B R AT R B ROR
B3 23

WO LI
BT AT AN AME 11
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-r, -R : ¥ HX.
-a s DRFF VR ST T A JE T .

How ke I K AH OV 4H U B 2 W 1% dr 4 B man FF: man cp
1.3.4 % 3h M & fy 4 X

mv 5 2 H R A2 3 SO B SR oy . %A 2 IETR N

#mv [OPTION] SOURSE DEST
TR ZVEAH bR B SO sk H S i R
WX | Bt mv 1y 4 1E F

A A B V5 SCAF A 4 08 B AR A A
A B B P SCAFR2 B 2] H AR H

H % H 3% (7 1£) eI H %52 30 2] H AR H
H % HxX(AFE) | BEBxEGRLNHIEHXA

1.3.5 Mk X

HI rm i & W BR AN T ZE SO E . Zdr 2 RN

#rm [OPTION]... FILE...

WO LT E

v T Al UM ER B oS e A H RO BRI, B SCPE AT T S ORI BR

e ik I & A R VEA U E S I Z 4y 2 10 man FF: man rm

S EBLE. XIINEFAKRGSLS, FTBRA!

1.3.6 X8

CGSL CORE #fF 2GR AN — A XMHRZ AN A TR, WM. R XY —
A B S, AT BLSE R BT H T A R BE 45 S0 I B B

BT AT AN AME 12
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In 7 & MR A1 @E R, W HiEEN:

#In [OPTION]... [-T] TARGET LINK_NAME
#In [OPTION]...TARGET... DIRECTORY

Hot TARGET Jy#t 8% 0 H #x SC#F, LINK NAME N4 % 4+ 4, DIRECTORY A ff
e A H 3%

SO RE A PR A, BIE B e R AT S R
m R

BN 0L T 5 In iy 2 6 2 6 B 9% .

— A SO R R B A AT DUAE H SR KA R AR SN S A R B, TE A E B 0 0
BHN 1. In S EIMBERE, @ @ W ADBER . D RAFEZEOY 0, B

Ao W B 3t AN ST AR G R g B

XA E A I RN PR AN REXS B R OO R RE B, A B AE AN [F) B SO &R 4 2 T A G B

.
B HFESEE

FFo g AR BBER, 2/ M AEXEES D, FEE, BERE DM UARX
fr, R & ERMERN N DX ES . 55— D02 L b i Bl 1 S0
PR35 SO AR dr 4, BENIH T/ 5 s m, R i & 8 507 19 A 2 2% U5 iR Sk B
A

WRSE Indr AN b s I, W SRS R . W T A 2 6 2 B target STAF AT 5 B 2
A link:

#In -s target link

PE5 B WCH BERE R IO IR, AT DA H S SO RTS8, ol IAE AR X R G2
6] 1 7 5 B 4% .

MR VE U HE S W% a2 8 man FHt: man In

1.3.7 XHEHBEHE
m XA XH
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diff @y & T RSO SCMF, IF B i A SO AR . e — g 20

#diff [options] from-file to-file
WMRMWA e —F, WABREMEE. MEAXA, e BEEREA TR

MR VELN UL E 2 W% 4 1 man F Mt : man diff
R BE S

cmp iy A HGBAT ] P AN AL F OE SC BB HE B 8l S . H— BV N

#cmp [-] | -s] file1 file2 [skip1 [skip2]]

T = RO R e R SR BE B, emp A 2 R B0 R 5 A — A OF 4
KA.

MR VEA B W13 2 I i% v 2 1) man T fif: man cmp

1.3.8 R XH
B find iy %

find fir & I R E LSO H R KA E o 1% 2 KIEE N

#find [-H] [-L] [-P] [path...] [expression]
Horp, HHK & A -
find @7 & ) B HE AR L2 20 48 € H s NPT A SO AT B 5%

#find /usr
-name : % X HFHEK.
Wi R R A A ust H N LN linux 1 H M

#find /usr —name ‘linux’
-size : FEXMHFER/DERK .
Flan, THRmSEHEER/usr B TFET 100k )4

#find /usr -size 100k

-user : XA FEAEHK
FEAUITE A3 oME 14




NewStart CGSL CORE V5 RZH FFMt

-type : FEOCHFRAER . H WXL

b By i S
C T F R AT
f e i S A

1 755 B He S AT
d B s

e 3% W K A SR VEA UL B 1E 2 I Z 4y 2 10 man FF: man find

B locate 7 &

locate 7& — N AEH] 75 H & il g FEAR R IO SO AN H SR B gk & . i S B L .

#locate [OPTION]... PATTERN...

2 Hl locate v & [ AT 42 /& 2256 G & — M T € A7 SCAF B H & A7 B 1 mlocate A #E
117 H. 1% B e N2 IS, IXRE T LARAIE locate B 4K 45 SR 1 #E # 1

o

updatedb 7 & F /7 G & A1 B mlocate A4, 7 # UL root Hl 7 B 3 AT B & o

#updatedb

B FERI 2GS AR T B, EEKITA KT telnet d7 2 f1 30 . 7 DUE
H -

#locate telnet

locate iy 2% £ H B E PR & T A UL T telnet 1 A H R IHFE = L R4 E.
MR VFE U IE S W% a2 man T/ : man locate.

1.3.9 EXfFEFER XA

grep M 2 AR XA P ERE B XA, FHAERMERND LB ROFS € XA
HAT . grep A MIBEN:

#grep [options] PATTERN [FILE...]
S ViR U

BT VLERSCAR AKX KN .

BT AT AN AME 15
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-t T EHFRAETHAXSTHIA XA ERK.

@l i, TR T ) A R AE fete H 3 R H SRR BT SO & K A 8 F “hello word”
XAKAT, HAK 2 KNG

#grep -ri ‘hello world’ /etc

HoB Ak T K AH 0% TE 4 Ul B s 2 0L % i 2 1 man FF: man grep

1.4 ST BURR B 4B

2P EERS T, BT REMENHE, & RGN CHNHE I LV BR, ™
R RE R P BCR . R, B R B B S SO IR T E 2 BCR . B AR IE Al N A
RE & 2 A U7 1A

1.4.1 R E

Linux N AN XA E 2B 7 — ST &, BRSSO, X8 SO I 42 i1 Bk T S
FEGE LM C(root)s SCAF B H 3% 00 61 2 & Xt 61 @ i SR B H =3¢ 41 AT 4 ) B

AT R & ] LA ), chown i A F SR B BSOS SR B H S A BL. chown
i 2 [ % K

#chown [OPTION]... [OWNER][:[GROUP]] FILE...

P ar BLA 7 A4 B0 7 ID . SCAF 2 B AR 0 T I 2 SR BORR 1 SC AR 21 3%, mT B 3
He 7F 2 7 SCAF 4

a1 R i 2 K /home/test SCAF ) A 4B B root AT T

#chown root /home/test

R T A ECH AR, RSO B A A o U H SR AR .

1.42 T XHERHFAA

f£ Linux F, BN XHEXFEANET M H. Z0028 P XHFBExX, ARG T
E AR R, M AL B A R AR AT DL GE B S B H SR

R PFHARRMRER GID o« XK GID R At S F BB % H - (root) K&
2. chgrp 54 AT Lk 2 SO ) GID . HiE A A8

BT AT AN AME 16
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#chgrp [OPTION]...GROUP FILE...

Horp group A T4 ID. SO AL R DVE R 2T I H AR R A SCHE SR, B SR B R

7

1.4.3 XHRRKE

Linux % %t 19 & A SO AT E S8 A U7 ) VF /T RCBR B R i e Uk T LLE S ] Rl o7 =X
XF SCAE A H s AT Ui 1) R A .

U 0] BB B E = AN R 2K B

> X fFFE Cowner)

> [EAH P C(group)

> WTLLVT R RS H A A Cothers)

U7 i) AR B € = Py e SC A ECH S 5 A

> B (r)

> 5 (w)

> A HATE AR (x)

MM s i A A BRSO EH KA B, 38— B D9 ST U5 T AL
PR o o &% A B & SR

AER AR A& AT Foinlal4HER

N -

/ — Y

P i) SRR FPEGEE  EihFE PR

WO AR
> BERR (o)
PASVIVR R SIS & A I S (- w2 & o [ N0 SO 2 (S Tl o I G R U S a3
FRAUITH ANGoME 17
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HNEN a2 AT BRI AR . B 40: cat. more .

> BR (w)
VFfRE H P AT IR B s sc . Bl a4 vie cp o

> PATBURR (xO
8 M PRz SRR N — DR AT .

m H XU AR

> ERR ()

ARSI AR H RSO, B AR A ESI R . X BUR 0 Shell i J 3CAF
S o S S s Lo S

> BR (w)
FVFMNE MR ECA I e, R AHXEAA SR

> PUATBURR (xO
RFEHFRER, M cd A TIEH RS ZHF.

1.4.4 B2 XA BURR

1.4.4.1 PATF 5 8 X S R

chmod I - B0 22 3T B H 3 B9 U7 W BUR o 7 AT BL T B 5 ) S0 B H s i U5 1] BURR .
WA F 8B P root A B chmod 248 3C 1 50 H 3 19 U5 8] AL IR

chmod v % WiETEAN:

#chmod [OPTION]... key FILE...

key B DATF & 54 B -

[whol [#1/EF%5]1 [model

Horp, #AEX R who W] L2 TR FHREP A - AN EHEENKASE:
wuser ,EaRHF, WXHFSHEFENIA .

g group Ko FAM /7, M5 XMEEAMEL ID KA HHP.
o others , &/~ H Al I /7

aall RoaupPIAHP, €2 FGEHRNE
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BIEFSAWLR:
+ W IR A BOR
BUTH 5 A BLUIR
= T 45 5 BCRR I B0 AR T A AR Cln R B TED
mode FT R MR MR BIZRRMERAS, FHBNMRRKRRE:
r Al
w "5
x Al AT
s FEAFRATR R R 84 ID B Oy o i e s
u o 5 OCPEE A — R LR
g SRR EFE AW A — BB
o HHALA A —FERBLR
X =EB oy 0 UL FE S N o AT LA 2 A4S key, fH A A0 LLIE 5 A B .
U1 R i 2 s I /home/testfile SCAF I R 2H HT 7 (9 AT $A04T AR -

#chmod g+x /home/testfile

1.4.4.2 DL 7 X st B RR

WA LA chmod i 2T LA R BB key H BB B AR . X I LB FREAFK
BUBR o X B key W BLEFE =4 (B=1LLE) 98T, &7 KRB0 A R R
MR .

TR EER S X

0 RoRZIEZBR, 1| RoRFHATHR, 2 R ERE, 4 BT mR, Rk
oM. pridfsmaemag XNy 302 7 \Em 2, HIRFEZ (w (g) (o).

W, key A& BL= A0 N HER BT BB, B LR s T BCIR B AL R R ALBURR
55 = A AR R Al P BUIR .

B, FAE SO myfile WA EMEIHAM P AA SRS, HEAMAH Rk, a7 Ll
FELTR i & 4 2 AR -

#chmod 664 myfile
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1.4.5 BRABLER

BOANEOL N, R g G @& 53 38 SR B BCIR B B N -rwer-r--, B SCAR 320 % S AT R
W5 Crw), TR R AR # A s FAE, EERNEEYT, BE NS EH
K BURR #8 BN drwx------, B RE A EX S, SMA AR Cewx), RIS A
R M S H RPN

R AT RAAE ST 2 S A B BR A BOBCRR 8 0 Ay 4

#umask u =rwx ,g =, 0 =

E = A B BT S I g SO DA EBCRR L i (R 4L T R LAl T B A AR T BLER .

1.5 EEmAEIE

AT — A Shell d5 2 AT = BT IF =D ArESCF, B AR Ef A SCFF Cstdin ) 5 T8
WO N 2% i B B A s b AE B ST Cstdout) ARR v A R M L SO AF Cstderr), X P AS SOl
WS ORT L 2% B (Y B R . 2E R MCRR E Fa N SCIE RS B MR L R IR R e R B8R B B b v e
SCAF S TR B R S S IR B AR HE B R SO

NI BL cat @y 2 8B, cat dm A B THAE R A AT g8 R SCE R B BOCECHE R R X
s ERE R bR . B, A RUE A 4

#cat config

B 238 30 config WA BARRE RSB FERH L. HEZ, WHR cat W27 HERASH,
(SRR Rl (AN R PV 7 S O e S e | i SR

#cat
Hello world

Hello world

LB AR b A e N SO A AR DUE )

Lo BodE A b fE 28 0 N, g ON I BodE R RE A — O, R ORE R X e s i g R
BN mH R 2w B ONI 3 N R 2 SO Ok A 5 fE

2. B 3 R R O SRR R RS . PR T A AT B AT
S A 53— i 4 0B X T — 2 0 A B

NI R R ERR G, Linux RGO B EE ST T S AR HLE] B SO/
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) SE 1A MR E

1.5.1 IANEE M

B N E 1A AR AT & CERATSAT RE P ) B A v N L E ) B 4 E SR . Wt 2
Y, WAFDAZERE FRAE, WRAE AR ENS

B, iy 4 we Guik R SO S B0 AT B, S ORI R A, RANTE iy AT BN

#wc

we BMESRHPRAN, NESEBAPOTEXAMEINAERT L, HIFRALSER, H
2 F<Ctrl + D> , we A LG REERFH L.

WRAEH N HELEN we TS E, we KR B Z SCHFT A5 47 5. 33 B
TR

F— M4 Jetc/passwd XA N AR 4 we fr AT E R EE M we N o i N EE W)
1) — e N -

#command < filename

Al LU R TH I A A 3 owe oy 2 10 fa N B E 9] N Jete/passwd LA

wc < /etc/passwd
20 23 726

REZBaLHUS B AL L ATIREMAN R4, fillim ANEE R IIFAR
WA . REmk, HEH - MAEZHBENMAS RN 6L, SFERRANEAF
2 R N o= R S AN R T A L

1.5.2 HEE M

Bt OE 1A 2 AR AT Ay & CEURT AT RE P ) 00 A o da BB AR B R e HE B R E R B 4R E
SCAF A RXRE, %A A g R BoR A DR R B, TR BN B4 E SCIF

M EERLEAEERERH. pl, mRENSHTLHNMERL, E£RFE LARS
SRR, AR L E A B A SO, R R B ORGSR AT T XA SR, mt el DL &
B EE:, WRERE - A@AMEE, BWUEHRXMITE. &4, il EE R L
2 et s Sl U s R S5 Bl A Sl U TN

o 4 E ) — B O
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#command > filename

1) 1

#ls > directory.out

#cat directory.out

chl.doc ch2.doc ch3.doc chimp config mail /test/

¥ 1s fr & 104 R 7 — A % O directoryout 13 fF .

o RT: WR>FIFTEONLMHCAHE, MAZANALIHERE S,

9 G Bt EE E TR RO E SCAF R RE AE B AT a4 1t L E R N 7F . Shell $R LT
S Y R A — R T B

i I8 0 B S e S EE 1A AR R AR L, DX AR T O N R R D fE A2 3 A
A CBURT AT RE 7 ) (0t 45 SRGB 0 21 48 € SCIF e Ja Tz SCAF IR A A A SRR .

n R B — g A B0 g A5 A6 0 B 5 € SO JE T, AT AGE B n G R #R AE R
“>>7, AN

#command >> filename

151 4

#ls *.doc > > directory.out
#cat directory.out

chl.doc chZdoc ch3doc chimp config mail / test /

chl.doc ch2.doc ch3.doc

ANRE Fp 6 b o o S OE () — BF, R MU R AT U E . AT S 2> (BB
AT 5 2> >) FRoRuf B 1%t BE& EOE 17 . B R Y A 2

#ls /usr/tmp 2> err.file
A B AR A B P B OE R B a5 R (H OORK R R AR AT B R 15 B I8 B SO AF errfile
P& R R A &
AT LAE S — A R R (& > B bR R B ORTES R R R 3% B R — S
e {5l

#ls /usr/tmp &> output.file
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FHEEMEmSHAAEE &, TLARGEB I NS AN IIE. FlnEHT
M2 F%, B4t 7 /use/bin H 3 F B3,

#ls /usr/bin > /tmp/dir

#wc -w < /[tmp/dir

459

1.5.3 &8

B—IMEFHGLSMEmEIER S —DREF SRS AG W%, —FEdEd—A4
I B SC AR A i & BORE 7 45 & fE — 2, B a0 B ] R /tmp/dic SRR 1s AT we i &
BCAE — 2 59— Mg Linux Frd@ 09 & & D)6, X FhoJ7 i Lo Al — Fh 07 4 56 5 i .

BEM LU - R QERER, XEWRES Do H 2 ENE A a2
¢

NBESEEESSE -, B a0 XN = e A, DL
BoRfERE R LR REIEAT P RE A2 KR

WEEHEE/fF"REL - AEET. HEBEBES LmAH T

#ls /usr/bin | wc -w

1789

.

#cat sample.txt | grep “High” | wc -I

EIENG car 74 5 H £ grep T2 o grep fn & 1E iy N B & R ¥ 47 High, grep fr 2 1
) G2 BT A B A High 0947, XN XA IES we 2, we tn 2R H N IAT
. B sample.txt XA AN EW T :

Things to do today :
Low: Go grocery shopping
High: Return movie

High: Clear level 3 in Alien vs Predator

MrZzEEBTHRSERE 2 .
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1.6 # & 5 & fE L ay <

1.6.1 fl ps WR*EFRGETHHE

" LLH] ps i A M EHERRR A, w2 2 AT BE AR AR S BoR ok . W BUAR 4R B ORI
GEHEMABEREIEAEAT, EASEEENEE, SRE TRERNE, ERECETT
A, BEREIEFEE M EHE, AR LR, UAERERIRIRS (PID). X&EEXNH
FURG M, X+ A28 B AR UE N E

psﬁgﬁé\ﬁ/ﬂ#ﬂﬁﬂ%/f%

#ps [OPTION]

R A A AR AT IE T, ps iy 42 5 B 5 E R AT Shell A RN PID. &5 R W F -

PID TTY TIME CMD

596 pts /0 00 : 00 : 00 bash
627 pts /0 00 : 00 : 00 vi
628 pts /0 00 : 00 : 00 ps

He, B3 BHSXWT:

> PID : #HEWIES

> TTY . JFiR izt R 1) % i 5

» TIME : &t R H K CPU I [

> CMD : IEAE#AT I HEREHA

ERB A EBOBRELHE, FHWE FHETN ps i 2 -

#ps aux

il

#ps -ef

BB THHU EFBRUS, EFIH CPU FHZE (% CPU) , WAFEMHZE (% MEM) ,
R L AR K /N (SIZED. UF B 304l 42 K/ (RSS ). &5 (TTY D). JIRAE (STAT) ZF B .
How ke I K AH O VR 40 U B 5 2 WL 1% dr 2 B9 man FF: man ps
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1.6.2 top #r %

top T X TIEATHIARGHGEE, XEERSR LM RS EHE MRS ZE,
BN toptw G, FaEmEwT:

18:89 up 2:86, 3 users, load average: 0.01, 0.00, 0.00
total, 1 running, 178 sleeping, © . _ _
5 0.2%sy, i, 99.2%id, %wa, ©.0%
“total, 458732 used, free, 37420k
Swap: ] 00k total, k used, 1 A Fre e g

PID USER PR NI VIRT RES SHR S§ %CPU %¥MEM TIME+ COMMAND
1842 root 20 o 1 31m 6056 S 1.7 6.4 0:05.57 Xorg
6 ) 20 6m  14m BBlb O 2.0 100.65 gnome-terminal
20 01 1240 0.7 0. 8 top
) i 04 %) a.. .68 top
o 0. p:03.44 init
a. 0. .02 kthreadd
1.0 0.0 ) 13 migration/@
@ ksoftirqd/e
watchdog/0
mlgraflnn;l

[
~ w1
=t T
M~

[
(SR
~]
WA

@
0
(4]
(4]
(4]
(4]
0
11 5 (5]
12 5 %]
13 root 20 4 0

1
2
3

s

~

[+'=]

e

ey
S
OO OOROED OO ®

B 1-1 top fir %

Kb s — 2 EBon T RGN EHGER, BRIk JUirmEE & LT
Uptime:

oG arwra . B ERBES ARG AT E R E . BEHE SRR E D RAES E 1.5 A
15 %2 NI CPU V3 5 H W .

Process:

SR T RGA R, JFEEREEER. BT SRS K
CPU States:

giit B M RSS2 ET CPU KDIRES .

Mem:

ek 2 En A IR A .
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Swap:
St T swap X 5 HE MR-

Hropm R ERTHENIER, HPBEHEMOANREE: PID. B/, &K, nice =%
i W21 B (SIZE. RSS. SHARE). IR#A& (STAT). CPU S HME . 5 HKBAF
FE. EHMINENNEMSEKWEFHAH (COMMAND ) 4.

How ke I K AH G 40 U 5 2 WL 1% dr 4 B0 man T : man top
1.6.3 A kill dy 4 % 1k 3t 2
AT AR, WRAEX -NZ, RETAMNHEBERI TR E, AREFEST, HBA

e BB . XAl LA ki s A& B HERRE AT, BB B SN RS R, &
) kit oy 4 898 30N

#kill [-s signal | -p ] [-a] [--] pid...
#kill -l [signal]

il A IR 3% AT 2 B0 = L

pid HZH T HREL KW FREN PID, o] LB 7 4 ps KGR K PID . 7E fy 4 kill
Al L — A Y £ ) i FE PID .

-s signal &2 — M E S, AHRAEH RAEHBENGES . ERIAENLT, &4 kill 4 it
ek TERMES, ZESHEmEAEEL. WREEAERIZES, fJUES S $-9 T
gE R BT .

LIZZHER kil dr A M E W LA SRR T A E S

Hoe ik I KA R VE U B 1E S W Z a2 1 man FF: man kill

1.7 Z & P 4% iy &

CGSL CORE H A5 KM 4 Ihae, 4t 7 FEE MMM AT, 542K TCP/IP )
We EMEHRET, AL TEBEEMN. sBEGSEH. FE S8 E. KA HTIL
AN LA W 2% 1 R A
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1.7.1 EE KW KEE 42

1.7.1.1 ifconfig

"] LAfE T ifconfig fiv 4 K BC B JF & A W 2% 5% R B O .

%1 4 -
1. BCE etho (1) 1P Hudl, [F B 80WE 1% % % .

#ifconfig eth0 192.168.1.10 netmask 255.255.255.0 up
2. T E ethO 7 4 ¥ % eth0:1 {9 1P b bk, I 4 i i .

#ifconfig eth0:1 192.168.1.3

#route add -host 192.168.1.3 dev eth0:1
3. BRI A

#ifconfig eth0 up

4. ZH®E.

#ifconfig eth0 down

5. BATREMRMSEE DR E .
#ifconfig eth0

6. BEENAHMMEEONKE .

#ifconfig -a

1.7.2 ping

ping i & H R A € M 45 B AL & AT B GE M B GA G % . ping AT 2 IR XN

#ping [OPTION] host

51 4

#ping www.sina.com.cn

#ping -c4 192.168.1.12

ping fir &K KN E M BE B AR S X T, JFERY IR Fl . &k ping dr 2B
PRI S R a S &/ BV & T T e 8 1D W 8 1 1 A E AT VS T <P i i R T
B, A IFHL, BLRCR 2% IE BB E] . % <Ctrl + C>H i

N
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1.7.2.1 route

A LAE FH route Ay & K AC B JF & B A A% H R 1 BB O .

151 4
1. W E ENA % H .

#route add -host 192.168.1.2 dev eth0:0
#route add -host 10.20.30.148 gw 10.20.30.40

2. WM R 2% R B A

#route add -net 10.20.30.40 netmask 255.255.255.248 eth0

#route add -net 10.20.30.48 netmask 255.255.255.248 gw 10.20.30.41
#route add -net 192.168.1.0/24 eth1

3.0 WS IER AR OGS

#route add default gw 192.168.1.1
4. BENRZBHROEE .
#route

5. M BR % e

#route del -host 192.168.1.2 dev eth0:0

#route del -host 10.20.30.148 gw 10.20.30.40

#route del -net 10.20.30.40 netmask 255.255.255.248 eth0

#route del -net 10.20.30.48 netmask 255.255.255.248 gw 10.20.30.41
#route del -net 192.168.1.0/24 eth1

#route del default gw 192.168.1.1

1.7.2.2 traceroute

" LLAE A traceroute fiy & & 7 B HE €1 B E H OB N 4 1) %

1) 1

#traceroute www.sina.com.cn

1.7.2.3 netstat

|

IS

)

il

Al LA f# B netstat Ay 2 K 2o W 2R & 1
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1) 1

I BoRMEmaREREER.

#netstat -i

2. BRI A Rk S5 A Socket MIE{E ] Socket KR P& B .

#netstat -lpe
3. BRAAEEBHEREERE.

#netstat -r

#netstat -nr
4. &8 TCP/UDP 1% %t i3 09 3% B IR &

#netstat -t

#netstat -u

1.7.2.4 hostname

Al L% A hostname @y & K H ot EHL % o 1] Wl -

#hostname myhost

i F hostname iy & ¥ & K EHL 4 52 I 19, £ R G 8RR 2R 2.

1.7.2.5 arp

AL arp S SR E I EF arp L2 7. Bl

1. A% arp L A7 .

#arp

2. Wm—A 1P bk A1 MAC bk 5 X B30 3% .
#arp -s 192.168.33.15 00:60:08:27:CE:B2

3. MHBR— A IP Mo kb Al MAC Hb bk (9 X5 8 28 47 90 5% .

#arp -d 192.168.33.15

1.7.3 telnet

telnet T 2 e —MIZ X TR, REMA S EKMEMN 4 MO 4, B g8 R 6 A th bl 2=
—REVT R BT . telnet 1 fRVF A I R fa N N 4 A0 S MG R R B R B H 2
Mt SEHL B, AT E I 4 B R 2 R R TR R MIE TR SRR H
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7 telnet W AEAE 777 & i Jy 0N TAE, ASZFFEIE M S

telnet L A vk 42 .

#telnet [OPTION] IP [host [port]]
AN, telnet B —NEHE2E, AL MHMENSHEESR
-d: 3 3R ) e

-a: H M

-n tracefile: FTJFEREZFE /5, 0 0R BR 2 77 B9 fR 47 1 tracefile

-¢ escape_char: ¥ 2 i (f) # L7 fF % B 4 escape_char

luser: AP ARELTEHRARG, DEHNEM. A HADEHFH-a S8
port: R G M AGEREM M AS, WALRE, #i&HED gm0

RIIMIE R B AT EA LR, telnet IBE R EXELE, FRAIHAIPWAENRZ S5 H
A WEM R, BR BUOT A AR T

BT BERRKKTFL telnet = ftp IR 5, & H 72 FHiZIR 5

1.7.4 ftp

FTP (LA A% 5 00 W) 52 7E TCP/IP M 4 1 ML 2 (8] A% B SCAF 10 15 50 170 A5 28 (9 70 i o ftp
i A IR Tl BE A2 AR R 0L AT R WL 2 T8 A% 3 SO A 8 e VR P AR S ASCIL 3C A% A = ik i) ST A o
fE ftp iy, AP WLl fip P BEFERS S -Gt EN L. H A BUE
Hxdh ETFBa. J0H H XA E. B N L DR A AL E 38 S0 A AL A%
FZEFE R G . 0T B AR R A JUAE A MR R SO R G B R AT X S B R M ORURR .

Sip i [ A T

#ftp [OPTION] [host]

LA hetp dim & A AT R FH B A 408 8, WA BLAE help iy & 5 1 1R 2 B iR 8 4
FRR, FRATIX 5K A A BB .

Is: Z1 Hi iz 2 /LA 24 1 H 3k
cd: fEE RN b2 TAEHx
led: fEARMAL b S TAEHx
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ascii: Wt & A 5 U7 3008 ASCIL 8 5

binary: % & CHF & % g7 20 = ik i) B X

close: # 1% AT ftp & if

hash: & A i 58 2048 22 vb X b 1) B8 )5 b o — s
get (mget): M IZ T2 ML A% 3% 48 & SCAF B A H Bl

put Cmput): M A HHLAL 3% 5 € SCAF 3] I 72 L

open: XL ftp ¥ A

quit: Wi JF 5 AL 1 E B IR W fip

7 WoR A B E B

': ¥ 3| Shell

1.7.5 finger

M finger 5 2 REMAGH I NMELE, Zar 2 MEAK AN

#finger [-Imsp] [usr...] [usr@host...]

gt

IBAT finger AR B AR AR TENIH KM 4 EH R R SR E
¥ 3% Shell fE R, AMWEZHEN LA EEN, MK EWH L EmnbE<@EN 47K
Ji .
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2.1 RE &%

ffH CGSL CORE &4 #l, T BN R #1723, A % CGSL CORE & 4t % % M ¥ 41
Wi 2% (CGSL CORE V5 P I ).

22 RGH R

CGSL CORE A4 &M 7 KRG AT L4 T, T8 R 48 Ak T+ %8 4R 52 10 A,
HEFERAGESEE RN ARG —

2.2.1 CGSL CORE RG Ft & 4T fI v 4 #

CGSL CORE I H KM &G Fr e +h T, Hay M~ .

UpdateTo-CGS-Linux-<branch>.V<a>.<bb>.<cc>.[P<n>]-<arch>.patch

R Giah T A R R & B S L R R TR

UpdateTo-CGS-Linux- TR S % T OB E AT R
HUFRR ARSI HAT .

<branch>.V<a>.<bb>.<cc>.[P<n>]-< | ¥ TR A 5 : F+ % 2 J5 13 il g A
arch> AN T AR A I IR A 5 .
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.patch TR S BL bR IR S SR R O Ah
TR RA

AT Aol ¥ 64 L V5.04.F4 FERE AR A FF 2 V5.04.F14 #h TR A ) & 4 7
HANT 2 FRN -

Update-To-CGS-Linux-CORE.V5.04.F14-x86_64.patch

222 RGFHANTRFHEH TG &

TR R GUTE AN T ORE e B A R X A Ay 4 A AT AR S ROA

# cat /etc/klinux-release

WAL ARG RAE T A4 T RPN E M.

2.

WHRA TR BA AT B, A5 ERHIATHM KA T P, P64 A T4 =
V5.04.F14 4b T A AN T N6, a2 WT

#chmod +x Update-To-CGS-Linux-CORE.V5.04.F14-x86_64.patch
#./Update-To-CGS-Linux-CORE.V5.04.F14-x86_64.patch

3.

EHTEFEEERAAHEETHANKMFEZE, 270 M ELE, FEM &
A Gk B ST D TR AR I R AR B AR

TG R R R R, R SRR A L
BB TR L B R T A 2 A R O 0B S AT 0T %
4 3 S 50 T K TR 9 2

AT EFRITEEN SR GREREGLWER RS, ARAT IR AERKAAE

ARG E T A AR

223 ALIREMNEREN

TR ARG T RSN, HEMPERS TR E, E
B e .

2. 40 R ARG R T R A& b ST R G T A T R AR, U B OR TR B0 R b 2% O A

S, DUIEE A kb TR AR B R b g R ST A W B0R I BI0OR
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o RBRT: LERRAABATHERN T E R EEFAELM T KA 4% CGSL CORE # 47 &

T o BEHERXREAMAR, FHFAZGHEALE, AXBLRANGFERTREATH
Fm L e i m AL B R E A F R A KR B A R A BB A
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A*F'3 =

2]
I FN4H B B IE

TR

't
L .

CGSL CORE £ —~ M Z M MRS, MMM 4l B2 R4 B R E 2T
Bz —o ABERAFEBTWAAE AR SATHE NSRS THEAKNEILML4ES, Jf Ik
B i B BBR AN %2 4 1k e A

3.1 A

ff CGSLCORE #4t%, BNMHP XN —/1MKS. CGSLCORE ## %G, Ra LAYy
Ol T — ks, EMNEARERMNE Y, EPREENABLH,, B root.

M AT REEEK — YRS, WA RGBT AR HAE, Pt AH
15 56 4 b IS BL R A4 BL root B 4 #EAT R AR

MBS ERTFEXREMNTEN T, ~REHIHPEFERNEBCEL DK
b B — fi 55 N E ik .

AR AL R B S A
MP 4 RGP HRBRAIAR, TUOETR ., BTFHRBFHE, X2 RKDME,
M P b5 iR UID: & g8 kA iR 7 1 2oy .

MPEHNR: KRG NEDHEEK S IAENAE, BH &R ARG5S £ K H
X, APRXCHEEBEALHERT.

G % Shell: H P& a8 sh LW &~ % N I 04T 5 N AH By 2 2 JF ., CGSL
CORE % 4t # #X A H 1 Shell 4 /bin/bash,

HPAE/AR:. EFEMUEEMNZ NP R — NP,
HAr N GID: HRFZRH P AW E 7Rl
HEHAPERS TR H P ID M4 ID #2 0. @M~ ID (UID) M 500 JF 45
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s, FHBRANBTEHI,PLRELZK4H. 44 ID (GID) M 500 FFIE %9 5 .

3.1.1 Al suan %55

F P A2 & e i B A% ob R] BLBE B sudn @ R 202 B Ao Bl G, R G L BT I AR
I AT S B ek, AR R B EEAT RS4RI M sud & 3RS rootBLIR . 2 )5 M sulal 2 R
K5 .

su BBk N

#su [OPTION]... [-] [USER [ARG]...]
-,-1 T : login B 3¢ o 248 2 By U1 e (1) H P 355 5
-c & Ti: commmand=COMMAND 1T — a4, REEHTUIHRBTH PR

USER: ZUIBIM M4, WRAREM S 4, WA - & 00 #8 root , &
Gl EORG WM IEH A H 4

BT summbH “-7, AT-EANWEE root AP, FEAT B root A PR, iGN
Shell # & % Shell, AW A P+, F ik 2,

3.1.2 REF WA P B HEEXXHF

/etc/passwd 3T

CGSL CORE # 4t # H T & H H /7 Ik 5 19 2 A S 2 Jete/passwd » ZXHFBEE TR
guEpAaHPMEPZENPEEER. BOMHEPKSEXH PN —17T, FHHE S
(D) AL, §F—iTrEXwT:

AP mMEOSKRRAHS ID:A ID-AHFNELHBR:EREHFR F X Shell
NI A& root F 7 AE I SC A XS L AT

root:x:0:0:root:/root:/bin/bash

Linux £ g8 6 & — M 7 UE A& — Aoy, B — 8 M 7 1D KR A,
B B S A Jete/passwd St T RG] 7 ID 5 M P 44 2 18] K HARAE B R R R R &R .

/etc/group 3L

£ Linux 9, A8 LR ¥ M7 05 8 SCAF A R BCER 410 &1 50wl LR A 2 A ofE
— AN AR ESESANHN . B A B R S Jete/group, KA E T RGP
iR P HBMRERE. BMHP AN NP —17, JFHE S 2R K —
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TR R
RAPHZ:MEHDOLRIRA:H ID (HRER PR
T I A2 P4 sys {E /ete/group HOXT B 1 — AT :

sys:x:3:root,bin,adm
REMBEEBRRE: 8P H MR Asys WHIAH, ®RAEO4L, 41D K 3, Ak
m A root. bin. adm =P H .

CGSL CORE {5 % 4 rit [ B 01 2 T — B kRt (0 A & 4L, 46 — et ol F . 2 W08 R 22 %
56 YT AT R RO e A O A R AT 3 AN R L

/etc/skel H 3

—fRU, BMHSMAFACKHERR, BRI ERERLTAHCHWERRXT. £
Hxmh A SH M. o MEEE. S FH Q& ERxN, REcaEi i
FUI EEH % RS 4 Jete/skel H 3R B AT ORI P DL, ORI AL R I H %

3.2 mRATHAE THAPAAE R

3.2.1 HpPEH

32,11 ZmEFEHEF
2T, BMEHF root WAL NP EKAEBHH K5
1. 7€ Shell #£ /"% F, 81T % useradd 5{ adduser K3 n—/FH /.

MEAE RGN — 408 newuser HIET T, A RUAE A BLR B9 4y 4

#useradd newuser

useradd MA X HAREZESH, HRXEREFEH MW —SENE, FHMSHBMLEHT
%, 2% H man page -

2. MM PBREDA.

H i passwd 4 ijoﬁﬁjjgfﬁi_ﬁﬁ)jﬁim/\ B, M P EEE S P
newuser M1 4 K, Tﬁﬁﬁ

#passwd newuser

RGRABMAFHOL, FOLTEMANK. BTZEMER, @ADL AS
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fEpE A BB ok . S AN Z 80 passwd an @B, AT ACKHH L.

useradd 7 & M H S ML T an F % .

#* 3-1 useradd iy 4

i%& AN 2 K
-c comment

-d home-dir

i
Jetc/passwd LA P A B EERE N AN A
18 2 H T BUAR BN [ /home/username [ H 7 F H %

-¢ date ZEHIKSMWHMB, KX A: YYYY-MM-DD
-f days M4 E, k'S Z M am R

F P BT J@ AR R A B 4% BB ID (i 4B 7E 45 8 AL U4 TED

F P K v R g i A 2 R 4 SRR S RS CERONBAAR ) SIS, HTE 5 2 B
CHLRE AE fi8 5€ B 2 J0AF 16D

HEHZIALL, WEEE

-g group-name

-G group-list

-m
-M TNEGEH P EHF

-N ANERNH P EM PR N H R

-r lE—" UID/MNT 500 AW EERMARGK S
-p password f§i F crypt im0 4

-s 15 5 B /' & % Shell, 2RI\ A /bin/bash

-u uid e AW UID, B 4iemME—1, HKT 499

3.2.1.2 e -1/
B, TEIERZELE—-AAHPIKSWAERmAZMERE. 77 DR AHBLT R T %
1. 8 H P & M /ete/passwd CfEd Ld, (REHFHRAH E XHAE;

2. fE/etc/passwd SCAFH R T ZH P passwd B E —NFRAATIH M E— A x5
3.2.1.3 BB AF

56 4 M ER — A 7 B4

L. B /ete/passwd SCAF o e T ™ (90 3%

2. M Bk Jete/group SCAFH % 7 HIAE B

3. MER 8 E H %

4 MR O R 6 2 1 BUR T e A S A

userdel 7 & " LA SR MM B 0 P L EH k. a2 1048 K08 -
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#userdel [options] LOGIN

AR - I, Ko T E 3R SRR SC AR R B .

322 APHAEH
LR A HEHEKLAE H &S
3.2.2.1 4

groupadd A H TR HAMANRSG, 2B LN

#groupadd newgroup

W HEBiAERH KT 500 K FaNHAMLAR ID KRN . WEEHEHN ID,
A LAE AN -g 8, W NI ey A8 A Jete/passwd X E 4 GID N 503 (TR H -

#groupadd -g 503 newgroup
groupadd & H Z FM ik W40 5K -

F 3-2 groupadd S ¥ M iE W

1% TUA 2 4 B

-g gid il e P AL GID, e b ME— 1, H KT 499

-r BlEE/NT 500 ARG H A

-f EHPACHE, BRI RER (AASHERE). HHRE T -gM-fET, H

M ACAFAE, -g 0 T & # B .

3222 EHFMARP

EH PN H P87 2 B89 /ete/group X AF . AT L, XA — 1T KR
— M HBEE, HPHENUABRERHANH 5 R. Bl 0: user. user2. user3 # g T 4
groupl, AL ID K 509, MK E B 5t

groupl::509:userl,user2,user3

FROH N A, R R AE ST g A A8 P g A ete/group SCAF, R P A
PN, HE S o) BE T REAT

3.2.2.3 Mg A

¥ H groupdel i 2R M B4 . v & M L0 F .
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#groupdel <groupname>
AL EEE:
L. AP R SCFA R BT MR, BAR BT SR &4,

2. mRARHPMHEARHA CBY /ete/passwd SCAFH XN H P A FR R D, WX A H T
Tl B
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L=

N HRGELE

T EM - AMRANBREERGN S, XHFRGEEBLE Do EENH T MR
gy e BN O R B B HR AR R g P e 2 4

4.1 3CAF 2 40 5 A A SR R AR

SCAF & gt BRAE R LA AT R B o X B R AE SO S B O iR R Bl A5 R, ot 2 S0 A
AR B X B AT . CGSL CORE R Sy — > ZARF Ak Z — wll /&2 3 HF 2 0 F &
gt, BN R I AT DL VR 2 Al Rl SRR A R g s B BolE . L P R R I DU LA

1. XFS: XFS/&CGSL CORE VSBRI\N X RZGHEMBERMF L. XFS 2 —1EFH
Ewm e By B SCH RS, [ TE R 2 58K W8 H R #s & 247 % B & - XFS
AT — . AU LIIREE N X RS, & B 0046t 6868 i L & %)
) A7 it 75 oK o

2. extd: ext3IMTFH R A, extdXtext3 it VIR Z R E R Bkt , Wit & 8. MG HE I
oAl &g, [FIBfE5 N T — 5 IEE .

3. ext3: ext2HI FF R AR A, H o EAR AR Fext2F AL Em N Tl R H E IR .
4, ext2: CHFEMHEUnixCHEKA, oTH T2 MAAMA R, 1A L s T .

5. vfat: Windows 9x/2000 X NTH#:/E RS H ¥ EDOSX M R4, ‘Mt T K4
) 52 ¥ o

6+ Btrfs : Btrfs s& F —14{ Linux X &%, "Rt SHEER. TEMEMT Y B .
Btrfs N X A1 o0 85 $R L checksum #iih. B RMARBA E45Th e UL K B & W &5 F,

7. NFS: RWAEZ G UHENZR X Z X RGNS RS
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8. i509660: #n il ICD-ROM X R 4 »

411 BIYIXH RS

— >0y X B W AR O SO R G T R, S A AR AR A Sk B A5 S ON AL
XA IR 0 O S S R G

4 mkfs A T 0 & X RS . H mkfs dy & 0] DUFEAR T 48 € B e & B g v AR SRR
M S & 48 . mkfs fiy 2 B R R

#mkfs [-V] [-t fstype] [fs-options] device [size]

mkfs i & o & S B = L

VBRI P A KR

-t fstype: & M R G KA,

fs-option: 4 Z @ XA RSk W, & A LU DU Ik T
device: KRl E U HREMER KN R L5

size: ARG KD

Blhn. ZEAEME FOE A ext4 I FRS, AU Tw4

#mkfs -t xfs /dev/sdb1

4.1.2 EBXH RS

DML T R G R, W B SO R G B ER % 3 (mount) F| Linux H W
AN E AR . RGP ERE A H RN B A B . W T R G
# > Linux JF A8 ) ¥ % 5 800K 2h 45 ok U5 i), 10 A2 K i AT By /dev H SRR B9 — A (L Ap
RE & 2 D) fF

YHRGRER, TUERSGS LD A ER, BT UEH&G ST TER.
I # S R G0 4O mount A A B E A R

#mount [-fnrsvw] [-t vfstype] [-0 options] device | dir

Hp: device REXMHRGM A& : dir REXHREHERREEAZ RGN
fr B, RIH: 3.

mount iy 2 H H W F JUAS &k -

-ar MNEFT & ERMTA XM RS, WARA A S 8, K ete/fstab SCAF A 51 H
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() Jf 47 SCAF & 48
-0: M FHhE XA RGN B/ T RS, ro CRED. rw (F) .
-fr ERBEIED R, AR LEZRR MRS,

Bl . H/dev/sda8 SRRy xfs M3 R G| H s /mnt/tmp &, JFEZ % R 75
e

#mount -t xfs -o ro /dev/sda8 /mnt/tmp

o RT: IHRALAOWRLELARZATCALEN AR, N, F2EAHERMUAEZL
/]\aio

4.1.3 HBEXH RS

B 7RSO &R g2 Ab s HAh SO AR 2R G #R G AT DL I o 0 B0 AR G A 2 22 umount
HAg A h

#umount [-dflnrv] dir | device [...]
ZmAMHERELNERSAASH, AT EHRYS & &2 8 58 a0 MRS
Bl i, 7 B O AR /mnt H % /dev/sdbl X RS, WA LT @4

#umount /dev/sdb1

oA

#umount /mnt

o B, REHBESTEAEANLAZ G, XHZROME, EHE7EEE AR Y
BEEED R FRT AL,

wlgt
PN

4.1.4 FifstabXHEE XH R4

—ROR UL, M P 2R SO AR G BRI E N, 0 SRR IRE I AR AT R R
R, M H AR HE R ZRIRZ MRS, TUHEEEX DM ERSEG T A3
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LA R G T

Linux H { [ /etc/fstab SCAF B 5€ X — Zh g, fstab SCAF A T 91 & I 75 % 3% 1) 3
TFRGR R, ERA LTRSS H . fstab AR — DA, 7T BLJ5 3 il i 2 48 T
Ht 2.

E AR ERM AW R R ete/fstab X, AGHABEEFHTARELT LM
iF 74 o 2

A A B o

PR 45— A SE B i Jete/fstab SCMF (BRI RS A — 5 Z M FD:

B 4-1 /etc/fstab 3T

/etc/fstab LW AL RGERER, BN ITRE-ANAFTEZENIXHZRSG, K
# R w

device mountpoint fstype options dump passno
Horp
device: fi & M E M AT R 48 W &

mountpoint: i & AF & F¢ 1IN A

fstype: fi & % % CAF & 4t 1) K Y
options: i JJ i€ 5 [& JF 1) % %< 2 51l &
dump: B € SCAF AR G IR & 22 18] I T

passno: fEE R AL SN KREXHREWINT, WXHRFEHN 1, HRMEN2, WWRE
HIE, RA7 BN XHREASERE.
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415 BENBEXH RS

SCAF A& G AR GURUE R BRI AE A AL B, B DL E AR B SR R g DA R B IR 1 S A
I Lo i BB b

XA R G BEAT A A AT DLl A fsek L HORE R, Zdr 2 Bk RN

#fsck [options] filesystem

fsck () -ap T2 HRE MM SHHAE, ML RKBOHALTHBEERRK, HEERA X
R AR

Bl fn, FXf/dev/sdal #AT XM ARG AMMBEE, FEHU TG LS(EZHmLBEEAS
Z KRB

#fsck -ap /dev/sda1l

M ER B E R, AL IR ey A BEAT SR A B R, b dr & W RE & E R U
8 JE AT

#fsck -y /dev/sda1

Fo L. B fsck B EIMHRAN, LALAHRZIMGEZAL, TUTREFEISTHS G L
R %R,

4.1.6 FRXHRAGREEWL

df y 4

i HI df iy & W] DKL & SC/F R G R A S A S AT DL, SR LT A BN SO R G R R E
A5 2, Har & ik oy.

#df [OPTION]... [FILE]...

Z L HERIANL KB NBEAEREHMMTHMEZE, &FL MB M GB N A1
8, [ df -nfx %

du 4

EH du AR REHXSHMSEKMELR, e Tt ANEgE it Hx® T H
. JFEonH T HRBSE R, %ﬁﬁﬁ’]lﬁﬁﬁﬂ?:

-ax [A] IR 7 Y SN ST I A RS O
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-s: RGOS BEEL IV B R R O
EHAMEXAM do i KB AHXTHRAGE.

4.1.7 FH & &

£ CGSL CORE™, W DL Jy {8 Hb fd F &% Fh 3K 5h 28 . SCHE & 48 0 WX 4% % 4%, 9 #5 Linux 2 X .
MS DOSHlWindows4) [X . USBAF fiti % % LA . CD-ROM X 4 & 4t -

f# FH CD-ROM

KOt N WK B &5, /£ Shell #&x FF T8 A LUK 7 4 -

#mount /dev/icdrom /mnt/cdrom

EHMBEREGENRMN X RZRAH 23 E, 2N N/dev/icdrom, & HN
/mnt/cdrom. WHR L LK, HEF AN FKENEH R /mnt/cdrom F .

R Ry A W, B E AN /dev/edrom WA fEAE . W R AE Y 2 IDE CD-ROM,
XNV & SCAF 44 T] BE J2 /dev/hdb. /dev/hde &5 W R SCSI CD-ROM, X M ¥ & 3L 44
] f& N /dev/sda, /dev/sdb...

it ¥ /dev/cdrom A fFAE, 1 CD-ROM & & S 4 Ay /dev/hdb, W LAAE FH G F 4 4 1 &
— A~ F /dev/cdrom I 5 &5 B2 .

#In -s /dev/hdb /dev/cdrom

R RS E WA DB (mounted) BRH R 7, AR BT YA H 2 0 A
/mnt/cdrom & A . 41V e B H T H R A AT

BAT 5% X b B B TR J L 6 Shell # 7% 76 F R A BLF v 4 0 0

#umount /mnt/cdrom

> F mtools T &

TR T ARG TR MM mtools T HJ5, st v BLAEA] m &R 51 47 2 KB X DOS/Windows 1%
BB RRED T . X— R 2B

% 4-1 mtools fr 2

3
&
g
an>
[aYay

med # N DOS T H

R NG AME 46



NewStart CGSL CORE V5 RZH FFMt

mcopy ¥ 1 DOS X
mdel M B& DOS 3¢ 44
mdir #%E DOSHFEHNE

mformat ¥ X1k DOS i &%

mmd f# DOS H %

mmove #% 5 DOS T ) 14

mren # DOS TN X4

4.2 X RGE H LA

4.2.1 BHmFE A

i R A& 45 CGSL COREVS RGUH N 1 — AN I 6 £, 18 w] 58 A8 45 X > 4 4 3K 23h 28 70 X,
I A8 xfs (B extd)SCHF & G, W W 1% a0 N D IR ERAE

1. ffi H parted B¢ fdisk & €] & 4 X .

2. A A mkfs SR8 5y XA AL xFs(B extd) L AF R G .
3. ffi FH e2label 45 43 X b5 25 o

4. B HH A

5. 34 X ¥ I Jete/fstab ST

4.2.2 extd ¥ ¥R xfs

Fioextd AF R G H AN xfs ARG, W LR TE SCIF R Gk g DL K AE T xfs SO &R 4t
Mg ohfg . HARDHRWT

(1) ik xfsprogs Al xfsdump W AR O & IE & ¢ 2% .

# rpm -qi xfsprogs

# rpm -qi xfsdump

(2) AT %

#fsck -fp < & 2>
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4.2.3 ext3 ¥ # A~ extd

¥ ext3 LRGN extd THRG, wT LA T SO R S0t g DL extd STHF R
GRS fE . 1 tune2fs B2 5 Al LUK ext3 S R G 0 XN extd X R G, # il 2
W ARAE o X A B A AT 3R T AT o SRR E L B AT Cextd 40 X TCVEBE “ PR E ext3),
R BER ext3 W5 ARG, BBWT:

(D) XN TEHEANTFEERM X, RS XEAEER, HATme:

#tune2fs -O extents,uninit_bg,dir_index <i% % % >

(2) AT v 4

#fsck -fp <& & &>

BT e BEARMAT fsck, D EFHF ATl £ 8 fsck M@ ARBEIHZTEDE —MKE,
XA A A group descriptors 4% 2] checksum 4538, EANZ M AA 2. PTHA R E LB AL
il —R Bt FEALHRAFLAEFTN. pPARERLMNGHIERS QB L.

EiR A&, <& A4 >08 BRI W& (0 KA AR, Wi/dev/sdbl.

B LEabHiTr BB, F5H 2 /cte/fstab P 69 I & % £ B A ext3 & & extds

4.2.4 ext2 ¥ # A ext3

tune2fs F2£ /7 fE 05 A 2042 70 X B O fF B R 45 BLAF 10 ext2 SCHF RGN H & o W 75 8%
ext2 SCMF &R G e i ext3, BA root H B S AT W T iy 4

#/sbin/tune2fs -j < &% %>

Ho, <@&A>ZEAAENB & X)AK, W/dev/sdbl.

Br: AL bMITREE, #F# 2 e/etc/fstab XA FPHERGWUITRZITPH IS E % E
AN ext2 KA ext3o

WRP LRGN RE, W FEE— initrd BB (B0 RAM ##) k5l
S, T EfFH mkinitrd v 2 A &E . T WA H mkinitrd 4, W& %4 ) man F
W, W4, BEBE GRUB B{ LILO A% B B 2% A\ # 11 initrd.
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4.2.5 ext3 it JE AN ext2

Moextd CAF R GLIE RN ext2 ARG RSB T . (Bl/dev/hdbl Jyf1)
1o B R p X, LAEREE X 2F %N root FI 7, ARJEHEA:

#umount /dev/hdb1
HAT LR A, AT R G g B A B O R G

[\

#/sbin/tune2fs -O “has_journal /dev/hdb1

3. AT BAE fir & SR A 2 2 X B IR

#/sbin/e2fsck -y /dev/hdb1

4. PAT LT a2 8 0 XK E BT HEH Oy ext2 MRS

#mount -t ext2 /dev/hdb1 /mount/point

Hor, #8 /mount/point A 4 X 1 £ % &,

5. Ul B o X H b (L& R 63 8 /mount/point) B AT W a4, MIFRME H
X F Y .journal CAF .

#cd /mount/point

#rm -f .journal

B : B HEEZRAMIE S X AR ext2, FI04E 2 #H Jetc/fstab L .

4.3 /T XEHE

S EL. BTZGORENPERIAFEFALHEN, FENSTEL2BIETETHOFTER,
EMMEREEATHE PR AR ITHEORES D

4.3.1 Parted T B

M A parted &P Al L7 s EAT REAL 0 X RO BEATE ), MEFINAM 2 X R, &
oy DX R/ < B g X BB T O X .
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7E Shell 2T FLABEH P G NI T a4 (/dev/sdb & 7~ B 5E #ill ) % & 4 )

#parted /dev/sdb

Ja 3l parted J5, fE (parted) #8785 T8 A help B2 Ha Mok, TRV E L
H P i H I parted iy 2 o

# 4-2 parted W7 &

i 4 3 % &
help s A Ay A A R
mklabel LABEL-TYPE N X R A 2R AR

mkpart PART-TYPE [FS-TYPE] START END R4 X, A O &8 S R 4

print TR X R

quit Bt parted 2 %

rm NUMBER T % 43 X

select DEVICE EEN - ARERENR, FFEER parted
set NUMBER FLAG STATE X LB bR &, state 7] L2 on B off

RT: 2HE. MRLPERTHNSSREKR)D, PEFMARSETIRRELERN, FHSER
R, EXBTARNEEZLA. WES2RX P ROIFEELEMENGLH, T LA umount
GhRHBRSRE, £ swapoff 7 A R A H X #HHp K,

4.3.1.1 EFEHKX X

Ja 3l parted J5, BEAN print TS KEBAE XK, RRBWAEEWT:
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[root@localhost " 1# parted

GHNU FParted 2.1

Using sdewvrsda

Welcome to GHU Parted?! Type "help’ to view a list of commands.
(parted) print

Model: ATA WDC WDEBAJD-75MS (=csil

Disk ~devszsda: GH.HGH

Sector s=size (logicalsphy=sical): 512B-51Z2B

Partition Table: m=sdos

Number Start End Size Type File system Flags
1 1849kB 5Z5MB 5Z24MB primary extd boot
2 525MB 88.8GB 7V39.5GB primary 1vm

(parted) _

B 4-2 EFPXERER

BT R THEMRAD, B oTERUERERM, FEE XK, K

Number 3 % 7R 70 X % & & 87, Bl % 1 ALK /dev/sdal; Start Fl End 73 5 &
RXT RSy X AERE A E R A E, L MB AL Type AR X KA, v DL primary .
extended Al logical Z —; Filesystem /& X fF RGHFKA, A LLE extd. ext3. ext2. FAT.
Linux -swap %5 %5 ; Flags BAIH 7 o X B M FrdE, 7T HMFEAH: boot. root. swap.

hidden. raid. lvm %§.

RT: ERZTH B parted RAF LR WL E, A select ¥4, BFERXEL L, o
/dev/hdb, R E, BETULFEIARECH H»RX £,

4.3.1.2 gl EH X

o R AT E A /dev/sdb b GBI —ADNF o X, B4 %A LN d7 4 5 3 parted:

#parted /dev/sdb

RJE M print f5 2 BEE LA 2 X R, WONEAE B SAE 2R N | e T8

X .

R7: AR2ABAAEAEAGAE LAZHS X,

MR 7 X R vog B 0 Xk Ak oAy KSR R, A4 B R fg
WAEMNACL LR X, WeBed Ny EyX, JET RS X

-

ANUAESX, WRE
WelEZ NEEDX.
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Bl tn, ZEAE/dev/sdal M 18000MB %] 21000 MB ] & — N X R %N ext2 I E 4 X,
BENLLT 2

#mkpart primary ext2 18000 21000

o R f#E ] mkpartfs @&, DXEEE LRGBS A E. R E—4% T <Enter># ,
X X B SR = ARk, BB E AT RTE AR A — P a2

Q& 7o XJE, A print iy S RBOAFTE D X CIA D XEF, IF BAGIE#H K2 X
KA X RGRBAM KD WAEH o X0 B 4 by UL 8 e 223k 1E

i mkpart )7 19 7> X B A # A0, R T A O 2 X SO R 4t

#mkfs -t ext4 /dev/sdb3

Rk, WL A XEWRSE. £ HZXW P e @& mE s, 4 mount v 2 N #
FEMEHE. & e W E BB I E] ete/fstab T .

T parted B R LA ext3. extd LHF 4%, B, 4o R84 F —A extd. extd L #
A%, AR part X545 X, KRB 1E A mkfs k€ #,

4.3.1.3 Mg X

W BB B /dev/sdb BRI — AN X, BN W R 4y A JH 3 parted:

#parted /dev/sdb
SRIGH print fn S EELE 0 X R, B Z M BRI 5 X .
A rm SR MR 0 X, B0, ZMBR S X &% N sdb3 , MIFE (parted) $2785 FF F ##

(parted) rm 3
W8 — 4% F <Enter>#, 7> Xt <M Er, HAEG ST FHRE —T!
ZS

o XM BR R, A print r AT LLE R X g Ay X EMER. &5 ELEEMN
letc/fstab SCAF AR MBS, 3K B0 5 O BR 19 20 XA R (9 4T, AN ST A I BR e .

BT AEAEAMMKRELEANRE LG K,

4.3.2 Fdisk T &
fdisk /& CGSL CORE Z 4w MR A X E#H T B, LN A9 fdisk B9 3 A H %
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4.3.2.1 EETXEMR

ff i fdsik -1 filesystem fif @ K& FH 7 XE M, HWLL T, Bl root H /7 #47 -

#fdisk -1 /dev/sdb

Disk /dev/isdb: 2147 MB, 2147483648 bytes

255 heads, 63 sectors/track, 261 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes
Sector size (logical/physical): 512 bytes / 512 bytes
1/0 size (minimum/optimal): 512 bytes / 512 bytes
Disk identifier: 0x00000000

Disk /dev/sdb doesn't contain a valid partition table

4.3.2.2 1S KX

X g B AT B AE . LA root I P AT . fdisk filesystem, 5] i :

#fdisk /dev/sdb

Device contains neither a valid DOS partition table, nor Sun, SGI or OSF
disklabel

Building a new DOS disklabel with disk identifier 0x2dfa2374.
Changes will remain in memory only, until you decide to write them.

After that, of course, the previous content won't be recoverable.

Warning: invalid flag 0x0000 of partition table 4 will be corrected by w(rite)

WARNING: DOS-compatible mode is deprecated. It's strongly recommended to
switch off the mode (command 'c') and change display units to

sectors (command 'u’).

Command (m for help): n HERML nFES KX
Command action
e extended
p primary partition (1-4)
P NEBRERTIMApFE-ANEFKX
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Partition number (1-4): 1 & #F 5 X5

First cylinder (1-261, default 1):

Using default value 1

Last cylinder, +cylinders or +size{K,M,G} (1-261, default 261): +1G I 4
X K /N

115 N4 X & 38

Command (m for help): w

The partition table has been altered!

Calling ioctl() to re-read partition table.

Syncing disks.

4.3.2.3 M4 X

#fdisk /dev/sdb

WARNING: DOS-compatible mode is deprecated. It's strongly recommended to
switch off the mode (command ‘c’') and change display units to
sectors (command 'u’).

Command (m for help): p IEFRTER 5 X155

Disk /dev/sdb: 2147 MB, 2147483648 bytes

255 heads, 63 sectors/track, 261 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes
Disk identifier: 0x2dfa2374

Device Boot Start End Blocks Id System
/dev/sdb1 1 132 1060258+ 83 Linux
Idev/sdb2 133 197 522112+ 83 Linux
Command (m for help): d I B 4 X
Partition number (1-4): 2 IEFESRE
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Command (m for help): p HBEREESXER, RSEMB

Disk /dev/sdb: 2147 MB, 2147483648 bytes

255 heads, 63 sectors/track, 261 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes
Sector size (logical/physical): 512 bytes / 512 bytes
1/0 size (minimum/optimal): 512 bytes / 512 bytes
Disk identifier: 0x2dfa2374

Device Boot Start End Blocks Id System
/dev/sdb1 1 132 1060258+ 83 Linux
Command (m for help): w HB N5 X 8] HEH

The partition table has been altered!

Calling ioctl() to re-read partition table.

Syncing disks.

4.4 AT ¥ 7 [H]

4.4.1 THZEMZH 2

A e 7 (8] (Swap Space)ENME AW Rk F M, ZBRAGMYWHEHNGFEABHON, =
R W BN A7 TR e 3 e b A U TR A AR % B DT T A i B AT e A R &, AT RE R HE — R ) B
WAEZ I, At aras 1T iR e . A5 7 B2 U5 1) B A et 2 0 DT I, A AT e )
e N AR LK B 204 B A AE

BRI N ELEANGFRINL SRR B, (B2 XM 7 EA Bz 2 2 X
WA . &8ss a s A IS 28 b, HiUG AR NAEMRR L. ZHSEAT
Dl NEHNTHSX (HEFERTE), Bl E AT HxH, SEmMERLSS.
4.4.2 % N3 #e 2 )

IS AZ e zs (8] G W P 535 . I N A8 ¥ 4y X B s N 22 #: ST
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4.4.2.1 HMAR #He 4 X

WS A3 AT X, HFERK DXy 82 (H SWAP #% 3K ).

ff H mkswap 7 & KX E L5 X . 7& Shell #2/x FUMRAH " MmN TFa4d (K
W swap 77 [X /& /dev/sdb2):

#mkswap /dev/sdb2

FOL AR A ey X, BANBLR a4

#swapon /dev/sdb2
BEAES S B, % /etc/fstab CHERE S LR 47

I/dev/isdb2 swap swap defaults 00
ERGE TGS, ElaEHmERZHRDX.

R TR XFBRHEZE, EIE cat /proc/swaps 5L free iy 2 I % i Sk #f (& 32
o XO#EHHT .

4.4.2.2 ML B L4

HZWEL T Tk

f£ Shell $278 F LM H 7~ S 8NN a4, H P8 count N7 21 58 e SO K/ (5
7N KB):

#dd if=/dev/zero of=/swapfile bs=1024 count=65536

il FH DA R i 4 R i B A S0

#mkswap /swapfile

LR R R st A RS SR AR, BT

#swapon /swapfile

ARG SR, 4 Jete/fstab SCAE R A S DL AT

Iswapfile swap swap defaults 00
ARG NGl R, B s BB R A .

Ml T X XIF)BHEZE, 1§ & A cat /proc/swaps Bl free v & ) fir H oK i R 22
oaXagEHT
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4.4.3 M & A2 ¥ 25 (8]

M BR 52 oy X

1. R B/ARBWAEN (XA HER, T X AR M. 055l IR
B A A G AR R AE ) X, 0] DL 2 R (umount)iX 6 43 X, A swapoff 1y & kK K
PR A IK B 2% b1 BT A A8 6 28 8] (LA /dev/sdb2 A )

#swapoff /dev/sdb2

2. Mletc/fstab H M B 22 4 2 XA G I 55 H o

3. MIBR 2 X (Lh parted T H A fl):

£ Shell 278 F AR H 7 G 8 N v & : parted /dev/sdb. X B 1] /dev/sdb s2& % E
Br H B A2 4 23 TE) ) B A 0K B 2% 1) i & R

f£ (parted) 275 T, AN print K& FH I A7 K 70 X I A E G AR M B 19 52 #e 7 X R K
AR L

7t (parted) #&/85 T, # AN rm MINOR, iX B ] MINOR /2 & A5 #f B 17 43 X () IR B 5 15 .

o ELHTLIWALE, BLAHANEHRGREFTH,

N quit KB i parted.
) B 2 e S A

(1) £ Shell #2/~8 F LA root 1 $ AT BA T fin & SR 22 F 22 # S0 F (3X L [ /swapfile & &2
e SC D

#swapoff /swapfile

(2) M/etc/fstab A M B Z T B

(3) M B 5K B SC AT

#rm /swapfile

4.4.4 B X H 2

AR A e 8 N AR R B 55— Ak, 1 S IR I B A2 4 1) (0 U WY, R T N A2
2% [6) 1R U .
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4.5 RAID &

4.5.1 RAID 24?2

RAID(M VW TC R I EAH M 2L Z DMK S E K —HEMUREER
UK By A% R B AR, KR € R B TE I A 1 U7 IR R R ORI R A A A Th e o X AN O B 4% BE S R
R LR — A R — 8 A R on SR B AR .

RAID & — Fl 76 2 A WL AL b4y 8045 B 5 % . el WG 4% 4 %6 (disk striping, RAID 2%
Al 0D A% B 44 (disk mirroring, RAID 225l 1) FlHs A & 15 & 5 1 W 8% 5> % (disk striping
with parity, RAID 27l 5) ZRKMEARKE R TURM, BEMIBARE A, JH (8
R SR U T N T = NG 2 e el /=R U A B

RAID ) 2 A i B/ . Hodls 6 200 {8 F — 2000 78 oK 4 20 B0 80 B 210 b (0 SR 3h 4% £ o 2238 2
XASHE W, B AU o RROR N — BU B CR/NE 2 32K B 64K, Bl AT AS A
KA B — B # = MR Fr I RAID 250 M0 5 N F i (1 — A 6 5 X 3h 4% =4 Ko 22 4 152 B
i, XAFRERERIERET, ERZAIWABEFRZ D RBHHENEER

4.5.2 # M iZE FH RAID

A FEES REREETFHAEROAST (W— KO AEEH B # LA RAID H A &
2% . i H RAID ) 2 5 A 1 45 -

> R B

> BN s E

> kb R B R RO SR AN R R i
4.5.3 T RAID F1# & RAID

RAID #i KA W . {4 RAID fl# /4 RAID,
4.5.3.1 B4 RAID

BT ARENENZ M7 & RAID ¥ 2%, FHEEENLIES —4A
RAID B3 R B ox N — AW . 445 RAID X FHERGE RN ZEWHN, B1F RS ZHH 3
Frghe — N Emmaa, HEE ks EmS 5%, AERER,

4.5.3.2 4 RAID

BAF RAID g4 F RSB, BN E AT E S 5B 126 & F ol g R, Bk
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RAID #2 f#ft 1 f% Je A 19 ff ok U5 i . B3 W] DL /2 B/ B /) IDE 4 BL )z SCST # 4t -

CGSL CORE W #% ) MD 3K 3l #2 /57 /& 5¢ 4 S 32 T 88 {1 (%) RAID fig o 77 R el . 2 T
BV B ) P R BT F IR 45 %8 CPU W M RE R 3k & 2 b o BLR S 3 K 4 RAID (¥ — L f & 22
{1 4 1
fd B 26 R I kAR
ETHEZEE
N b 5 M AT FE Linux AL 2% 8] 3T % B 51
RN RR R IEEE G HEE5
XF T RS e 1 B B A% IR S HE
Xf CPU ) H 3l # U LAAE A1) A 3 28 CPU 1 4k T g

YV V VY V V V

RT: RXBREAFERLL R AN CmBREEIRS S .

4.5.3.3 RAID L HIFLE X FF

RAID L H & KM E, BIEHY 0. 1. 4. SHLIK ., X RAID KM e LW T

2B 0 —RAID %5 0, L8 AR “0 267, ERMmAMERN D FAERN A X
R T N BB B o UK R, R R S ONBE B b e A R B, T RS VR AR B
MK VO thae, HEEARMIUKYE. H 0 B 5§ 4 88 5% T 8 £ RAID it 5
G ) R RE ) BB RAID o i A3 R B2 2 X B R .

Zn 1 —RAID Znl 1, s “84& 7, H A KR K T2 e 2 UK RAID. 20 1
W ARSI PR R AR AR NS (ERE WA BB B R
JUARME . W1 BT AR A fa A R R A AT e, B B AT AR AR AT . SEAH A DL B
AR 20 1 AT BE & AE B BUR AR A AT U7 R OR IR A5 v o HOdE AR . (BB A R kA
BAEDIE At mE VO feh . Zh 1 R4t 7T MEM B R, JRia T RBUES EEN
P2 B AT PR RE, (HZ2EMX 2 BB . Z0n 1 50 B A7 fg 0 5 B fF RAID o #¢ 52
B WA 2 — BB RAID R BB M X 2 — B A7 6 0 M A

Gl 4 — 5 4 fEMET R R AR ERTERE KRR HEE. EEES TF
SR VO T A R R S AL . TR WU A0 R0 A AN B AR S, Bn 4 A
BASHEAZRKBERBERPEL TER. BHA RAID ) 4 783 25 X 7 F s — Fhay
I H, 1 CGSL CORE RAID % 3 &1 A /& — 4> S8 VF (K 3k W0 o AE 1 42 0 4 (10 047 BE 0 M
HBTA KA EE - DERAERE . WAL 4 MR R M S T A R X &
AR AERE ) Can RE AT 8 RN A F ) 3E D

o 5 —X & i ) RAID SR AL . 3 i £ 2 28 ol 4 0 B 21 i 5% ok 4 9K B0 4% o) A AT
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B S, RAID 200 5 8 G 1 %o 4 B A 0 E N R . ME— 1M 2 & Mt SR,
fiE LA CPU MR fF RAID, X Ffff OLIE H A2 A2 K8, 5900 4 — 4, H4iR2
AEXF AL RE, AR KBS THAMERE . HHl 5 @H 5 E B S AF i AE R BE AR X R AR
XEFRPE o BEAEZR S A RE I TN R R A L AN R AR RE . BAF RAID
G SRR ME T A KA X EE - DNRENEAARES ClRENRKNAMED.

24 & RAID—£k J& RAID J& — Ff F ] 52 (1 3K 3l &% 58 41 ok B & — AN 8K 19 % #UL3K 3)) 2% 16
Tk LY RAID H, XL — AN i 52 3K 2 2% 3] 53 — > il 53 3K 3h 48 g ik i oy i, RO AE
F—ANWRH B EHEAE, BN - ADIBE . X R R AR S AT A P g8 7 T A
i, A U/O #AEA KA A LE & 01 3K 3l 4% (8] 8% 40 JF . 42 RAID KA 42 A 7 7T R 1%,
F b, BT ESE — WRAEM AR RR T, A A B A
el aP i AW AR e R UPS W I

RT: RAIDAA 189 RMEEG, BABKRHMENOELBENEI PO A #E, ZRET
R BE T, Zd, wRBXZT RAIDAH 1, BmBORLIEX (/) GETANSNKRNE
A 40G IR HBE L, BERELA S0G =M, HpRAEFFRARNEL P 4G, BH 5548
40G 3t 4= Bl 3T 40G 89 4018 — 4% .

RT: #BREOELRAATEN P A CHEAERRO AR RITHEG. S HEP b o E A
HEWHBRAN, INFEAGHANRETERKE. RE, EHRBRRZBAZIN, TR
MRETURARBREAMEAL LW /O FR: ABRBREAZBAZILE, CTARAR AN #E
TEHZHE.

®#T: RAIDZMN A58 5 bE=TRAMR, BRXREAMNSHFKETEMN I, §FIARE, &
A4 TRHEIF

4.5.4 mdadm & EH % RAID &%)

4.5.4.1 £ 2 ¥ 1 K 51

mdadm i F --create(5 H 47 5 -C) 2 £k 6 & 8 19 B 21, Jf H ¥ — 28 5 205 51 19 br R {5
BEATHBEBITUSERG —DMRKERSMNIEEXH. --level(BLF H 4 5 -1)%& = B 5 (1)
RAID 45, --chunk (B4 & M 45 5 -c) & ox & 4> 564l #.ou 9 Kb, L KB 9 #47, BRiA Y 64KB,
2k Lo I KNI BN N R AT R A S M Re A IR K2 . --raid-devices(BlE H 4 5
-n) 3 7~ FE B AR OE BR R B 4 AN B, T --spare-devices(B #H H 45 5 -x)F on B A A #A & B AN B,
— HEEF R AR, MD NIRRT B M &M B FES, A5 EME
R R A A R 2 o A

& — 4 RAID 0 % %% :
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#mdadm --create /dev/mdO --level=0 --chunk=32 --raid-devices=3 /dev/sd[i-k]1

il B 51
MD ¥ & 7] DR ol i &M E T, B DOt R Gk .

#mkfs.ext4 /dev/imdo0

#mkdir -p /mnt/md-test

#mount /dev/imd0 /mnt/md-test
{5 1k 1E 75 38 4T 1 FE 71
P BB SO R g B E A A s B DL K gk & A 1, mT BAAE A --stop (B #E
HY4 5 -SyF IEFES] s a0 R Ay 43R B3 & B0 # R IC 2R B8R, U8 /dev/mdo IE /£ ¥ | 2
NHEAER, B AL, DAEELEIEEERNE, X W RIE RS B — 2
P .

#mdadm --stop /dev/md0

4.5.4.2 H W 62 i RS

155 30 --assemble B0 F M4 5 (-A) £ E R A &K R W& Moo B s 5 2, AR5 B AL 9 iE R
B ot SRBRATT 22 R0 T8 RE A1) iy IR 48 B A 4L R, T LA AR 2 AR AR 28 s 2% R R 3l BE B .

#mdadm -A /dev/md0 /dev/sd[b-h]
e B S

/etc/mdadm.conf fE N ER NI HC & SCF, FEEAERZ T ERER RAID W E, JLHE
Al DABC & WS R0 A B ik & T . Assemble iy & 1] UL fE A --config(Bk # H 4 5 -c) K 45 € L
B, BAT@E WA LW N iy & ok &Ll B S

#echo DEVICE /dev/sd[b-h] /dev/sd[i-k]1 > /letc/mdadm.conf

#mdadm -Ds >>/etc/mdadm.conf

#cat /etc/mdadm.conf

4.5.43 BEHREF KRS

AT AT DL 3T cat /proc/mdstat /5 B & A T H 18171 RAID FEFIFIRES, £ — 174 H
%6 & MD I W %% 44, active Al inactive & WU K /R FEY 2 BRI S , #F 2 41 1) RAID % 4,
e )E TR HRES, THEISNENBTFRIREEEINTHF S, (SR RHLEZME
B, (F) RARZXANDMAE R faulty R&E . fEFE TP EREZESM R, BAE KB, #E5
#& chunk-size [ K /N, 2R J5 /& layout 2, A [E RAID 2% 7 ) layout KB AN [H, [6/6]F1
[UUUUUUIR RSFESIE 6 N E I H 6 ML # 2 IEF s 47 19, m[5/6]8 [ _ UUUUU] KR
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Mo 6 DR 5 AN E R IEH B AT, N R R R AR A AL B R A2 faulty RS

#cat /proc/mdstat

4.5.4.4 B H

mdadm 7] L 7£ Manage 1% 20~ , XF 32 47 H 1 B 21 a3F 47 8 0 S ) B G A . R T BRI failed
WhA%, M4 spare (&) fEAL, VAR MBEF R EC LR KRR SE%E. (I H--fail (8L
HHAE-O 18 E B HIE .

# mdadm /dev/imdO0 --fail /dev/sdb

WA OB, ] --remove (B0 #H H 45 H --) 2 HOK X A BE AL #E £ B 8 RS OE
B Qi 2R B4 36 I AE BRI AE AT, A BE AN KR A1 R RS E .

# mdadm /dev/imdO0 --remove /dev/sdb

4.5.4.5 BB

LA mdadm X RAID R BEAT 4%, WIBREFP N ERECHFF LS KE, R
Jri MR 9 T R 2z 3 AL PR

#mdadm --monitor --mail=root@localhost --program=/root/md.sh

--syslog --delay=300 /dev/ImdO0 --daemonise

BERGHEEE, W ELE B WA B 5 8l B 5 b i oS B g A AR T i R A R A

#mdadm -f /dev/imd0 /dev/sdb

4.5.4.6 T R%EF)

an RAE B B I A AR B A B %, R RLAR € A T 81 @ RAID B 51 4 > Bk 4% fiE
R B 2% KA

#dadm -CR /dev/md0 -I5 -n6 /dev/sd[b-g] -x1 /dev/sdh --size=102400

SR G TE BE 51 5 B J KN B, A3 B X --grow (B8 H 45 5 -Q) B K --size £ % (B & H 4
T -z) {EIN b A E K /N B et B8 2 ) T R B A BT A R RS BB A R b .

[root@fc5 mdadm-2.6.3]#./mdadm -Q /dev/md0

/Idevimd0: 500.00MiB raid5 6 devices, 1 spare. Use mdadm --detail for more
detail.

[root@fc5 mdadm-2.6.3]#./mdadm --grow /dev/md0 --size=204800

[root@fc5 mdadm-2.6.3]#cat /proc/mdstat
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Personalities : [raid0] [raid10] [raid6] [raid5] [raid4]
mdO0 : active raid5 sdh[6](S) sdg[5] sdf[4] sde[3] sdd[2] sdc[1] sdb[0]
1024000 blocks level 5, 64k chunk, algorithm 2 [6/6] [UUUUUU]
[F===========>___... 1 resync = 69.6% (144188/204800) finish=0.0min
speed=10447K/sec

unused devices: <none>
[root@fc5 mdadm-2.6.3]#./mdadm -Q /dev/md0

/Idevimd0: 1000.00MiB raid5 6 devices, 1 spare. Use mdadm --detail for more
detail.

4.5.4.7 Bitmap 2 &

ff A bitmap #2012 5k RAID FEFI A 2 D AN & [F 2P (resynce) o 2 L --bitmap (8 & H 45
5 -b)$8 % id X bitmap 15 B XM 4, W R Z interval S H(3R JR bitmap id F E N W & BT
#¥E X . --bitmap-chunk & /8 & 4> bit A7 8K RAID & % £ KM &4k, H A& KB 1M
—delay(BHF HAE S -d)is e 2 KFMHFEW bitmap EE B s FHF & & L, B2, BiA
& 5. -force(El & H 45 )X /xE & # C & fF 7£ bitmap X . 1 H fff H 2 %
--examine-bitmap(8¢ # H 45 5 -X) A8 % & FH 7 fil £ SCAF 803 5 & oo 20 dE 1 bitmap id & 1)

.
(RS

#mdadm -CR /dev/imd1 -I1 -n2 /dev/sdi1 /dev/sdj1 --bitmap=internal

4.6 ZELHZEHEHR (LVM)

LVM & — P 40 f 5% 0K 3 2% 25 (8] 40 Be e 5 10 7% . TR LVM, 6l 3 0K 2 28 BR Al A 0K
MB/ESESHTNE —ANHEZ N HEE (physical volumes) . Y EH LB B — A DL L IKE)
o

YIS A R E E S 4 (logical volume group) , 1 B 4-3 , M — {4 4k & /boot/
- X . /boot/ s IXANREAL TR EH, WG FREE T LFEEZIE . o R EE/ 75 XK
nmEgEE L, BFEEWE N2 W/boot/ X, EARBTEHEHMN 0.
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g 1R & & L L Jboot
9.1 GB 9.1 GB 9.1 GB 75 MB (ext3)

B 4-3 BEEH

B 5 HY B HEE (logical volumes, S T LVM R EH M “4 X7 ), 1 A
4-4 , I8 E T HEHBE S (W/home F/) , PLENXHFRG R (W extd) o« [ X7k
B 7TEAMBOWRE, ZHEHPMZHNTEHT ARERING ZHERE M X KA. HHE
MR IS SRR MB ARG L, A meZHEEH s, gHEZTUY RIS
X .

FoiE N
(9.1 GB x 3)- 75 MB

v

K 4-4 B8BE
CGSL CORE BRIASCHF LVM, LVM dr & 2. F v U B Km0 o
extendfs "R X RS #extendfs /dev/vg00/rlvol3

lvmadm R E5EHRARBMRE  #lvmadm -t -V 2.0
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Ivchange
lvcreate
lvdisplay
lvextend -m
lvextend -L

lvinboot

lvreduce -L

Ivreduce -m

Ivremove

lvrmboot

lvsplit

lvsync
pvchange
pvck

pvcreate

pvdisplay

pvmove

pvremove

R NG AME

B I R R
EEATUEERSE
BoRAREEE NG R
NI I N B R

B4 I 32 A KD

e 2 K 12 48 6 T AE AR X
A2 e X 39 % i X 35

ik /N 32 1)K

/N2 B R R R

=

==A
M 4R B 12

B ) AR DX 3L AT e X R R
e il DX 1) 32 4 G BE

BB ERERD MW
NEEE

A 20 3 i /32 58 5 B 1R
CaE7/BiiE g R i
MNEE AT R

el HMEEAN — Y
&

B A RMEE G R

e 5 XN — D BB 7 3) 2
AN EE

MW B R ER LVM 4R
a5

#lvchange -t 60 /dev/vg00/lvol3
#lvcreate -L 100 /dev/vg00
#lvdisplay -v /dev/vg00/lvoll
#lvextend -m 1 /dev/vg00/lvol3
#lvextend -L 120 /dev/vg00/lvol3

#lvinboot -d /dev/vg00/lvol2

#lvreduce -L 100 /dev/vg00/1vol3

#lvreduce -m 0 /dev/vg00/lvol3

#lvremove /dev/vg00/lvol6

#lvrmboot -d /dev/vg00/1vol2

#lvsplit /dev/vg00/Ivol4

#lvsync /dev/vg00/lvoll
#pvchange -a n /dev/disk/disk2
#pvck /dev/disk/disk47 p2

#pvcreate /dev/rdisk/disk2

#pvdisplay -v /dev/disk/disk2

#pvmove /dev/disk/disk2 /dev/disk/disk3

#pvremove /dev/rdisk/disk2
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vgefgbackup R A7 & A LVM AL &
vgefgrestore Pk & LVM fic &
vgchange T I 80K 1 45 41
vgchgid T B & 4L 1D

vgcreate (e

vgdisplay oA RKREHRE R
vgextend WAL R £ EA
vgexport M F G B A 2
vgimport M RABIMIRA B U

vgmodify B HN B E S

vgscan H# &AW R S5

vgreduce Wi ANEH P MR — A2
AN B R 46 ) A

vgremove M Gt A1 A N B 2
X

vgsync FLEHP ARG ER
&

4.6.1 LVM £ & X it B 7~ Bl

1. i fdisk @l & 55 X .

#vgcfgbackup vg00

#vgcfgrestore -n /dev/vg00 /dev/rdisk/disk2
#vgchange -a y /dev/vg00

#vgchgid /dev/rdisk/disk3

#vgcreate /dev/vg01 /dev/disk/disk2
/dev/disk/disk3

#vgdisplay -v /dev/vg00

#vgextend /dev/vg00 /dev/disk/disk2
#vgexport /dev/vg01

#vgimport -v /dev/vg04

#vgmodify -v -t -n -r vg32

#vgscan -v

#vgreduce /dev/vg00 /dev/disk/disk2

#vgremove /dev/vg00 /dev/disk/disk2

#vgsync vg00

#fdisk /dev/sdb

sectors (command 'u').

Command (m for help): n

WARNING: DOS-compatible mode is deprecated. It's strongly recommended to

switch off the mode (command 'c') and change display units to

R NG AME
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Command action

e extended

p primary partition (1-4)
p
Partition number (1-4): 1
First cylinder (1-261, default 1):
Using default value 1

Last cylinder, +cylinders or +size{K,M,G} (1-261, default 261): +500M

Command (m for help): t

Selected partition 1

Hex code (type L to list codes): 8e Il 8e N LVM #% =& K R %
Changed system type of partition 1 to 8e (Linux LVM)

Command (m for help): n
Command action
e extended
p primary partition (1-4)
p
Partition number (1-4): 2
First cylinder (66-261, default 66):
Using default value 66
Last cylinder, +cylinders or +size{K,M,G} (66-261, default 261): +500M

Command (m for help): t

Partition number (1-4): 2

Hex code (type L to list codes): 8e

Changed system type of partition 2 to 8e (Linux LVM)

Command (m for help): p

Disk /dev/sdb: 2147 MB, 2147483648 bytes

255 heads, 63 sectors/track, 261 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes
Sector size (logical/physical): 512 bytes / 512 bytes
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1/0 size (minimum/optimal): 512 bytes / 512 bytes
Disk identifier: 0x2dfa2374

Device Boot Start End Blocks Id System
/dev/sdb1 1 65 522081 8e Linux LVM
/dev/sdb2 66 130 522112+ 8e Linux LVM

Command (m for help): w

The partition table has been altered!

Calling ioctl() to re-read partition table.

Syncing disks.
2. K XEGRN PV EAE):

#pvcreate /dev/sdb1
Writing physical volume data to disk "/dev/sdb1"
Physical volume "/dev/sdb1" successfully created
#pvcreate /dev/sdb2
Writing physical volume data to disk "/dev/sdb2"

Physical volume "/dev/sdb2" successfully created

3. ¥ PVAAKREH VG(EAH)

#vgcreate myvg1 /dev/sdb1 /dev/sdb2

Volume group "myvg1"” successfully created

4. Gl @EEBHEE LV

#lvcreate -L 800M -n mylv1 myvg1

Logical volume "mylv1" created

5. vgdisplay & lvdisplay 1 4H X5 &

#vgdisplay
--- Volume group ---
VG Name myvg1
System ID

Format lvm2

Metadata Areas 2
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Metadata Sequence No 2

VG Access read/write

VG Status resizable

MAX LV 0

Cur LV 1

Open LV 0

Max PV 0

Cur PV 2

Act PV 2

VG Size 1016.00 MiB

PE Size 4.00 MiB

Total PE 254

Alloc PE / Size 200 / 800.00 MiB

Free PE / Size 54 / 216.00 MiB

VG UUID 622JHS-61WH-VtKK-29i0-Ef0D-lIcar-dBn83k
#lvdisplay

--- Logical volume ---

LV Name /devimyvg1/mylv1

VG Name myvg1

LV UUID IdqHyQ-cEkp-Hz4X-ulPv-kvY3-nmTi-uRmGqw

LV Write Access read/write

LV Status available

# open 0

LV Size 800.00 MiB

Current LE 200

Segments 2

Allocation inherit

Read ahead sectors auto

- currently set to 256

Block device 253:2

6. ik LVM 7 X I8 0 X -

#mkfs.ext4 /dev/imapper/myvgi1-mylv1

#mkdir /mylv1
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#mount /dev/imapper/myvg1-mylv1 /mylv1

7. W CHEMN LVM X RGEHATY A

RYH A

/Idevimapper/myvg1-mylvi 788M 17M 731M 3% /mylv1

ff H lvextend Fl resize2fs BT FE &I & :

#lvextend -L +100M /dev/imapper/myvg1-mylv1
Extending logical volume mylv1 to 900.00 MiB
Logical volume mylv1 successfully resized

# resize2fs /dev/imapper/myvg1-mylv1

resize2fs 1.41.12 (17-May-2010)

Filesystem at /devimapper/myvg1-mylv1 is mounted on /mylv1; on-line resizing

required
old desc_blocks = 1, new_desc_blocks = 1

Performing an on-line resize of /devimapper/myvgi-mylv1l to 230400 (4k)
blocks.

The filesystem on /dev/imapper/myvg1-mylv1 is now 230400 blocks long.

bR -

/devimapper/myvg1-mylv1i 886M 17M 829M 3% /mylv1

4.7 B A BLET £ B2 (DM-Multipath)

4.7.1 DM-Multipath §& &

device-mapper-multipath ( fij % DM-Multipath) /& CGSL CORE R 4 H # ] £ % 12 8 1,
A AR ORS5BTSO RIAEREFE S 2 A 1/O IR E N — M — &%, B8 /0 BiE
e AT . THHLU RSB SAN #E., ZHAEST /0 BiE, A
Ji EH X L B A B AT AR IR OB % .

Al f# ] DM-Multipath 2 .

JUAR DI BE: DM-Multipath W £ L& /4B E TR L LR . £ X3/ E T,
R —FMEAEAERKR VO RAMEH. R /O MM EEITR (H%. ZHHloHE
M8 MR, Bt <K DM-Multipath U4 3 % H #% 4% .
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PEREFE . 7K DM-Multipath it B o8 E3h/ s 20, Hdd¥g /o LU i & R
XA MABFARAET . E£HLEE D, DM-Multipath AJ £ /O FA K A IFa & E
PR L T
4.7.2 DM-Multipath B & & & 3 7= f

F 2 N # multipath £

# modprobe dm-multipath

# modprobe dm-round-robin

ff F mpathconf 27X & £ 1%, © o4& £ K12 A B A /etc/multipath.conf. ff A
PAF A2 B8 Jy B A B ) e I i B DM-Multipath:

1. i&84T 4 --enable & T[] mpathconf #y 2 :

# mpathconf —enable

2. %% /etc/multipath.conf CAF, W& B AHOC KRR, 9 58 58 B IR A7 0 & SCF IR R o
WRANEREL R, 7 LU A path_grouping policy 1 BRA{H failover (f8 3 ).

3. EAMRS:

# service multipathd start

4. F 7 A M multipath id 3%

# mutilpath -F

5. EF MRS

# mutilpath -v2
6. HAE A BH (FH)

# mutilpath -II

36001438002a56fd60000600001c60000 dm-250 HP,HSV450
[size=5.0G][features=1 queue_if_no_path][hwhandler=0]
\_ round-robin 0 [prio=10][enabled]

\_ 2:0:5:4 sdck 69:128 [active][ready]

\_ 5:0:5:4 sdhz 134:128 [active][ready]

\_ round-robin 0 [prio=50][enabled]

\_ 2:0:0:4 sdz 69:14 [active][ready]

\_ 5:0:0:4 sdhk 134:44 [active][ready]
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360060e801439ba00000139ba00002209 dm-62 HP,OPEN-V
[size=8.0G][features=1 queue_if_no_path][hwhandler=0]
\_ round-robin 0 [prio=2][active]

\_ 5:0:4:9 sdlv 128:27 [active][ready]

\_ 2:0:2:9 sdaq 134:0 [active][ready]

\_ 5:0:7:9 sdnv 128:272 [active][ready]

\_ 2:0:11:9 sdhq 134:0 [active][ready]

PL | & device-mapper-mulitpath 2 & 1) &% %, 73 A dm-250 1 dm-62
Hoor,
dm-250 XJ 5 19 ¥ B ¥ % /& sdck. sdhz. sdz. sdhk

dm-62 XJ M) P 3 4% & sdlv. sdag. sdnv. sdhq
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511K rpm W4

rpm & — DI EE T KK E B RS, B Linux F 2%, THZONM B R R
MIEZRGFMAE RS, JFHAEAER. RIERFEN 6. SEEHLTEMEL, 8¢
17 R AR A B K R 1

A ) F #B LL example-1.2.3-1.i386.rpm 18 & W14 6 £ .

5.1.1 ¥, ARAOEH

fEH T =NS8R THRME R

1. rpm -i ZE—NHNRM4E

2. rpm -U AH—MHMHE, WRRAFHE RS, ik iT 25
3. rpm-F HEH —NEHRMAE, WRRGPERAGEL, A AT 2R
ZENZXILNSHEEHEHN S 0.

. v BEZELEDKSMEE

2. -h  FERHIRE b EoOR R %
— N A A A i K

#rpm -ivh example -1.2.3-1.i386.rpm
XA K A a, RN ERZEERMIEE%.

5.1.2 M Bg
T B — A AR AL R A R
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#rpm -e example

o B Mk ANRKMFL, MALKMFEN L,

51.3 &

FIHA P EAL LK RPM BIF &

MAREERNRG P ACLLZEK RPM &, ] rpm -qa B 7 & T 5 C© % % RPM
(ENIRTIE 3

MREREEEEANACEZENRMGFE, WAMAH rpm -q example 7 2 -

HE—N RPM BFEFHEH XM
BEEERXDNRMAR R OESCIFE SR, AN MR Tk
R R M, WA

#rpm -qlp example -1.2.3-1.i386.rpm
mAREC RPN, WM

#rpm -ql example

HWEEANXHRETHS RPM &

WARBR T —ADANRB S, BREERTWARAR, WE D & A SCF 5
B (AR, RERAL TN a4

#rpm -qgf filename

i RPM A%

R AAE Zo s I BN R am Mg, RALLERE, AW T Mas
56 R

#rpm -qip example -1.2.3-1.i386.rpm
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5.1.4 I iF

BAE— N8 E, M2 BREGEM S ZRIAE P XHANER. RAERUE, X&E
BRSNS R/N . MDS B3R U5 YRR, SRR BL KT E B A

i Hl 5 4 rpm -V W] BLIGE — N, T A2 H O 8L R L

RIEREENRRXHFHNKGE R

#rpm -Vf filename

RIEFMACEENKGR

#rpm -Va

FHEHAHERILNEHK RPM 74, XT RPM THNELZEE, i§SFHMKXH man T
M BT AW PALAE BLR B M 3 http:/www.rpm.org 3£ 15 RPM [ & #r o J&

5.2 ffH yum 54

yum 5 F rpm 38 B, AE U5 TS BB 45 58 E 20 T rpm 8 IE H e B, T LL [ 3R
Kk ZR2, —IRLZERAERBPREE, TAEH M —IRIR T Z8.
52,1 R BERHBE

PL{E A} CGSL CORE V5 [ DVD Y #1E N yum 8446 B N
¥ DVD ) i 4 N BE A, FF E Hr 4 3 2 /media/cdrom:

#mkdir /media/cdrom

#mount /dev/icdrom /media/cdrom

& £ /etc/yum.repos.d/CGSL-Media.repo XX f, ¥ gpgcheck=1 X AT &N :

gpgcheck=0
I RAFIR M .

5.2.2 yam @4 A
A yum B B BT A B A4 BR AR
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#yum list
WRENRM, LHFRBFHEER:

#yum search packagename

TR, XFERF. -y RN ZREAT EZHI:

#yum install -y packagename

il Bk A D

#yum remove packagename
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ﬁ*’filiz

g6 0 B2
£ Vim #mig s

L

Vim B ERK, &AW R, &HRK vVin & R A MRBE RO IhEE, 1) 6%
Bt . i e .

6.1 Vim B TAEME R

Vim — 37 =F TEBER, 298

> Y AR

> B

> AR

MG A B )5 1 e HE N g A o, X P e R — S8 g s S R OR RS B O AR
MR SC7 . BRSO 7S, X EEy RSB, Bl 1 RaA Bk,
P AR KE, kK & BNk, ST R&HkE., ERERNT, HoERFMH
— SRR P Ak e T, R FHEAT MR . BB H SRR

AP AEREHEATEN a0 WA 2)E, WWHANBHAKENL, BN . THEANGH
B

6.1.1 AR

FFtE N Vim B Far AR, WROS 4 THmABR KR THERA, &<BEsc>i bl
5 A, EXMER T, HRAAHREIES, RaiA LE.
6.1.2 @ AN R

fi N St A2 A SR N B B S, N AL R AR BT R A A T A A
M SRR NI A AT EREN i av on t LI, AL O REML . TERMR AN H AN
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Jo, 1 <ESC>4E R [0 fiy & 5.

6.1.3 & E K

B ex . AT, BAC7, Jubr kB R ORAT I BRI OR AT
TR, UER N AR A, Vim 2 RAE SR EARTE RS - WNE R, RN A3

[ 21 iy IR 2 .

6.2 Vim i XK E A LR

fE a7 2 AT Vim  testfile, H o testfile /AR E 4T FF B4, W R XA AFEAE, Vim
¥ HE BB & — %A testfile LA

BN Vim G, #idEANGAERX, ST UEwmE ST, Sersnl ULl 7 m Bk 8.
<BacksPace># A DA M & A7 — 7 75 .

R OS5 U S, AT LA <ESC>[ml By 2 B, ARJE M w R GEE, RE S @2,
KB EA 2 EIF Vim, ZEEIF I iZ:q, W bl& kM wqg, RERAEFEI.

=Y

6.2.1 J6i5 K% 3

6.2.1.1 XK HirB 3

I h Backspace B¢ /& /5 [ 4
r i Enter 2+ 8( T J7 [ 4
i k S ol

i 1 space B AT J7 [

] T # 0T Ctrl + f PageDown

[ A Crtl + b PageUp

6.2.1.2 E 2%z

0 ¥ EATH, B2 <Home>H#,

~ BER -DEEATH

$ ¥ 247 B, Bi<End>#

G MEXMHRE (& THHE-PMEEAT/HL)
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g BEXMHE (F T8 - NMETAFHL

w BET -4 %Y

w A b, B 28— bR A5

e BEE-ANTFFER

E Ml b, fH 2 Z0m — bR SR S

B BEM—ANFFHE

B Ml b, {22 20— S AR SR S

H BEBRFEWHE AT a7/

M BERFRFEBEE -DMEZAFH

L BERRFESE -DETA TR

nl M2 16 bR T LE AL B A A B F B n AR A

n HnG BEE fTAAE, EE 0 N EERHT,
w1, 2, 3.

) BET-1MaHE

( BEE-AAE

} BEFT-ANBREY

{ BEEL—ABREY

6.2.2 EXREREL
6.2.2.1 HEAHAK A IR L

i 5 6 b BT AE 5= F5 1/ T 46 % A\ SCF Cinsert )

a 5 6 b5 T AE 5 75 J5 JF 4 % N SC 5 Cappend )

0 FE 6 b BT AEAT T JF — B 47 K A SCF Copen )

I FEAT H TR N SCF

A FEAT RIT IR N 307

o) FE 6 bR i 26 4T B JF — B 47 Sk N S0
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J

6.2.2.2 Ml k18 4

X

X

dd

dw

dG

D

6.2.2.3 MR K&K

r
R
cc

cw

~

C
c$
c0
u

U

6.2.2.4 8 #i

Yy
2yy
y~
y$
yG

R NG AME

BT I BATERIANT (joint)

M B 06 AR BT AE AL ) 7T . AT <Del># .
I B 06 AR BT £E AL BT R AT .

Tl B — AT

M B — A5 (delete word ).
2 S A R

M= AT R, BdS CFOuRR BT E AL TR

AR e b BT AE AL B 7 7

AR 7 FF B & % <Esc>HM 1k
IAREEAT N2 . KT S IR A

Bif—MRLF.

e bR A 2 KANE ¥ 4

WOAREAT R, B bx BT A Ak BL S B 7 #0 2 B 85 e
M -

WAEATE, e~

SRS AT RO R AE, BD undo, HUAS M R HL A R .
TE G bR BB JT A AT 2 A, 18l 5B A 9 45 B0 AF

GHOE R ET BT, KT Y .
W yZy 56w AT
SHIEAFE, Boyo . ANEOGER T E A T AT
AT R . A 6 bR T AR A A

0 % SR
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vIG L ESS SR

6225 BEREE#®

R
/ fEam BTN, B/ 2EETAEA -4/,
BANZELN T, HE I mERK.
? o/, R/ ZEE (F) &, ? 2mjE (kB .
n B
N ks R ().
* TR AL 7 (EEEFE).
# M b, EHx2Eal CF) &, #lZ2mE (B .
g* [l *,  {EHE 7> 75 A5 B AT
g# [l #, E 87> 75 4 B AT
B #

: [ range ] s / pattern / string /[ c, e, g, i]

H string # #t Pattem. Range f8 W &0 Fl, #Hlw 1,7 8 N — 41T 25 LIT, 1, S 8 MW
—ITEREE T, W EER XE, BT U %K, CHBRERITSHT; ¢ NEIR error;
g ANWE, BITE#R:, i A0 KRNE,

6.2.2.6 BT

:q wmx sk R, S, HEEEIT.

iq! BFER AN, miEE It

twq ORAF IR BT, B SCHBRA B 2 H R K.

X RAEXMFE &I, HWR S EA B S, WA = MR A7 31

27 DifglF:x, H2 ZZ RSB THmS, Ak ex A THWMmL, A% ELTA
—
J o

i

W A, AR A B N R SO
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FT7E
HEiL R G EIE

L=

AR TENMAFHNRGE LM EE, CHRMEE. 28, =66, 583
AN - - S

7.1 B [E)f0 H &

WA ER TRARFHA ARG WA E; RERFGEHNNX,; DARE
W0 2% I 8] B30 CNTP) <5 47 2 e oKk 5 i (8] ik 55 4 (10 & Se i B [/ 20 .

B NE LB R & root I ARLRA REME M 2 T A . ZM M LA XA,
At CNAERFY >R LAY > TRE] -> [H A E ]

7.1.1 H ¥R E B

W 7-1 fros, Pl B — DS AR W O OREEE ARG H M. wE.
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wE ONE

B A

e (N)

23:10

204 - +]|+—Hv|ho — +|
@ 24 -]Ef
WRR): | W v | wm(c): | L vl orrrr

7-1 REFMBHEM4
EC H OWIRE ], RS LM B A ] (NTP), 2R 5@ i BAF & R 15 o 4 .
H\ El\ ﬁ\ é}\ @o
7.1.2 B X EL B

HERERGEN X, mdr [RX]T fr2E. i Xa] DLl B ok oede, tn] B
TR P EFEERN X, EAEAME, SEARERENKXKET, — ML
A S 1 B P T s B E (A S 1 AT i
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By v (x

E AFurE

FI£EESE (N) QD)

23:10

2014 — +| +=Bv| [0 - +]
© 24 /hit
WER): W v wE(C): | L v| o tErE

7-2 FHXigE

7.2 BERE

2R FL VR A 9 AT B AR g R A R
won H AT AR E

# localectl status
System Locale: LANG=zh_CN.UTF-8
VC Keymap: us

X11 Layout: cn,us

X11 Variant: ,

B 25 AT DL v Y A A R B

# localectl list-keymaps

WERHA R E:

# localectl set-keymap map
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7.3 EF B3

£ CGSL CORE 1, S LI BEAE KR EE. fHEMHM. RS FIYRE
KTHENHEN H31E1. CGSLCORE MA & /7 M HEERFIESWEIT, UFEM RS
e % B B 7 5E B . B, WY locate v 2 f# [ slocate B4 FE R H AW B 31 . R H LAl
FHANMEHMAES RPATEM &N . BB RS, ST EfAESE.

CGSL CORE M JL N H IS 1 L B cron. at. F1 batch.

7.3.1 cron

cron /& — AN R LA ORAR IS 18] . B A4 R 4L G Ok X E R AR S AT 1
AR

cron 8 & & Gt {F SLI8 4T o W0 R M AL S5 WO N REAEIBAT, ZAEF A S H AT
CGSL CORE H', i crond R 4R Bt AH R Thfg, HERNZEIFH M T crond ik %5 . BEEE cron
£ %

cron B =t B A /& /etc/crontab, ‘B A N JLAIT:

SHELL=/bin/bash
PATH=/sbin:/bin:/usr/sbin:/usr/bin
MAILTO=root

HOME=/

# run-parts

01 * * * * root run-parts /etc/cron.hourly
02 4 * * * root run-parts /etc/cron.daily

22 4 * * 0 root run-parts /etc/cron.weekly

42 4 1 * * root run-parts /etc/cron.monthly

B U AT & F R BC & cron £ ¥ 17 B AL & . Shell & & M H 5 UF R & 28 H B A
Shell ¥£ 35 (#£ X 4~ 9] T B /& bash Shell); PATH 4% & & X kAT & 42 . cron /£ %%
() %y H B R 25 45 MAILTO & & XM H 7 4 . R MAILTO & & # € X 8= A ¥ fF &
(MAILTO= “7), HL T WS A 2 9 25 1 . HOME 28 8 0] DL ok ¥ B 78 B AT iy 4 5 A it
M EH .

/etc/crontab XA H R — AT AR R — TR 55, BRI A2

minute hour day month dayofweek command
> minute: 7 %8F, M 0 B 59 2 [8] f¥) AT {r] HE %L

> hour: /NI, M0 F| 23 X [A] fAF 4] & %k
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> day: HHW, A 1331 Z LM B CnRIBE T A, LARZHMBARH
L)

» month: H 4y, M 13 12 ZE AL (HEHAMBELES W jan. feb 55
&)

> dayofweek: E M, M0 F 7 2 EMAEMEL, XEK O 7AREPH (s H
B HE S W sun. mon %5 55)

> command: ZEHATM A4 (A4 07 LL&Z Is /proc >> /tmp/proc Z KK m &, M
WAT I B AT IS B A K a2 o)

FELL EARME S, B9 (%) AMUHRRERMAAHKAKE. S, AHETHESEK

AL R B A KR H # AT = e 4.

MM MEL (-) Be —ADBEEE. B2, 1-4 SWREZH 1. 2. 3. 4,

g
ez
Fm

HiES ) BT — RIMERRE —DMFIR. B, 3,4,6,8 b5 X A48 2 KB .

IERNZ (/) AT LLH R 45 € [\ bg A 2% . £E 0 B J5 I E/<integer>Z Wk 35 7€ 70 [ N 7T DL Bk
it integer. E N, 0-59/2 "] LA RAE 408 7 Bo® XMW o Bl o T RE R EE W] LA E 5 —
EAAEH. B, *3HETUHEAMFERTERRE=ZAHET —RIES.

TR S () WATRER, Ao,

Wl & £ /etc/crontab X o Bt WL, B ff A run-parts Jl A& K #k4T /etc/cron.hourly .
/etc/cron.daily. /etc/cron.weekly il /etc/cron.monthly H 3 7 (1) Bl A, 3X &6 B A g AH N7 Hh
NI BH L B B T AT . X H SRR SO R 2 Shell A

WHRE cronfE 5 F EMRFBBREERIAT, MAZREIN. BH. §H. 88 H BT,
‘B A B S I B Jete/cron.d H & W . 1% H 3 BB A A B Al /ete/crontab Y — B 118 75,
52 W LLR Y .

#record the memory usage of the system every monday
#at 3:30AM in the file /tmp/meminfo

30 3 * * mon cat /proc/meminfo >> /tmp/meminfo

#run custom script the first day of every month at 4:10AM

10 4 1 * * /root/scripts/backup.sh

A P BLAR B B - AT BUAE A crontab T H R EC B cron /£ 55 . B M 7 & X ) crontab
#B ;AR A7 1F /var/spool/cron H /1, M HE EZEMBHP M kHAT. ZUEHF- S 64
i — A crontab W H , X AZH P, A58 N crontab -e it %, {f H 1 VISUAL #( EDITOR
PR AR B R w00 Y B A oK dm B 1Z H P 1Y crontab . % SCAH A B9 R X AT Jete/crontab A [H .
X crontab FIT i ) o4 A2 B R /7 )5, 1% crontab XL SR ZH P LR, FE5ANLH

/var/spool/cron/username ' .
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cron 57 ¥ i3 FE B 7 B # AL & Jete/crontab L AF . ete/cron.d/H 3 . L K /var/spool/cron H
KPS, WREIN T HE, BN BEBEANATF. X, BEAD crontab XS
AL ERF B FHET .

#7: CGSLCORE A% 7T ICT(A RELE)T A, AP R4E T EAMALG < 458 F 9 k(K
F cron ), MAT cron EHEF MR EAERN, AXICT TAENFE @ RELAFTLE
A8 B B P AR LA

7.3.1.2 cron AR % #i

/etc/cron.allow Ml /etc/cron.deny 3C A % F R BR i X cron B H o X P9 AN 3 A 42 il ST 1
Pk AT D WA R WREHES OB MS T, cron 5F
PR Cerond) A8 E JE o H 5 6 ST AE A RH P 0B BR — T cron AF: 55 B S &
B sk B

TE W A A 1R SR R R B E T, AR A P R B 2 W BLAE AT cron

Wk cron.allow XA, RAEHFHHEBHP A # 04 H cron, 3 H cron.deny
A 2 4 RN

Wk cron.allow XA AfEAE, BT A £ cron.deny 1 ZI| tH () I 7 #5425 (- {8 A cron.

7.3.1.3 crond fR & B H

AT 0 F v 2 A8 8l crond R %5 -

#/sbin/service crond start

AT W T Ay 4 15 1k crond AR %5

#/sbin/service crond stop

7.3.2 at 1 batch

cron # FH KM HE KL S, at an 2 8 R AE 8 e i a8 I8 B — R P I 1E 55 - batch
mABHRERG T EFD 0.8 LLTF I #4T — IR ML S

E A ] at 5% batch i 2, U AI %3 T at RPM A, JF H atd RS WA BT . &
ez aetmwL®ET, FHmpm-qawmd. BHEZRSESEZT, #H
/shin/service atd status 7y % . BELE at {E

WAERE—feE N E I — R EAEN, BEN af time 7S o X B time /& AT W
A 1R A .
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time 2 A LA J& N 1 A% 2 b AE T — R

HH:MM #% X : a1, 04:00 /R 4:00AM. R H O, BEHSER KRB —B
8] $ AT

midnight: U3 12:00AM.

noon: {3k 12:00PM.

teatime: fUF* 4:00PM.

B H% B FE4 ¥ B, January 152002 f0F£ 20024 1 H 15 H. 40
HA

MMDDYY. MM/DD/YY. 8. MM.DD.YY #% : a1, 011502 /K5 2002 % 1 A 15 H.

now + HJ[A]: B [8 L minutes. hours. days. B weeks NH A7 . 4, now+5 days
Fam A NAZAE 5 R Z )5 B I i 2] 04T

If () 06 25 Bk e fg 2, AR WA A B H M. kT A% X8 TR,V B i
/usr/share/doc/at-<version>/timespec X A 3 fF .

BNT at tn X MEWN W SHE, a>Ermm B . BANZERAT W@ 42, % [Enter]
M, RIE®N Crl-D. WU EZ %mL, HiEREANE— %2 5#% [Enter] .
NPT @25, #% [Enter] 8% N —N24T, REHEN Crl-D. B3, WA LLERR
JG f N Shell IA, fEMAMK A —17)54% [Enter] #, #RJ5 4T 8N Crrl-D KIE H .
W N A, BrAM Shell B4 £ M 70 Shell A A E R R ENME, HPMER
Shell, =% /bin/sh (& % K KD,

R R IX A iy A s A BB AR AR E o RO E R, 1% AR T R O A g
IR

7.3.2.2 BL B batch /EMk

HERAGTHREED 0.8 LN HAT B — RIEMAES, £ batch d7 %

BN batch 7 X )5, at>#R MBI . #ANZERATH L, 1% [Enter] 8, AEHEA
Ctri-D. LB E Z %2, HNIERBAG —%m2 5% [Enter] . BATAGLE,
% [ Enter] ## N — 1217, RIEHEEN Crl-D. B F, WA LLAE$E R J5 i A\ Shell i
A, HEMANE —1T7 /5% [Enter] 8, R ETATLAEN Corl-D KB H . 0 R A 12
[ A, BT B Shell i< &2 H P B Shell M A & & EME, H P K E % Shell, 52
</bin/sh> (ff &K MKI D). RETFHEE—FH 0.8 LLF, X Hdr 2 B0 A B 2 4 AT .
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an R IX A A A s A BB AR AR E o RO E R, 1% o AR T R O S 4
IR

ML atq REBERFEITHNEL. HHEESHE 7.3.2.3 7,
at fin W H LR i Hl 4. EHBIESWE 7.3.2.5 % .

7323 BEEZERETHMAEL

BEHEFRFBITN at M batch 1FN, £/ atq v & . B RoR — 5 F 847 I A1F L,
BUAEME R S — 47 B AT Bk U MRS, H . Ak AEMESR . DL A
AP REEEMANA SKENY . WRRHA T HAT atg @2, FTA H I 480 1F ML # 2 #R
N o

7.3.2.4 HAh B Ay 4 4T & R0

at F batch 1) & 4y & 47 % DA §5 -
T

b #
-f MO PR B B A 4 B Shell JA, AR AE SRR G B E B A .
-m FEAR ML 58 B Jm . g 7 KGR T R A

-v 7 AR bR A PR AT K T

7.3.2.5 ##H| % at M batch £

/etc/at.allow Fl/etc/at.deny 3C A4 ] L oK B il X ar A1 batch @ & B H . X A H
) AR X AT A WA EA R 87/ R A % S
W T, at FP MR Catd) AV EE . BRH K EAT ar B batch a7 A B, %
i) SC A 2 5 B .

AN AR P A% ) S T e, AR #S 2 AT BLIRAT at B batch f & o

Wik atallow CHFAEAE, REHEFHH KM P 4 68 B at 80 batch iy %, at.deny 3 ff

2R at.allow X AN AE, A £E at.deny SCHF 9 51 H (9 ) 7 #8425 1€ ) ar A1 batch

PANIA
i 4 o

7.3.2.6 JE 3 M {Z Ik at BR 5%

A E) at IR5, ¥ H /sbin/service atd start &7 % EAZ 1L 1Z R 5, ¥ H /sbin/service atd
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stop % . BWEAS IR BENIZRS. XTES SN AR at RFEVFER, ESHHE
il 48 5% A 4

7.4 RFEEH

systemd J&¢ CGSL COREVS [ RG MRS E BT, B 7 20 0 K47 A {8 FH 19 SysV.
systemd 5 SysV Al Linux b 5 A init il A< 3 %5 .
systemd FbH A AR 5 A N SR B

1. 50 K8 F 47 46 T BE

2. A FH 3 #8E A1 D-Bus W% 30 IR %

3. HH A By

4. EHEHIH,

5. AR ARGREREEKE RGEIRE .

systemd 4 F systemctl 8 # J5 K 1) service 55 chkconfig fir % .

7.4.1 systemctl A5 &

i JH systemectl iy 4 AT DLASE B 26 i 55 57 RS B 45 0k /8 R /8 HI/ZE R, AR dir 4
1. 3.

# systemctl start <R %>

2. fFik:

# systemctl stop <JR %>

3. EA:

# systemctl restart <fg %>

4. Ja H:

# systemctl enable <R %>

5. 2H:

# systemctl disable <k % >
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7.4.2 BB KR F BT -

J& 6y &

By 2

#IE

service httpd start

systemctl start httpd.service

J5 3 httpd R %%

service httpd stop

systemctl stop httpd.service

5 M httpd R %%

service httpd restart

systemctl restart httpd.service

#H 2 httpd IR 55

service httpd reload

systemctl reload httpd.service

HOHT WX B M 55 e B (2
HR 55 3 FF D

service httpd condrestart

systemctl condrestart httpd.service

8 httpd IR %% (W JR Ak
5o R MR A, W a4
e %)

service httpd status

systemctl status httpd.service

T B httpd Jik 55 iz 17 K
X

N

Is /etc/rc.d/init.d/

o

systemctl list-unit-files --type=service B

systemctl

Is /lib/systemd/system/*.service B{

Is /etc/systemd/system/*.service

I BT AT 1 R 55 AR T

chkconfig httpd on

systemctl enable httpd.service

JF J& httpd AR 45 BE AL S
), £ FRERE,
oy 1) ¥ iz 47 4%

chkconfig httpd off

systemctl disable httpd.service

% M httpd ARk %% BE ML 3
), £ FWERE,
oy 1) ¥ iz 47 4%

chkconfig httpd

systemctl is-enabled httpd.service

T BN httpd Ak 55 19 Bl HL
JA 2 BOR A

R NG AME
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systemctl list-unit-files

FI WA IR 5B E

chkconfig --list --type=service(preferred) R S 1)
o 2] B

Is /etc/systemd/system/*.wants/

Is 5| H httpd IR &5 £ i B

chkconfig httpd --list o .
& P etc/systemd/system/*.wants/httpd.service |i& 17 2% 7+ 1 1% &

O 2 5 ie B S s E 2

chkconfig httpd --add systemctl daemon-reload . .
&P Y o AL B S R I i

7.5 ABRBRREH

7.5.1 iR

CGSL CORE W# A A B thfb it . £33, RALENEHANRBEEANLF. X
ZJas R BRI A P RA T aE, AR (kernel module), A i
NIRRT Cdriver) #t 2 B 2 & H 3 N 47

FEZRERT, KRG LW SR, ETHRMWEGERMA P RENEER, ZRERF
R E MR B B O] S RN . R 2 BB A BN K E W] s AT

W A] DL E i g A B iR B S /etc/modprobe.conf SR F L 48 X A 0 44 A AR B,
B, WMERFERGEEHE T — 4 SMC EtherPower 10 PCI W £, #HHEE XL ST

alias ethO0 tulip

MERG EHRMTHE AWK, EME DMK =8 —F, 7] {£/etc/modprobe.conf

alias eth1 tulip

7.5.2 WiEZEHRTA

CGSL CORE $ fit 7 — 4155 B A A% B B 19 iy & o A Y 3K 2 i & oK A A Bk 2 785 4 i 2
s N T, BN B AR A R AN R R R
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7.5.2.1 Ismod i 4

Ismod iy & &8 7 M AETEH AN T BB B H] 3£ . 6 40

7-3 HEERY|E
NEATME, &5 RERLH: B o2k, =% 2H&Eit%.

Ismod %yt fl & & /proc/modules % H A5 [ -

7.5.2.2 modprobe fiy &

B ANNZBEY, ffH modprobe in 4, AREMEANKBEILM AR, HEBRINKE,
modprobe ik I M </lib/modules/<kernel-version>/kernel/drivers/>F H 3% /1 # N\ B £ . kK
B A — AN F H, WHT M8 0 K32 T K <net/>F H 5. 550 8% B0 A 580K
WK AR, X R E AT U E e BN E B A BN X B . modprobe iy A A A X L8
WG &, IR AE BN TR 8 A B A 2 N 21X B8 AR 00 R I AR B

51 4

#modprobe udf
XA i A BN AR T R AR R OC R AL EL, AR5 B AN hid B
ZL/E modprobe AT iy A WIRAE A E A A RoRE b5 b, (FH-v EDT. 1 40:

#modprobe -v udf
O s I U T S R

#insmod /lib/modules/2.6.32-71.el6.i686/kernel/lib/crc-itu-t.ko

#insmod /lib/modules/2.6.32-71.el6.i686/kernel/fs/udf/udf.ko
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7.5.2.3 insmod 7y &

AT LLAE ] insmod iy & R B A A B A E AR RR R R o R, HERERATE

H /sbin/modprobe iy % -
7.5.2.4 rmmod 754

TH RN, ] rmmod iy & M B 4 B rmmod TR R EN# A B AEH 1. A
Fe 11 A A I A BB 0 ) A R

1) 1

#rmmod udf

XA iy A # B udf A A% AR R

7.5.2.5 modinfo fy 4

i Fl modinfo #r @ R Bom X T AR MG E . — BiE%E:

#modinfo [options] <module>

AFE-dAENPETE /R TR TR EME, -p &y 2 TR SCFHENSH. &
FRELE TR 5 B EH F, iE S B modinfo ¥t B B 1 (man modinfo).

7.6 Kdump

Kdump 7] PL7E R G kA B it I 5, ¥ s I 3t F )5 0 #r € 2. CGSL CORE V5
N2 B Kdump I 88 . 15 & F </boot/grub2/grub.conf> X, B S H N FH
crashkernel=auto Z %, W :

linux16 /vmlinuz-3.10.0-123.el7.x86_64
root=UUID=963659fb-29c7-443e-bcc1-1b1dad8b5a76 ro rd.lvm.lv=ncl/swap

vconsole.font=latarcyrheb-sun16 rd.lvm.lv=ncl/root crashkernel=auto

vconsole.keymap=us rhgb quiet LANG=zh_CN.UTF-8
AT W0 T i A K A Kdump I %502 5 T A

# systemctl status kdump.service

MAGHI N panic i, KA HZNEB (EBE S E 2% N &AM, I IS
HFMAK, B 0ER). HF 58 MG 2 /var/crash/ B 5 o 42 A B ) vmCore ST
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771 RGERBWE

MR ERF A, MiZFIMAMREERELANRGEER . B, Nix ki wmf
TR TERNAFREE. THEERS S E PSR, @)X %E, UkIEfET
FEHAE R .

A AR A 28 QA i R LA f] SR P R L CGSL CORE R 48 A R IX K5 B2 o

7.7.1 HEER

ps WA BN — N HUIHARGHEWI XK, ¥ HB WS GHEIN)N ps aux fil ps -ef f71 %
A a Ryl R E— A%*W% Eﬂf}i'ﬂ%ﬁlﬁﬁ'é\ﬁfffiﬁfﬁﬁiﬁ$§%‘y%ﬁﬁo mREFE
— AN 2T s AT #E AR A, W AR A R A B top A

ps MG SR ZEREERENFERBIEDS, G EEER DS less i 2 -

#ps aux | less

WAL ps dr &AM grep i S A AR EF LR ZE B AT B, EHE Emacs
BAEBAT, AT I A 2

#ps aux | grep emacs

top T A EIR VT HATIEBATWAERU LR T EMNMEZEGE, SF A8 NF M CPU
ME. ZA R EREEHEHEEEIK. BN T — A top B 2 1 -
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root@localhost:~

File Edit View Search Terminal Help
up 5 min, 2 users, load awverage: 0.36, 0.35, 0.16 Eﬂ
1 1 running, 148 sleeping, 0 stopped, 0 zombie
0.7%sy, 0.0%ni, 99.0%id, 0.0%wa, ©0.0%hi, ©0.0%si, 0.0%st
08k total, 352676k used, 158832k free, 28940k buffers |
¢ total, 0k used, 1048568k free, 163112k cached
root 20 0 36264 s 1 3.8 !} XoIg
1714 root 20 0 5784 5 0.3 0.5 devkit-power-da
1944 root 20 0 21448 5 0.3 1.8 20 metacity
2394 root 20 0 2660 R 0.3 0.2 0.32 top
1 root 20 0 2828 B 5 0.0 0.3 init
2 root 20 (4] 0 0 035 0.0 0.0 kthreadd
3 root RT 0 0 0 0 s 0.0 0.0 3 migration/0Q =
4 root 20 0 0 0 0s 0.0 0.0 ksoftirqgd/0
5 root RT 4] 4] 0 08 0 0.0 watchdog/0
f root RT 0 0 0 0.5 O 0.0 4 migration/1
T root 20 4] 0 0 0 s 0.0 0 ksoftirgd/1
8 root RT 0 0 0 08 0.0 0 watchdog/1
9 root 20 4] 0 0 0 s 0.0 events/0
10 root 20 0 0 0 0 s 0.0 0:00.00 events/1
11 root 20 0 0 0 0 s 0.0 0:00.00 cpuset
12 root 20 0 0 0 0 s 0.0 khelper |
13 root 20 4] 4] o] 0 s 0.0 0:00.00 netns E

7-4 top B 7R

IR W top, % [q]%E
Al DA top — 2 A A 1) H. B Ay A AL -

® 7-1 EFIH top @ &

w2
[Space]
[h]

[k]

[n]
[u]
[M]

[P]

B
S B T
o 7 B

RACH BT, SRR AR ID DL L ERIEEER

5

Ut R N R HOR R R A R
1 7 HE P

e 1 17 F B

% CPU H & HE P
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S BT BRZARE, pshotop REFHALL, R EEEHA AL L, FHHEA ps

-elLf 4 4 3 /& top F 4 A[Shift]-[H] 4 & 4% .

J4h, CGSL CORE i fft T WK A M a5 . EAN s BB sie, &8 miR b
MW lxREg] >TEH] >1H5%HME] A B IE XSS K Shell 28 T # A
gnome-system-monitor. A5k # (BT Fr25, WE 7-8 Frox.

System Monitor

Monitor Edit View Help
System | Processes|| Resources | File Systems

Load averages for the last 1, 5, 15 minutes: 0.11, 0.04, 0.02

"Process MName ~ | Stafus % CPU Nice | ID Memory Waiting Channd|
.® abrtd Sleeping 0 0 1537 1.1 MiB pol[_schedule_iH
| acpid Sleeping 0 0 1298 B4.0 KiB poll_schedule _{
{OF aio/0 Sleeping 0 0 36 NfA worker_thread
0 aiof1 Sleeping 0 o 37 N/A worker_thread
|5 async/mgr sleeping 0 0 14 N/A async_manage
0F ata/o Sleeping 0 0 25 N/A worker_thread
ioF ata/l Sleeping 0 0 26 N/A worker thread
o ata_aux Sleeping 0 o 27 N/A worker_thread
@ atd Sleeping 0 0 1558 124.0 KiB hrtimer_nanos|
| auditd Sleeping 0 -4 1086 236.0 KiB sys_epoll_wait
| automount Sleeping 0 D 1370 376.0 KiB sys_rt_sigtime:
L S o = Lo o e n L e LN e 0 T W T TS P S E'

[<] 1 [ |IJ

! End Process |

7-5 GNOME Z 4 s # (1)

RGBSR FAELBTHERSNETELT [EF] ENSRERRER, BFES
AR BMAMER. SRR HERE. ZEIREER, aF 2R, REAE (4R
BERE Yo XA B 5O T e ON O A B R A

HEGMEINE R KRR, Rd iz AR BB SRR — 5 2 R K RS

AHEENR GNOME A ARV E, &# [HE] > [H5&5]), &6 [
P M LREY 2, WMURFREEFRAE, SHMEERANERNGEE, ULRSGEN
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o BRI Bt

772 HAHEEER

free iy 2 78 5 40 10 W) BN A7 R AE 4 X 19 i &
WRZM WK FMgEARNARE. W a4 R P 8 A8 KB,

DLERCEMB . BB, EERN.

Iroot@localhost ~]1# free
total r shared buffers cachec
Mem: 511508 0 80e04 216780

-/+ buffers/cache:

Swap: 1048568

7-6 free ®$ TR R

BT free ¢4 % 347 89 used=% 2 47 49 used-buffers-cached, % 3 /7 F & free=% 2

47 89 free+bufferstcached. 4 buffers A= cached W A 4% 4, R TRIJ ZFH#E, &
TEANATEZNE AL AT, BTA, 8% KIZAPH 31749 used A= free K = H A 2 &

WA SR IRAE R eI

CI

74, CGSLCORE &Rt E AN ZRG UM MB(ETNAE) T AP W l&EE N FE
ARG T HEPEFE [EE)Y 25, WE 7-9 fix.
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System Monitor

Monitor Edit VWiew Help

System | Processes | Resources | File Systems

CPU History

30 2-{) l-Cl
[ cPUL 5.1% [ CPU2 2.0%

Memory and Swap History

Q Memory Swap

Network History

4.0 Kib/s
2.0 KiBfs -

Total Received 549.6 KiB

7-7 GNOME Z 4 s #8 (2)

773 XHBRGHEER

df fr & & R YR WAL 2 (8l & . W1 R AE Shell $278 N8 A T df ar 4,
T AH 2L -

191.6 MiB (38.4 %) of 499.5 MiB 0 bytes (0.0 %) of 1024.0 MiB

@ Receiving 957 bytes/s @ Sending 0 bytes/s

Total Sent 8.4 KiB

e s T

Filesystem 1k-blocks Used Available Use% Mounted on
/devihda2 10325716 2902060 6899140 30% /

/dev/hda1 15554 8656 6095 59% /boot

/dev/hda3 20722644 2664256 17005732 14% /home

none 256796 0 256796 0% /dev/shm

BN B E, S M 1A AT R B A TR DL KB O B s o R BL 5 B T U R

Al LAfdE B df -h iy & . B 2R LT

Filesystem Size Used Avail Use% Mounted on
/dev/ihda2 9.8G 2.8G 6.5G 30% /
/dev/hda1 15M 8.5M 5.9M 59% /boot
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/dev/hda3 20G 2.6G 16G 14% /home

none 251M 0 250M 0% /dev/shm

ey X B Fd, A — T2 /dev/shm. ZKx HRERGHEMANF XM RS .

du fir 4 B B3 o0 SCPE B P66 B % 18R L B2 Shell 388 FREA T dufn &,
6T H R A S SR R, M SR T SRR & 12 B R 1 BR — AT ol
W WRRATAAEEGA T H SO, D du-hs dr 4 R LT 0 A 2 R 5
thH SRR AT AT du -help @ 4K B T £

EAEFREAMNMAG XA ETMHE, FH LRGUEMNS]T > [file systems ] 45
2, K 7-10 i o

System Monitor

Monitor Edit View Help
System | Processes Resources File Systems||
File Systems
Device Directory ~  Type | Total Free Available Usg
__ /dev/mapper/VolGroup-lv_root | extd 6.4 GIB 2.1 GiB 1.8 GiB ¢
___ jdev/sdal /boot extd 484.2 MiB 455.1 MiB 430.1 MiB 29
(<] i (2]

7-8 GNOME Z 4 #1888 (3)
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£ 8 E
ARGk S5

CGSL CORE R G NI #EMR 5 A, AWML RZHH M W®ER, 2ot 7T KEN
iR 55 MR AR T RE . A E B A i IR 55 R R g 3k A Th fE ) G B R AE A .

8.1 NTP

NTP(Network Time Protocol) & F 5K fff & Gt F1 — A K B 09 B [a) 5 OR H5¢ B 1) [ 20 199 9 13
BEHTREMN EME T E@EE EBMS HALR NTP L E D8, 35 H W5
[ o oy 7o 2l [T i i

CGSL COREVS5 Btik ntp 41 i Chrony fR % .

Chrony & M 2% 2 5 P WK (ntp) 1 o5 — R sE B, 5 MK H AP E G P (ntpd) A TH,
© AT LU R A LB v A ) D R g B . B E R, ntpd U5 8 & b DUBR 1t /5 EAE AT NTP iR
%5 B % ;AL R (R H N 2 Ot A%

7 & : Chrony A B A# I A% Hb i 8] 4 S i 8 U8 CJR ntpd w7 LA A Hb s 8] 4 S B 80035 .
Chrony M) # A 45 -

o F AR L K B Ao Bl R AR /N I IR) AT B KRR R R 2D I TR AR AR %
ZxFiEaR 24 M BTN REIS ARG SEEEAH -

® A5 BT BRI Wi R A B OB R R R AR AL, X T H % A AR E IR A& R U HL BT B A&
RORAERK AT R T F A A H .

o ENMFANLIE, EAIEILI B, CIBIX G 2 R S 6 Or £ 5008 19 8 FE 7 i R I .

® 7E X I B AR X AR IR B O, AR OROBERE R R ROBE SRR ) 3R T I AR €
T

® o AR 55 A AT e WA W, DR bR A TA) BROVE I 4 O 4 1 AR G AR Rl DUAR B[R] D I
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8.1.1 Chrony i B X ##

Chrony It 45 3= % i id /etc/chrony.conf L B o A7 32 B/ 4% Be B SC AR 19 32 2252 i i
Ho

8.1.1.1 L i 6] iRk 45 2%

B H server X NS H ikt w bR E] AR 55 A%, EVE N

server IP it BRIk 44 [prefer]

8.1.1.2 MR & &

BB ) R sE , EEWEEAN:

allow IP it mask T M #EL

8.1.1.3 driftfile ¥

765 b 0 ) IR 4 B8 T R 46 9 0 I ), R AE driftfile 2 80R T 09 SCHE Y . i
n

driftfile G & B &K X442

TE R driftfile J& 0082 00 SCF R 22 8 B B AR SCAF A, A RER BEE SR, JF HoooAF
AR 75 28 € i ntpd SFFHERE T BLE N .

8.1.2 NTP it & sz
THUAMEE — MRS S5 %P i N6 /44 CGSL CORE NTP #fic & i & .
8.1.2.1 RE B E

1. B % & chrony 8 1F i A

#rpm -q chrony
chrony-1.29.1-1.el7.x86_64

WA, AL CGS Linux CORE %34 F &K, B EH rpm S %3, R~HW
T

# rpm —ivh chrony-1.29.1-1.el7.x86_64.rpm
2. 948G E SO
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#vi letc/ chrony.conf

1& o4 B B SCfF /etc/chrony.conf, f# ] 192.168.17.234 J E Z w80 J8, I3F % F &% & 5 i
192.168.17 M Bt I i L FR

# Use public servers from the pool.ntp.org project.
# Please consider joining the pool (http://www.pool.ntp.org/join.html).

server 192.168.17.234 iburst I2 & FE N4, SRR

# Ignore stratum in source selection.
stratumweight 0
# Record the rate at which the system clock gains/losses time.

driftfile /var/lib/chrony/drift B & drift X2 {4 ¥ 42

# Enable kernel RTC synchronization.

rtcsync H 3 [F & & 4 & 7] 2 5 4 & 7]

# In first three updates step the system clock instead of slew
# if the adjustment is larger than 10 seconds.

makestep 10 3

# Allow NTP client access from local network.
#allow 192.168/16
allow 192.168.17/24 E. & T 2 %& 7 ¥ 19 U7 17 AL fR

# Listen for commands only on localhost.
bindcmdaddress 127.0.0.1

bindcmdaddress ::1

# Serve time even if not synchronized to any NTP server.

#local stratum 10

keyfile /etc/chrony.keys

# Specify the key used as password for chronyc.

commandkey 1
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# Generate command key if missing.

generatecommandkey

# Disable logging of client accesses.

noclientlog

# Send a message to syslog if a clock adjustment is larger than 0.5 seconds.

logchange 0.5

logdir /var/log/chrony

#log measurements statistics tracking

3. HE 3 chrony IR %%

# systemctl restart chronyd

4. BHE ntp MBFRE

WMHREIER, BT :

# chronyc sources -v

210 Number of sources = 1

.-- Source mode 'A' = server, '=' = peer, '#' = local clock.
| .- Source state '*' = current synced, '+' = combined , '-' = not combined,
|/ '?' = unreachable, 'x' = time may be in error, '~' = time too variable.

I .- xxxx [ yyyy 1 +/- zzzz

I I  xxxx = adjusted offset,

I Log2(Polling interval) -. | yyyy = measured offset,

] \ | zzzz = estimated error.
[l I I

MS Name/IP address Stratum Poll Reach LastRx Last sample

A* 192.168.17.234 6 7 377 128 -1712ns[-2000ns] +/-

11ms
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8.1.2.2 BB E

1. B9 & chrony 48

#rpm -q chrony

chrony-1.29.1-1.el7.x86_64

i R B A A LA CGS Linux CORE % 3 £ E A4k, B H T il i dy & %% -

# rpm —ivh chrony-1.29.1-1.el7.x86_64.rpm

2. Y% % /etc/ chrony.conf, ¥ FZB BJiN 192.168.17.215, W LR W~ A % -

# Use public servers from the pool.ntp.org project.
# Please consider joining the pool (http://www.pool.ntp.org/join.html).

server 192.168.17.215 i E L E W & ¥H, A RE AN AL

# Ignore stratum in source selection.

stratumweight 0

# Record the rate at which the system clock gains/losses time.

driftfile /var/lib/chrony/drift EZ & drift 32 {4 % /&

# Enable kernel RTC synchronization.

rtcsync H 3 [ & & Gt W (@ 2] 6 4 1 (7

# In first three updates step the system clock instead of slew
# if the adjustment is larger than 10 seconds.

makestep 10 3

# Allow NTP client access from local network.
# Listen for commands only on localhost.
bindcmdaddress 127.0.0.1

bindcmdaddress ::1

# Serve time even if not synchronized to any NTP server.

#local stratum 10
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keyfile /etc/chrony.keys

# Specify the key used as password for chronyc.

commandkey 1

# Generate command key if missing.

generatecommandkey

# Disable logging of client accesses.

noclientlog

# Send a message to syslog if a clock adjustment is larger than 0.5 seconds.

logchange 0.5

logdir /var/log/chrony

#log measurements statistics tracking

3.. H#EJH chrony ik % :

# systemctl restart chronyd

4. kA ntp B RE
25 R h W E OB O

# chronyc sources -v

210 Number of sources = 1

.-- Source mode 'A' = server, '=' = peer, '#' = local clock.
| .- Source state '*' = current synced, '+' = combined , '-' = not combined,
|/ '?' = unreachable, 'x' = time may be in error, '~' = time too variable.

I .- xxxx [ yyyy 1 +/- zzzz

I I  xxxx = adjusted offset,

I Log2(Polling interval) -. | yyyy = measured offset,
] \ | zzzz = estimated error.
Il I I

MS Name/IP address Stratum Poll Reach LastRx Last sample
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A* 192.168.17.215 7 7 377 92 -22us[ -27us] +/-

10ms

SR o A b T AR BL U e R S5 AR R 2. Bk SR B R, & B 3[R DA

8.2 vsftpd

vsftpd ) 4 #% N ”Very Secure FTP Daemon”. s& CGSL CORE # H #7 ) 2k ik FTP iR %,
flEH vsftpd W LA — DN BLZ 2 N E W FTP Ik 55 & -

8.2.1 vsftpd Bt B > 44

vsftpd /& i 1T /etc/vsftpd/vsftpd.conf XA R TR B B AW E BN A LW E LHH W
TERE. EFESHLW

anonymous_enable=YES # RFE XL FEF*

local_enable=sYES # f ¥ & #i % 3

write_enable=YES # R H P L& %#E

local_umask=022 # X EERIAKEE N 022

dirmessage_enable=YES # P HAEANEB RN, SEAZERTEERNIARE
xferlog_enable=YES # BRik h4&H& FT&R M H & # il R £ /var/log/vsftpd.log #
connect_from_port_20=YES # F 20 s O/E A F/ AL KK O
xferlog_std_format=YES # FARHEKAZR LERHF FTH LR

listen=YES # %%~ yes i, vsftpd Pl standalon R& &4, RIAF B
pam_service_name=vsftpd # 5|15 vsftpd < PAM 3 {4
userlist_enable=YES

# MZET KA yes B, J5 B E X /etc/vsftpd/user_list

#1:. ZHH %%E userlist_deny=NO, N/etc/vsftpd/user_list B FH /7 A &E 5 i ftp
#2: #FTFTE userlist_deny=NO, X ¥ %2 /etc/vsftpd/user_list = F7E f P & F ftp
HE R (AR R X & H 7 K F7E T letc/vsftpd/ftpusers H1)

# 45 NOW, A Hletc/vsftpd/user_list it B X fF

tcp_wrappers=YES # /5 TCP Wrapper X

sendport_off_enable=NO # A ff ] sendport #& &
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8212 HEHHKE

» guest _enable=YES

» guest_username=ftp

# guest {4, RV ARE % M 7 8% B guest H 7 5 1 o

» local root=/var/ftp

» anon_root=/var/ftp

# BOEABLH T MEE A E s

» pasv_enable=YES

#port_enable=YES

# port N EZNMBERX, pasv A ENBA, B REE A H, 080 R— A
» pasv_min_ port=9000

» pasv_max_ prot=9200

# A B B AU o R YE L, 108 9000-9200, R A FER B BT A H
» use localtime=YES

# 8 E AR S e, AN R, UL GE RS MR iR IR, @ M YES
» accept_timeout=60

# BB BRI 55 4 55 A % T i Y SE I IR B A D B

» max_clients=0

# ft£ standalone 30 T i K % 7 3 % H

» max_pre_ip=0

# BRSO Y A oK E A

» local max rate=0

# AR P R R, BT /A 0 AR

» anon_max rate=0

# B RREmER, RN TH/E; 0 AR

» chroot local user=YES
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» chroot_list enable=YES
» chroot_list file=/etc/vsftpd/chroot list

# BEM P EHXMEE W chroot list_enable=YES i, H /3 H 8w, 7 fip
BB FEHFREVSBFERET, A2 EHXNEEHX

# /etc/vsftpd/chroot_list 4 X h: P4 BiE K H X

HoAl 2 7T 18 M #r 4 man vsftpd.conf ¥ 1T & [ .

8.2.2 vsftpd it & S 4
N BL— AN S A 4H vsipd IR 55 A O TC E .
vsftpd Bt B Z R 1 F -
> ARVE S
> B root B test0l F J7 B 3%
> testOl 77 81 E A 7 E H 3 N /home/test01]

1. B EM vsftpd BAF 1 i A

# rpm -q vsftpd
vsftpd-3.0.2-9.el7.x86_64

R B A A LA CGS Linux %3¢ 6t &K, B JE AT rpm a5 & 2%, wEIWF -

# rpm -ivh vsftpd-3.0.2-9.el17.x86_64.rpm

2. Y4 /etc/vsftpd/vsftpd.conf 3L :
1) % anonymous_enable=YES & M ¥ anonymous_enable=NO

2) AE AR

chroot_local_user=YES
chroot_list_enable=YES

chroot_list_file=/etc/vsftpd/chroot_list

3. N T HEEME root H PP B 3, %% /etc/vsftpd/ftpuser Ml /etc/vsftpd/user list 3T {4 :
¥ root 47 FH 7#7 I B i

4. Y BH # Jete/vsftpd/chroot list SXF, 0.

test01 /home/test01
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5. H )3 vsftpd Ik % :

# systemctl restart vsftpd

6. M Al A2 T e A8 2 i T SELinux 4 By ik 5028 ik 55 U5 ) A RO 3 H SR ) R AR
$e s

500 OOPS: cannot change directory:/root
A AT W0 R d5 4 9% M SELinux fi# iR -

# setenforce 0

8.3 Samba

Samba Ik 55 & 4 CGSL CORE % % il Windows & %t  [H] #2 fit S0 R 3L D ge 1) — Fh IR 55

8.3.1 Samba B B XX 4

Samba R 45 19 F E it B x4 N /etc/samba/smb.conf, I F A HiZE B XH TR ELAEE

[global] #& /% &

workgroup = MYGROUP

server string = Samba Server Version %v
log file = /var/log/sambal/log.%m

max log size = 50

security = user

# RERZEHH, WE )Y E Samba ik % 4% B K AE 77 .
# UM oPARBKEUT=MSH, 2HKE:

# share FEERGEHILZNED

#user REBEHBMAF Ui, B Samba Server fiFTR AR S MH B K H . K
EMEZELELA Samba Server H &L

# server K% H fh Windows Bk Samba Server KK iEH "N IK SR FE, E—#HNK
10 JIE

passdb backend = tdbsam

# € Samba A HWE M HF KT X

#tdbsam: Z A AR N EEXHKRKBLIAHEE, REEXHELA
passdb.tdb. W] UL f# Ff #smbpasswd -a [Fl P £ IR & L Samba A P . A LA
pdbedit it &KL H 7 .
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# smbpasswd: % 5 A & /| Samba £t ) T E smbpasswd KA R4 A" %E—1H
F Ui 0 Samba REMEWL, P WBRAXAN KBV H Samba XEHF. AL E

# H — A4 smb passwd file = /usr/local/sambal/etc/smbpasswd ( &%
letc/samba/smbpasswd) SH KB ERFRASTLAEBHNXH, ZXHBFETFIE
R

# |ldapsam: ZHFAETF LADP Kk P EH F RN KKIER 7, BEE L LDAP |5 .
# mysql: ZHARK Samba RFB[WAS BN EEFME MySQL HEEH .
load printers = yes

cups options = raw

[homes] # APAANZEREE

comment = Home Directories # TEFEERE

browseable = no # EEREHRMBAPMEMNANEEF
writable = yes # REATEBEEER

[printers]

comment = All Printers
path = /var/spool/samba
browseable = no

guest ok = no

writable = no

printable = yes

F L H % B MH A4S man smb.conf #17 & 5 .

8.3.2 Samba It & )
it — AN Sl A 44 Samba IR %5 B 0 B
Samba IR 55 8% 1) it B 5K .
> LR H S A /data
> A root il A RE U
> A E AR RT K

1. CGSL CORE V5 BRI\ % %% Samba il 55 &, 8 & [ oy 2 & ) & 5 IE# % 2% T Samba:

# rpm -q samba
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samba-4.1.1-31.el7.x86_64
2. %% /etc/samba/smb.conf XX, TE XX KB
[root]
path = /data
writable = yes
valid users = root
3. 1 Samba Ak %5 ) root K 5 -
# smbpasswd -a root

% 52 7 g N

4.

J& 51 Samba Ik %5 :

# systemctl start smb

5.

w4 = H &N SELinux AR 10 H 3%, FTIAT W F @y 4 X M SELinux:

# setenforce 0

8.4 NFS

NFS (Network File System, M %34 5 41), o] DL I W 2% ik AN [J] AL 28 A 7] (1) # 4E
RO M=, & Bl Sun AR FF K. B CGSL CORE F & M M S0 3L = il %5 .

NFS iz 55 7] LIOKE 0 4% b () NFS E ML 20 H sk H s B A, 78 A o B oK, Bl 4R 300
TREENLH Sl o A H sk —FE, AR SR AR E T A

8.4.1 NFS B B >

NFS 1 & E B & S N/etc/exports, HHPBIEFRELZWHEF (@AXT 2, BLAD M

25 i) A0

HEZH . Jetc/exports LHFH— TR AT —ANHLEHFR, MW T

EIC RN E T ATV AL (U AR ) 5 = ANV R B L (U AL e e

EHLWBE

H AR TP Mk | 0 172.16.100.138

— B W1 172.16.100.0/24 B¢ 172.16.100.0/255.255.255.0
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FEMEM 4 | 0 hostO1, 7 ZAE hosts 8¢ dns Hh5E LI B 5 % 47 51
* o UL S 45 T i £
P IR IR 28000 %
ro 28T
rw A A
sync MO 5 5O\ A2 A (BRI
async B S AT AR, TR B S OB

A4 % N NFS % Bl 10 root & 4 BE S 4 B 4 P CBRAD

root_squash

no_root_squash | B A NFS FE HL 1 root ¥ 3K 15 root LR

all_squash B & N NFS EHLI BT A K 5 #8544 H

¥ B N 1 UID B 5 5 Num

anonuid=Num

¥ B N HE 1 GID B 5 5 Num

anongid=Num

8.4.2 NFS B B 5 i
PUR BL— > 5~ 4 NFS fI I & .
NFS It & 2K .
> — & EHLAP:172.16.100.78)FE L 2 i) H 5% K. /data

> WA 172.16.100.0/24 F1 192.168.1.0/24 iX P AN W Ex (11 £ ML A4 fE 17 14

> 172.16.100.0/24 WA P BB T v 5, P A B HE [H 25 AR
> 172.16.100.0/24 1 7~ BH Huk, PLAE Y F 2 BR

1. B & N NFS 841 A .

# rpm -q nfs-utils

nfs-utils-1.3.0-0.el17.x86_64
W %A LLAM CGS Linux CORE Z## &K, IEFHTHMm L% (N 32

i & 4t M) -
W AR IME
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# rpm -ivh nfs-utils-1.3.0-0.el7.x86_64.rpm

2. 9w i Jetc/exports LA, WINMTE N %

I/data 172.16.100.0/24(rw,sync) 192.168.1.0/24(ro,sync)

3. JB ) NFS iR % -

# systemctl start nfs

4. % ;P R A 3 NFS IR 55, 2 Ja A4 wl il il B 4 U5 Al NFS R 55 45 -

#mount -t nfs172.16.100.78:/data /mnt

8.5 Telnet

Telnet Ju VP A 7 %5 3 3 B2 b S0 0L, b 19058 3 K I 26 38 — B o MR ol T R R P )
fedf 5 B, A PR, BT VBN B R Telnet M 25 J2 3% 1 6 .

8.5.1 Telnet R% KB 5h

LE XK AT telnet B AT 1 WA -

#rpm -q telnet-server

telnet-server-0.17-59.el7.x86_64

R BA W LU CGS Linux # 3 4f E& K, KB 5 AT a4 23

#rpm -ivh telnet-server-0.17-59.e17.x86_64.rpm

1. B 3h telnet R %5 :

# systemctl restart telnet.socket

2. Telnet IR 55 BRI A 0 FF root HH PP & %, ESZI root B3k, R HATW Ty 4

#mv -v /etc/securetty /etc/securetty.bak

3. B3 telnet IR %5 :

#lsof -i:23
COMMAND PID USER FD TYPE DEVICE SIZE/OFF NODE NAME
systemd 1 root 44u IPv6 38164 0t0 TCP *:telnet (LISTEN)

4. W EBEILE B
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# systemctl enable telnet.socket

8.5.2 Telnet & F ¥ & Jc # & telnet %% /7 St 8 1R 1) B AR

# # rpm -q telnet
telnet-0.17-59.e17.x86_64

R BA A LA CGS Linux % 34 E A&k, K25 AT i & % 3%

# rpm -ivh telnet-0.17-59.el17.x86_64.rpm

8.6 OpenSSH

SSH(Secure Shell protocol), 1] LA E 4 b0 %5 5 75 3 47 B0 4% 056, DR 0t 20908 BL A 22 4
OpenSSH /& SSH Wil B S B PRSI . B %42 &R W% iEE THEAE T telnet. ftp.
rlogin. rsh Al rep T B o &0 BWCER A M B RSA #H L.

8.6.1.1 sshd JR& R &

CGSLCORE VS BRiIAC & %X M EH T OpenSSH, AN 7 B H Ah F ahfic & B ol BH B H,
SSH fHx Ih e 1 sshd IR SRt . & F sshd RS S, FHG A

# systemctl status sshd

CGSL CORE V5 BiA 1 sshd ik %5 BC B 4 N /etc/ssh/sshd _config, FEEE 1T -

Protocol 2 # FERABRE 2

SyslogFacility AUTHPRIV # HEFE KL
PasswordAuthentication yes # fEH O4\E
ChallengeResponseAuthentication no# A f ¥4 A M & 7 &
GSSAPIAuthentication yes # R HEHET GSSAPI K /M iAiE
GSSAPICleanupCredentials yes

UsePAM yes # fEH PAM i\iE

AcceptEnv LANG LC_CTYPE LC_NUMERIC LC_TIME LC_COLLATE
LC_MONETARY LC_MESSAGES

AcceptEnv LC_PAPER LC_NAME LC_ADDRESS LC_TELEPHONE
LC_MEASUREMENT
AcceptEnv LC_IDENTIFICATION LC_ALL LANGUAGE

AcceptEnv XMODIFIERS # BRERENKELTE

WAL MG oME 115



NewStart CGSL CORE V5 RZH FFMt

X11Forwarding yes # W X111k

Subsystem sftp lusr/libexec/openssh/sftp-server # sftp TR 4

8.6.1.2 f# F ssh w4

ssh fir 4 & riogin. rsh il telnet fir 4 i1 % % ¥ #e . & fo ¥ F /7 45 30 B HL 38 OF 46 3¢ b
AT #5 4. ssh % % B AL 8 A GE D telnet A .

B 40 s B B — A %N example.test.com B FE E ML, /£ Shell #& 78 F 8 N N H 1 2 -

#ssh example.test.com

B ssh Bxim LA, = F 2T 1 AH 0 1S -

The authenticity of host ' example.test.com ' can’t be established.

RSA key fingerprint is 94:68:3a:3a:bc:f3:ga:gb:01:sd:b3:07:38:eZ:11:0c

Are you sure you want to continue connecting ( yes / no ) ?
BN pes dK 2, IR WHHAEZEEN EROLS, XN RS KT E I KE
HInNBIH P £ H3 T/ .ssh/hostkeys . IE#i AN DL )G, 4o 7w EN A Shell #2
ZNE N N
MR R EAREN T4, Ak LS sz L8 i R 7 2o & ot i 4
LG . mREREARGH 4, /a4

#ssh username @ example.test.com

o

#ssh -l username example.test.com

o RBT: EH sshiEEEM “exit” BEH B,

ssh fir & 38 7] BLAN 28 8 Sk T A2 2 A2 WL 4% B AT i 2 . BRI E K AR

#ssh hostname command

1, i AR A E G 2 32 ML example.test.com | </usr/share/apps>H F F [ A %, £ Shell
G N N

#ssh example.test.com Is /usr/share/apps

WER N 042 5, i FEHL 2% </usr/share/apps>H X TN E M S ¥ Ex, R EIR M
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F| A H Shell 38T .

8.6.1.3 f F scp @ 4

scp iy & A DU I % 4. I E# B AR LA AR S SO . B S rep AR B
A b SO 1% e 45 m RE LA ) — RTE R A2

#scp localfile username@remotehostname:/remotefile

localfile #8 & A HuJ& SCF, username @remotehostname:/remotefile i 7€ i £ H #x 3C 4 .

TR B SC A filel 42 3% B P 7E example.test.com ) H S, 7E Shell #2717 F 8 A -

#scp filel username@example.test.com:/home/username

IR e A R G0 — BB L 2

#scp username@remotehostname:/remotefile/localfile

remotefile $8 € & F2 J§ 4, localfile f8 € A< i B #5 30

WL L 2 A A . Bl an, #48 H 5% /downloads [ N 25 1% % 2 iz F2 #L 2%
example.test.com [ I 17 ) uploads H %, # A T7%lay%:

#scp /downloads/* username@example.test.com:/uploads/

8.6.1.4 ff A sftp 4

sftp d7 &2 ftp i M Z & B, WREIT - RZEM FIP X E 2. EWMEHS ftp
AL, RAE, EMH %42 K,

Sftp — i i ¥ A -

#sftp username@hostname

— HE Uk, mtar PAE R — 4R FTP AH AL 1 2

Ra: HAHAW sftp FMERX LG A0 &, BT man sftp # N sftp T R .
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%Y B

RgrE

b6 B BLACIE 5 BRI B 3 & FE, Internet 8 FVu B A Wrym K. P N Bt £ A W7 18
M Internet b AT ] — & v+ 5 AL AR W] 68 By W 48 28 % ik B B0 B 0 R o b i ol A S g N
SR R S E RGER UL, MBI BN ENEE, AFEEENH N CGSL CORE I £ 4 %
ESN S

9.1 RELEBME

W 2% JIx 55 4% 15 9 Internet/Intranet F A RBE B %, EAEMA T KENEZMERE, 852 WM
KREM P RMAEZRS, —BEBA, JFRZRM™ER. Pl W g d s e BNk
U A %2 42 5 T AR, BLORIE R 55 4 I IE RS AT .

9.1.1 #4EH

CGSLCORE ARG L% B INEX.: PHELEH, TEAP22EHBABHEHP
ZeEE .,

hWEZEEH
Lo RIETRE W FEHLNL 5 0 %4, 2K & mal® 25, F Rt mn s,
I & Oy 55 19 PAF TROAE 2 4 1 R

2. fRIEPTA RS i (OfFAL&EINg. ik, REM. TEMNE) #A 2wk
AR N 5L T

3. PIREE M RIRA B P O MR B SO R & B R 5 5K
OO R ERAAAE L EAE
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TEAPZEEH
. REEHRARMTRANAME RG24 8, L@ P &xr, H Shell £ 45

ﬁ%%%%&ﬁdwwmmpi#,E%%ﬁi#¢MPMHHfEE%%%EE
F4HT LAEH %

2. RGEHAVEMWMEB - NS, BiZHA 2B EE R CH P8 SR FE R
SUID/SGID L% R %) KiEF LI AR N T

3. FEREAELZEEHRR. REEFHE LINEA LS, B EsF A N7 ek
W, AR FMEE N ETEE, B SR emeeEN T A,

BEHPZEeEH

1. fEHWEMEHPRTEAEMH root k5, L@ P HEN RS T LB Ik X &R g3t AT
WK M I AE, BA root B 4 T A B B AR 3E #r N 19 B AN fr 4 1 IE B b

2. MR PAEETHMHAANER, WAFE, it sum SN EEH P IKS;

3. ZH N root I S H 4,

4. WHEM PO AR

5. AEE M TAEH T PATH AR AT L, URFEFARADIHREN, #A
/bin/su K AT su v 2

6. ANTREJERIK P T Lot R A 2 AE N root H B TR BE X R

7. AT LUK B SE 4 root BUK A A FR . B IR E A BEAE root P B A RS I & AT
BE 1O R P 0 4 Mg R v 3 N root MK P

8. BHATHFMAGMHHAEN, WRKEM 5 HEES. CPUR A, /R, KEHMEH
suffi K, REMENERERE KRG M KL, LU A5 uep 15 K ;

9. M ARZA XML TN, RMERA RS XM, ZERHNFE SR &L
B A7 BV A, AR B SUID ¥ o] /)2 17 &8 ] 68 2 B % Wi /9 5 %

10. B W B 10 4% 0 A7 TAE 22 45 10 1 7

1. BAHARMLEHBERK P, HFEHE K-

12. iR H LH P 04 18Rk

13. B RGCMK . % . RSA 55 % 4 Wl

14, 24 22 % R P AN AT 52 10 R AE i, B R A PR AR Y AT makefile SO, EERHKN FRERF
WA B 4

15. ik ARG O, ik aEd st AENSFHWRIENR, I &3k 47« K.
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9.1.2 H W &4 8 & XK

RGZENKEE

ERF LN XA, AERKGEEEHE SR E SRS X, iz A R
B IAEA R 70 X, Wi/home. /boot. /var fl/tmp.
KEAA L ERRSE

R BT &R GBI A AR 55 T RE R M T AN R E A, A AT DUAR 4 5K PR 2
KA B MR 5, LHEOR R G R Ak

A HRAT QT A 4 15 R4S E R ST

# systemctl stop <J[R &% % >.service
AT T 22 IEIRSERGZ BN B3 ED):

# systemctl disable <fk % 4 >.service

H, <RFA>NTEBRMERRS A, W vsftpd.

k04 RE

CGSL CORE X Hl T K & 4t % L 53 R0 58 I 77 43 JF O S0, 3K S ORI 1 3R 48 10 ft
AP, R A CGSL CORE F R F ML ™S (H /45 M7 AOFH S HExA 5K
B, T 5 R 1E R G0 A0 3L e A e B R D

e 55 RO T4 A AR R AN % A I B R BRI, S BOA T T U AT R 4

L BAEAG 6 MFR, BFaE — AL E K807 U IR 7

2. HAANHEKTE -, BT R g RE SR HOk, R A CE . RIS,

EHL BokgE LN ANERAEND L

3. ABEROAEEH N LS B 5ERN REE B i
L% BB A B AT RO, A — B )R e T4
5. WEREMANKEFUEND A, MACEKEZ R T, MeMEHBEEDL.

AN

MREBRFETERE
1S I S N N A =
1. WEN BIOS & I, ¥ W& LLANE a3 % A A R FIRAS, JF7E BIOS LNk
04, T AH P v o AR i e
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2. N GRUB & Lifo W& 14, HAMNIE#SMIOLSE, A6 P&
3. A Ay P~ A # H<Ctrl + Alt + Del>20 & 8 (9 BUR),  B%3% 25 (-4 ] B P {6 F <
Ctrl + Alt + Del >H S # M F . XA LA UL IEH P EARBER G5 X)5E,
fff il < Ctrl + Alt + Del >R G EE B R4, WS K M.
XHRERERE

ARG BRE S B A AL RBUR AR B AL SR, P B — S B R 48 S0 s
BEEA /N, BRSSO R 8K

WA XHERMMARA suID 5 SGID I F BT &5 1B KK ZEfRiH, Nz
mERLCEHNS. REEE AN ZEFMEH find 2 KNS H DK XH RE UK EHT
sSuUID Ty,

AN, W CLH chattr 7 2RO XM ENE, XETEEBEMERNEME.
a Honr s &
i AN ] B AR JE

NTRGHMBEE XM, REFERENATHREE, mxr T —®HEXH, TENR
SN JE AR . 2 W TR R

#chattr + | /etc/xinetd.conf

#chattr + a /var/log/secure

MARELRERERME, B EmaShr “+ 7 SEy “-7 SHAT,

9.2 ARG &4

A LA AT AN Z e, N T Bk AT TOR ) P 2% B0l & g AR R e R
FEEBMEM R EREER, RGEHALIANE D&, FEMNRGEHTZES
fir, UMEAE RS T — i, T RNERERE D RERES.

9.2.1 £ AT R

b

AR 2 A B ar DL SR BEAT Bt &, HOATEE B R & i O A . 7 & AR
HORG&MIE IR SRR, WFEEM . HE . ATk 5 H P 2 A R A LA J7 i %5
JE& R BEAT %y A 5T
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AT & 4 B BT L

BT RGE /M EERIAT, FEFN ZEBEERFLBRSRNNHET, DLamR S
A HIE AR S, wnl Lk B AE 0:00 2 5 3 AT .
=0y SR NS 1 I

1. BE&H

g — N REHAT —REW AN T, REERNESMG TR, HZXEMTHE
BRA, XFELIZHEMBNHE, HIEARHE T2 &0, B2 BRKKE, i
—ANH, AT REBEES.. BEXE - B RAEREER, BRI E R k& 6B

2. WEEN

AT R A K/, RGN — DB R AT — R &, A& R IX A WA B
MNE. Y88 1MBEENEPRBREHET - REE&0N. XFEFRSDHTERD,
RE e A B M, T H B & WF .

3. HEH &N

SWE&E N ANAEME. B AET - REEEN, R RIAT — KB B4E
W&t . ANFZAER: BE &0 &R A, R &S N B IREEAT 5
G Oy JE O A R R SO . — B AR BE R, W DL A AT — A oE A & R B ET —
AHBRE, BT — A &k =B — R .

S O VA L SIS T o O 2 NSl i< 0 s W £ P S N i - - 0l 1 9 v 7 A
HRGHHEEHK T AR, WA T E ARSI

4. %y T EMIE#

Hirz LA HTHI/E& M. CGSL CORE H #2fit 7 1£ 4 1) tar. bzipZ. gzip. cpio &
TH, HRMA LSS =778,
9.2.2 HAZM WL

AR, AT ZE A A DS m e s A REES
SHLEN b FATIE T B0 — 4SO R g R — A SCF . e S > R A A TR R e
PR3 L g BN R

NS 44 CGSL CORE T s & H 1 AR JE 45 T A tar. bzipZ. gzip M zip.
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9.2.2.1 tar fr %

A tar A7 DLURE SCAEATH SR, o] DUAE R 58 i e A SO, B0 R R S i N B i
Ao tar B W W) R AE HE T BB A 5, BUAE W W] PAFEAR AT R % BAE . tar din S SEBLAE
— RHESCAE M E TR AR TR, XX T & O B LA SO A — A SO DL
W 2% A% a2 AR W A .

tar 17 2 W EEE N

#tar <operation> [options]
i I, A W 0 I, A Bk AT DLk A . ok T AL AR

Looc: BIEBMMECA. WRMPESS D H R EGE — 230, ol & sk i,

2. r o LEHFMACFEMBIE AR WP CRRE M, X RNIEH —
8oy SCAF BCH S UEAE T, R RUGE A Bk ik .

30 0t JIHEEXANANE, BFE LGN 7L,

4. w o HEFTSCAE . B E 3 8 SO RO % ST, R AE A SO RO B
OISR, S e N B A R SO R

5.0 x ¢ MRS SO OB TR

G Bl i T EEA

6. b . WML E, HIEHR B, ORI X B R
7.0 f o (RIS S OO B A, L i I R N A 1 T
8
9

k : TRAFCARAER ST, M P AR RSO, 38 20 F B SO A 2 #1778 &
m : FEIE RSO, 8T A SO B SO TR ¥ E D BLAE

10. M G 2 B R R R O, DU 7R LA WAL b A7 .

1. v« RS tar B SCHE LR

12. w : & DA ERIA

13.z : H gzip RIE4E/ME 45 CHF, B ik 55 ol DU R R0 AT R4, iR
I — 2 B %1% WA BE BE AT WS 4 .

T FRAT I G — 8 S ok AR &y A A A .

fl 1 . f/home H 638 H 1 H 3 4 ¥ k& 4 X AF home.tar.

#tar cvf home.taf /home

2 : H8/home HEXOFEH FH XIS M AT RS, £ ML %N home.tar.gz.

#tar czvf home.tar.gz /home
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% 3 : % home.tar.gz X & 7 ff K 4 -

#tar xzvf home.tar.gz

Bl 4 : &F home.tar XHHNE, FH LD T AL

|

SE DGR R L

N

#tar tvf home.taf Imofe

Bl 5 - B A /dev/fdo AN E — A& ST, K /tmp H SR AT ST AR P DL RE K

#tar cf /dev/fd0 /tmp
LR B B WAL Ry ST E R AE A Xk .

2T A SO KN B I T A, T RA B — AN 2B tar SCAF,
i M TR — S R A R R, R G K R O & SR R RN B B B, LS
T tar IR DR+ . W

#tar cMf /dev/fd0 /home

9.2.2.2 bzip2 F bunzip2

BAE H bzip2 K K48 LA, 7E sehll $2 /R fF M8 A LL R a7 &

#bzip2 filename
2 W 4, IR IR 7 N filename.bz2.
LRI R 48 00 S, BN R a4

#bunzip2 filename.bz2

filename.bz2 3C A 2 8 M B, 1 A8 2 LA filename 3C 4 .

] LAAE ] bzip2 f & F AL B 2 A SRR S, TR EAIE -l I R
9:|:o 1§”ﬁul

#bzip2 filename.bz2 filel file2 file3 /usr/local/rfinput

b A AT filel. file2 . file3 LL M /usr/local/rfinput H 3 ) N 2 JE 46 2 ok, 17 F
filename.bz2 X 4,

9.2.2.3 gzip M gunzip %

gzip & — & H I SO R g AR g o 2 . %A 2 IR R U

#gzip [-acdfhILnNrtvV19] [-S suffix] [name...]

WO Ak T2 B
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-c o RS B AR R B, JF R A S0

-d o+ K IR 4 S0 R R 4

-1 AR I AR SO R R ORI o R I A SR R /N L T 4 BRI A4 R 2

v B U I A R A R H Sk OF R 4 i i A SO B R R 4

-t Wik BAESGE RS EE

-vos KPR AN IR A MR R 4 S, R R SO AR R i LE .

-num = HIHEE 1A ORI B S 4 1 R

DLTE B W 7E H S /home T A SCAF aatxt. bbtxt. cotxt, 8 ATE 46 6 gz SCHF 1 dr 4

#gzip /home/*
#ls

aa.txt.gz bb.txt.gz cc.txt.gz
TR BB b SR, RS AR B, fEH]

EN
RS

#gzip -dv /home/*
TR IT W R AR ) S, e DU BLN A A

#gunzip filename.gz

filename.gz 2> ¢ M Bx . X Z BL filename.

o RT:EHRFEAAANAGLGFE@E L, T LA Shell #F7 F # A man gzip ## man gunzip

NI Ao (RO I I R

9.2.2.4 zip Al unzip

AL zip fn A R 48 S, fE Shell /8 FF F 8 N T 1H iy 2 -

#zip -r filename.zip filesdir

£ B A5l filename.zip 3R 7~ 28 & 1 & 45 SCF, filesdir R om IR M SCAFH o -
18 0% 7 3 VA M I 4 B A B AE AE filesdir H ¢ 89 30 .

¥ B AR L 45 filename.zip X/F, BEANLL T @4
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#unzip filename.zip

A LAE T zip fr & A IS A B 2 A SO E 3, 7R R EATIE A, IR R KRR T

#zip -r filename.zip filel file2 file3 /usr/local/rfinput

bR A A3 filel . file2 . file3 LL fz/usr/local/rfinput H 3% ) A & & 46 2 5k, 17 i 5
filename.zip 3 4 ' o

3o
o
S
e
ik
_\ﬂ
i

FXAA @ L EIFEmIE L, A % man zip #2 man unzip 49 T .

9.3 1N 5 M

CGSL CORE fE ¥ it F 2 H & T el &, M 7 2 A AR NI 2R RS
ARG5S MM %A

9.3.1 SSH f1 RSA/DSA A iF

SSH ( Secure Shell) & —MH KRG FZERS B HFEEERSHE EHATHLWET,
TR/ 2 B M4 b, BN & B A AT 32 ML 32 A% 4 T S n % {5 . SSH it
BRI M, ATULEEMH.

OpenSSH & SSH Wh il ) S 2 FF U L3 . {f FH OpenSSH T HEeW B RGN w21,
OpenSSH JN % Fr A B E (L 02D, AW Bi ik 7 55 B W 2% Xt o Btk 2 4b, OpenSSH
WML T 2 M2z &AL J7 75 . 1 telnet. riogin. ftp & T HAEH 4i St A 04, FE# 0 ¢
Rik, XEFEMRESHPEN, KRN LS EHSRN 0 4% 3% K% E KA
.,

OpenSSH H #5: ssh (& AX T rlogin #l telnet). scp (AKX T rep). sftp (HAR T ftp)
F R 55 4% v 1) sshdo FEAh 1) F& A T B A #5 ssh-add. ssh-agent. ssh-keygen %5 .

9.3.1.1 18 F§ RSA/DSA A iF

OpenSSH MY & % 4 101 H 72 In % 1 - OpenSSH 1) — /™ 58 0 W 51 A F 45 14 & H oh g 2
ff—— RSA/DSA ZHHINIUE R 4, & 7 LK E OpenSSH Ht 4 1 A 1 #r #E %2 4= % 15N IE &R 4t -

RSA Al DSA IEWR I T — X L ITARKEH (AHMAH WkRANEHP . &1
EYMWEE, e ALRMAFEEMECEINSE L ZENERE.

RSA fll DSA Nk 2L — LY 4G e B - 2L W E RSA M DSA Ak, 1 %o BEA i — X &
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W, —ERAN B AP TXE BT MmE, RAEMAERLHANS 6N ZHE Lt
s . AR BEN TmE, mAY R se T8 e LR 2 P %S rE S .

FARE D B o RN P AR . BN R P A B R, K O 4 3w A LA B
B4y kAT RO B B . W R P root H AT R A B B, it R A root 4 RE A X X &
.

4 B RSA 43 %t
B % RSA % X, 457 Shell 2R FH# AN T34

#ssh-keygen -t rsa

2 BOR G NAF U YL AL B, % B % B R 32 <-/ssh/id_rsa> RO BRI AL E o 3R R A
—AEHSKSHOLSARB DL, HiaA— XKLL

A TG, AP S N<-/ssh/id_rsapub>; R 5 N <-/ssh/id rsa>. EE, —E A
FAE R R AT N .

il chmod 755 -/ssh it 2 UE H P £ H & F ssh H &0V al ALIR «

£ A # </ssh/id_rsapub> [ W & & il B B #E E % oz & NS £ W
<-/ssh/authorized_keys> 3C ff " . 41 R 3C ff <-/ssh/authorized_keys> A f£ #£ , 7] DL 4t
<-/ssh/id_rsapub>3C £ & #i| Jy iz #2 Hl %5 1) <-/ssh/authorized_keys>3C o
4R DSA FHX

FEA R DSA H X, S6fE Shell #/RFF N8 N NI M@ 2.

#ssh-keygen -t dsa

B RN B H AL BB, B2 <-/ssh/id_dsa>MIERINLE . TN RBA—A5H
POKS O AFEK D4, A — KA

AR, NS N <-/ssh/id_dsapub>; FAE# 5 N <-/ssh/id dsa>. JE®E, — &
ANEERH B RGN

£ H chmod 755 -/ssh tn 2 A& H 7 £ H X T 1 ssh H 0¥ 7] BLIR »

& A #1 <-/ssh/id_dsapub> 1] W % K il 2 A& F E B W oz B W & b m
<-/ssh/authorized_key2> 3 f 1 . Il £ 3L f <-/ssh/authorized_key2> A {7 f£ , #] DL 4
<-/ssh/id_dsapub>3Z ff & il y ik £ L &% b 1) <-/ssh/authorized_key2>3Cff .

BC & ssh-agent

ssh-agent & — MH T HRAAHBW AR . H ZE A H ssh-add dr 2 4 8 & 0 2
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ssh-agent [ 3 272 H, ssh ¥ M ssh-agent SKERIE A, MA SRR EEL T .
£ Shell $278 fF &, 4 NNy 2

#exec /usr/bin/ssh-agent $SHELL

XA, BT Ay 2

#ssh-add
A, MARIMNUEHAODSL. WREE T ALE—NFEHAN, SR sWAGNO4,

A PEWE, DLW EIL . AE R R E xR 1% 6] & 50T T & & R4
PATIX P55 A 2

"= RINHERAT, 4B kroot APl sshiZ AN, REALEARNF FHEH.

4, AT L B OpenSSH ) B J7 ¥4 & http://www.openssh.com 31§ 5 Z 41 E B .

9.3.2 PGP

PGP — Pretty Good Privacy, #& — % T RSA 2 B0 %5 4k & 0 w6 £ o 25 B A4 . AT LL A
G I o s N T R = S e P s R d o S Rl S s 2 A YN TR L = NI D
A5 W81 (0 SR UR o & ik P ] BL 22 4 H R A R AL TEI’J}\ﬂh_ﬂ HIEIEAFEARMREN
REHARMGHEZE L. BRATHENE LT, X—M RSAMERMEWREE L, AT
BT R 44 0 AF SO B, N T R 48 5 .

PGP K645 A\ /& 2 E /) Phil Zimmermann. ‘& B )& 4 7£ T 8 RSA A LK R /) 75 8 Al
fegimsEmR R mEELSGEK, HFHAEHRFAZLMERLYAEEEIH EA 580 % .

WRTEET M PGP WY F1R, 15 U5 A uh & http://www.pgpi.org.

9.3.3 OPENSSL

Openssl & — A~ P WOHOSE 1) 0 2% 77 5, 76 W 48 15 26 19 B 2 R AL 4 2 2 I 4 it T % 4
1 3 18 .

— BB R 4% 3B, i IMAP. POP. Samba. FTP. Apache 2825, 7 #2 4t R 45 i 75 2
XA P #EATNIE, RENIEESFERS A S8 nr. 200Xt T server/client 5 3 HI ik 55 »
& 7 v AR 55 i 2 [A) 38 TS & DL S kAT I, Openssl iE J2 $& i 7 X0 4% % 16 2048 1) — Fb
Iz 7 2

Openssl 1] DA% 3 £ CGSL CORE Jlr 45 4% b, & 77 2 — 2 55 = J7 $2 it i B A 72 )% ok N Ik
it ., MUk, #ijE HTML 80 CGI & i % 5 MR & #8 dt 1T 7 & 4 2L, R 17 X
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HTML 1 CGI I 1E # >k Ui /& 3% B 11 o

openssl AL $2 it T SSL (Secure Sockets Layer) M TLS (Tansport Layer Security)
U s R4, i HAE 4 T apache 7 VR AT E, M a4 T HTTP IR 55 48 00 22 4 1% .

FATALLE] Openssl i E 75 4l &5 http://www.openssl.org K15 Z H 4K E B .

N

9.4.1 Ik P EH

REIE AP NARER

9.4.2 F FAIE(PAM)

M P IE R BAIEREX BB ARG KM 050 E AT AR HLE, 28NS R
G P EER K. PAMAE R LB P OAE R AL, Gl ok N R TS R 80 E B
o, AR RGBSR NENLEI R, AN R A SOR I GIE AL I N AR Y, R E B
[ A = NS T 8 = P 3 NI W 7 R NG T /[ O DA R

2% e B 4
9.4.3 i ] %
9.4.3.1 3T M4 BUFR 4% #1

WS 1.4 THE.
9432 AV ZEHEERKE

b P 2% 65 58 B A PR f) A& 7F Jetc/pam.d/system-auth PR R E K . EX AL F A
H R —AT N

Password requisite pam_cracklib.so try_first_pass retry=3 minlen=1

A DAAE X — 47 J T B n AN B A 9 B A oK A G 1 0
difok=N

XA I WA T SCHT B3RS 2 18 [ (R 2 %, SREEN 5.
minlen=N
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RA B T CEM R REKE, B ERN 9.

dcredit=N
EAEDH T LM P I RN ER CIEFD sLFR (R, stE
N1

ucredit=N
EANETHFEXELH REFRHEI RN LR CIEH) s FR (%), §
HEAN 1.

Icredit=N
EAEDH T LEL P /NG Z Rk ER CIE#D) s TR (%, st
HEAN 1.

ocredit=N

RAEHH T E XEMEPHET AR RSN ER CIESO 8RR (o, st
HEN 1,

9.5 [ K 1% (Netfilter/Iptables)

9.5.1 Bh‘k 8% (Netfilter/Iptables)/ 48

netfilter/iptables(fi] #% iptables)4l B Linux *F & & i & ok 38 B K 5%, o DL 58 a3 A it 3,
AL E ) AR 25 bk B e (NAT) S DhRe. A P ol LR YE B O FF 2 M 75 SRR & By K 85,
TEB KB R e R B AR IPE RS IEREA BB . netfilter/iptables IP {5
BAEEARG T HRE M. JwiE FER XN, X280 0 2 7 5E ST deEn, Bk
Fr 18 A A0 R R T . IX LS R U AE i A T I E B A e R b, 17X 2 R & i fE CGSL
CORE Wiz . fHEMEEGEIEES D, MW B/ H A RATHE K8 (chain) . F3CH
TEGH 10 X S8 B0 DA R e @ ST X e R, R e AT AR R

9.5.2 F L H N A0 EE

L By KRR IR A SRR R B R AU B H R A R E R S B
e 23R4, UBEM KN RZEHE SRR EIE. @M netfilter/iptables & 4t
e BE IR RF IR A 2 iptables, ZEALIXLEHN, JER H B MBI N ZE R EEEBLIEERNK
o KT/ BrE /8N K a0 — BRiEZD T

$ iptables [-t table] command [match] [target]
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#* (table)

[-t table] R 2B F X LHFFERXUELEQMMUMEBEMNEEAITEEX. A =FTHK
FIE . filter. nat Fl mangle. ZET AL L TR, WHRKIEBE, W filter HIEHH L.

filter #H T — MG S BT, ©€% INPUT. OUTPUT fil FORWARD %% . nat % i
T EE KNG RS, €484 PREROUTING. OUTPUT Al POSTROUTING # . R {E S G
Jo oSk ] HEAT T AR T B B, U fE ] mangle o % F A S — SN SR AR IS T R % B AE
B A, % %£H % PREROUTING Al OUTPUT %% .

v : PREROUTING #f & & 15 B & — 2| & B -k 85wt & 2 e 411 /0 8 0 By 41 %,
M POSTROUTING % t 48 & 1E 2415 B & T 5 & JF B K 85 B 248 & AT 80 0 B 28 5%

4 (command)

X &amAh EAEHER command #8 % & iptables v & [ & & 2 47 . Ir

(8o
iptables iy & Z A4, B4, B CRE B DU I 20 BE 9 R R BOM R N . BT 2 B
HI g — & 4y %

> -A Bi--append: 1% w2 ¥ — 2% HU B 0 B OR R .

ZNE

$ iptables -A INPUT -s 205.168.0.1 -j ACCEPT

Z o~ ) Ay A8 — 4 R0 U B in B INPUT 8K B, Mg R HIE M 205.168.0.1 HIfE B
£, 7] LL ACCEPT.

> -D Hi--delete: il i i -D $i5 & % UL HC i B0 0 B 45 € M AR BE R R B S,
A BE OBz B o T TR s B R R 1O R T

ZNE

$ iptables -D INPUT --dport 80 -j DROP
$ iptables -D OUTPUT 3

B A MW INPUT BEMI BRI, & 8% DROP i fEim H 80 HIfE E . 5 ~ % mo
HiEMN OUTPUT BM %5 N 3 9B .

> -P Hi--policy: Zam & EBEMGRE Hbx, B, Fra 58 A 0048 As DL i
I RER SR PR KON o

ZNE

$ iptables -P INPUT DROP
Zm A INPUT B8 A Hini5E N DROP. XEMNKE, WEFMAEE INPUT
EPEH%MIJ%BWIT_EMEME JS )
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» -N Hi--new-chain: M iy & o i 45 %€ 19 4 R B0 & — DB Bk .
ZNE

$ iptables -N allowed-chain

> -F Bi--flush: WRIBER-EY, Zar S WEREPOPAMRMN, WMRREEESL, %o
A M B B AT B b B BT A L . ok 2 BN T PGE R B

ZNE

$ iptables -F FORWARD
$ iptables -F

> -L Bi--list: #1458 € 85 0 B A R
ZNE

$ iptables -L allowed-chain

JLE (match)

iptables 7y & 1 match ¥ 43 (7] & T0) 48 & 15 B 6 5 8 VT fc fr B2 B G ) ¢ AE Cn s A1 B
B Hb M3k PR IEED) o ULECr AW R R 8 A ULEC ARE & T P W UL G . T T & — 28 2L
H % Y A UG R & 37w 1) F0 e B

> -p B --protocol: Z# ML ICH H T & F A E . sl E TCP. UDP.
ICMP. HHEES /3B X =F XA S5 RN ALLCH FHAHIL) . ALL
B ILE. ATMERHIS, ERRAAE5ZIICE. &0 -

$ iptables -A INPUT -p TCP, UDP

$ iptables -A INPUT -p ! ICMP
£ LR os B, X gk i 2 B HRAT A — AR 55 —EAIT4R € BT A TCP Al UDP 15 B 4 # K

HiZMWICee . @id s E! ICMP, RIMITHE LT A X el (EXMIEH T Z TCP f
UDP) , ¥ ICMP HE & 7€ 4«

> -s B--source: ZYHILHCH THREE S QU IP itk 5 EATILA . % 0L K& 1P
XA — L N TP Bk AT UL RS, T RAE RN S, ROR AN S TILAC . B4 R UL
Be 5 Fr A 1P Hhdik VI o 7 3] -

$ iptables -A OUTPUT -s 192.168.1.1
$ iptables -A OUTPUT -s 192.168.0.0/24

$ iptables -A OUTPUT -s ! 203.16.1.89

oA GAEZANE A KA 192.168.0.0 3| 192.168.0.24 1 1P # kb & FH (1115 &
FULE . 28 =4 A e Z M N0K 5ok 8 I ik 203.16.1.89 4h 1 4F 7] 15 & £ UL .
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»  -d B--destination: % H ML LA TR 455 2GR0 H i3 1P bt R 5 & TIL K . 1%
VL HE 3 fo ¥ xF 5 — Yo N 1P M ik BEAT DL, W BLAE A UAF S, RO A 5% T IL I .
ZNE

$ iptables -A INPUT -d 192.168.1.1
$ iptables -A INPUT -d 192.168.0.0/24

$ iptables -A OUTPUT -d ! 203.16.1.89

H#s (target)

H bm 2 i B0 0 45 5 19 A, 0 SO LE 0 DL e 19 15 B B AT IR B 34k . BR T RRVFAL T
€ I A AR 2 Ah, A VEZ R I H AR T . R A A 2 H bR K g i R

> ACCEPT: H¥E R B 5 HHE ACCEPT HArHI M M 5e & VLA, S8 % (REF
FEHRH) , FHeKkEIEESE (BRRZESEOATREREK S —DE DL e,
HHAWRENREWER) . ZHWHIEE N-j ACCEPT.

> DROP: M5 R W5 HAFA DROP Hir MW 5 & Ly, S BHEZEEH®, JFHA
e — B AL . % H AR 4R € Y -j DROP.

> REJECT: % H ) T/ 705 DROP H#x M [F, 1H &tk DROP 4. 1 DROP A [,
REJECTASTERSHBMEFN LB FHEHET . B4, REIECT #4 =7 B & A
SREEBEMKRET . % HBEYE N-j REJECT. il :

$ iptables -A FORWARD -p TCP --dport 22 -j REJECT
> RETURN: 7E ¥ 0U o 3 E 1) RETURN H A5 ik 5 iz 80 UG AS (9 (5 2 45 0k 3 ) 0 3 i

U BE . HREEJE 0 INPUT 2 80 = 85, {8 % 85 10 Bk 48 SR e b 315 B 6.
B #FE € N-jump RETURN. i

$ iptables -A FORWARD -d 203.16.1.89 -jump RETURN

BEHEWZHTEYSSHE MUK HE BFF, 0 LOG. REDIRECT. MARK. MIRROR #l
MASQUERADE % .

TR 77 3
M ERTTHETESLAN W RABNZS, ZEFIFREN, 2EZRXEHN.
Frbh, &AM RMHEARRMERMIGEEULER, ANHEEETI FZEHR

i R X S R, T8 A b 20K 2% B £R DR A7 AE SC AR . BT LU iptables-save i 2 oK fi £ X
#ll_‘l_:—(:

$ iptables-save > iptables-script

BLAE, 15 B 6 vk 3% b i B A R AR B OR A7 AE ST A iptables-script o TG 18 7 B S
T ARG, AT LLAEH] iptables-restore fiv 4 K M £ A iz A SRR B 2IE B AR IER, W
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TR

$ iptables-restore iptables-script

mMAREBREEAEREXRG RGN AR E ZHNWE, W] PR b 48 E KX 5% dr 28R
FEAT — D HT4a AL shell BIA .

9.5.3 335 R B K%

1. K& # iptables MR

# systemctl status iptables

2. e A BT oK S R

#iptables -L -n
3. f & B K B nat 2L

#iptables -t nat -L -n

4. KM BT K HE

# systemctl stop iptables
5. JF 3 B K ki

# systemctl start iptables

9.6 [f ‘K 1% (Netfilter/Firewalld)

9.6.1 Ph k3 (Netfilter/Firewalld) /48

f£ CGSL CORE V5 B — AN A B 1 I () netfilter #% 51 A : firewalld. firewalld /& — /1 &
Guep i AR, WU E M B RGP KRN . BH R T o] LLE A DBus B &R G i K
firewalld T JFum O, ‘& 7] DA 22 B 86 40 52 JT B o O . firewalld 3 3% 7 IPv4. IPv6 Al ebtables
B E . firewalld 573 2 FE R I T firewalld B . X NE1E Basice €37 A& w23, Mk
minimal Z 3 7 AN W 2. REGERINEH firewalld N F7 ki, 1A 2 iptables.

firewalld 72 T 5 W 2% Jil & &Il 5> 4 [X (zones), fii 4k B K86 & B o 4] o — A B A& N1 9 2%
e CURE, 2 MR ¥R U TP Mo hik 0 9 BB B R A BN X 38 (zone) IR B K RE B . A A X 3K
(zone)#P Tl ¥ FF Y B O A A o 11 A0 Ik 45 41 3% .
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9.6.2 X 1 (zones) &

firewalld M #ff 7 — 2L Fl & L X3, LAE & &M H & . BN X33 B 9 public, %%
P& V¥ 20 T ) public X, {H lo 4% 1 #¢ 70 S 2 trusted [X o 1 [ HI 38 W 40 /v 411X 28 [X 350 19
gify), HRAGEHMRTRFECHIEXKAAARNEE. RAFLT, BRFEKER
A7 BT A X AR ST VAR TN B RS A R

trusted oV T B E AR

home BRONIE 24 N &, BRAER W A 3] uh i & B ssh,
mdns. ipp-client. samba-client 5 dhepvé-client It %5 .

internal BRAAE 264 N0 &, B AR /2 ¥ J B ol i & BT Y sshs
mdns.ipp-client.samba-client 5 dhcpvé-client /I 55 (15 home
X AR A ) o

work BRONIE L N &, BRAER W A B uh i & B ssh,
ipp-client 5 dhcpvé6-client i %5 .

public BOAIE 84 Nt &, BRARR W M B W ok i B s W B ssh 55
dhcpvé6-client 2 55 . B hn () W 28 82 11BN & 45 7 L B 0E X .

external BRONAE 4 N &, BRAE R W 2B uh iR & B K ssh ik
% o IPvA 1 U &0 I % X 8 3 k2 B0 3 AN TPv4 W) 4% 2
H b

dmz BRI 464 NI &, BRAE 2 W & B W uh i & BB ssh iR
%

block BRNIE 8 B A1 A8 N R, BRAEZ W 2 B0 ol & .

drop BNEFI AN E, BRIEZW &3 H iR & &2 A0
H ICMP # iZFl ¥ ),

TE - AR RVIE BT A B X R B R OR 4

i& & 4 firewalld.zones (5) Fiit.

firewalld i& ft 45 7 — S8 TR AR 55 - X B8 R 55 n] DL SR 25 5 b 43 45 2 N 4% IR 45 I &

R BT K R o TR A AR AR TR A A 4 Bl K S b XA B T B R R TR IR S B .
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vE oAt T8 A IR 55 BT H firewall-cmd —get-services”fy & & & , HEE

/us
r/li

%

b/fi | gon A My ssh 55 . =8I 22/tep Ui 1 o

rew

all | dhepvé6-client A Hh DHCPv6 % F' i » {E fe80::/64 IPv6 W 4% I i & il it
d/s 546/udp ¥ 1.

erv

ice | ipp-client A IPP 3T ED . ¥ B 63 1/udp ¥ .

S

s samba-client A windows LA SITEI I ER P, WEE L 137/udp
2 M5 138/udp i .

F mdns 4 % DNS inmi@%%%kﬁﬂﬁ 76 41 4% Wik 224.0.0.251(IPv4)
Efj o} & ff02::fb(IPv6) [ it & i it 5353/udp ¥ .

X

.

51 S RGN A B KR %4, WA PUE BT R 2 R IX 4 A A B AT T — S AR L
shell Il A o,

9.6.3 Bi K 3% (Netfilter/ firewalld) it B

& BB KRG B A = AP 3 2y A

B I E M /ete/firewalld H 3% R B B ST
« B BB TR firewall-config;
@ o A 4r 4 firewall-cmd:

VE: firewalld 77 2K i NetworkManager X 70 W 2% 42 I J& T 98 A~ X 38, ] firewalld
fic B Bl oK 85 AT 7% EL 6 NetworkManager #2 IE 7E 18 1T

o B B ‘K 3% (firewall-config)

Kl JE 4 T B firewall-config, W DLfw &8 H & KB KB IEAZAITH . MEFLEMEE .
8 ik % % firewall-config ) RPM L B, firewall-config 1. E A DA My & 47 LT JF, 3L MW
#2722 5.~ Applications > Sundry > Firewall ] f . 415 J2& & 8 A /7 1 F firewall-config
T A% % root %15,

WAL G oME 136



NewStart CGSL CORE V5 RZH FFMt

Firewall Configuration - o
File Options View Help
Configuration: | Runtime v
| S
| Zones | Services
A firewalld zone defines the level of trust for network connections, interfaces and source addresses bound to the zone. The
zone combines services, ports, protocols, masquerading, port/packet forwarding, icmp filters and rich rules. The zone can be
bound to interfaces and source addresses.
Zone | ; | z E : : >
Services | Ports | Masquerading | Port Forwarding | ICMP Filter ' Rich Rules | Interfaces
block
g Here you can define which services are trusted in the zone. Trusted services are accessible from
mz
all hosts and networks that can reach the machine from connections, interfaces and sources bound
drop to this zone.
external Service ]
e 7 amanda-client
int L il -
interna ! sl
puvtic (| ISR—
trusted
ruste dhep
. 7 dhcpvb
¥ dhepvE-client
dns
7 ftp
Connected. Default Zone: public Lockdown: disabled Panic Mode: disabled

I -k 5% B & (firewall-config) & 1

1E 5 K 5 (firewall-config) fic & F2 Ft 1 b, &R 408 B 51 AT DUk #6148 o 24 A 1) 22 FF 22 1
(RAHYIEE. ERZHENT, REEHAKBTFERBERAMNE KAE) WEE, R
J& 1 F| Options > Reload Firewalld 3¢ . I 38 v B K 55 1 2022

0 S B AS O 4 B R JE TP e kb /v T B X Bk, kRS SR B X I Zones TR .
1 45 M ) Interfaces Al Sources #r 25 N 43 7l ¥ 5 W 4% % 1 FJE 1P Hb kb /30 H .

B 11V JRCRE B AE Services bR %% F Ak, BOE I AE 1% X K Ports A3 2 T d I — A H &
SCH B

W B — AN REE B o O ALAE 20 X3 R T RO, &R g R ] DLoE SR B B e )
M %5 o 3X AT BLAE A2 1 32 B IX ) Services i TR SR 58 Bl (AC B BL 20 7% 22 % £ Permanent/7K A
fic & ).

W : £ Permanent(/K A PEBC B ) T 5 (AL T BE o0 R 2 E B S 2h BE B N firewalld i
% A AR, AE Runtime(3z AT I BC B ) i 50 (9 4 f 3 20 A & fR B 4E firewalld ik 55 587 5 30 50
H3FT I A

fic & B K 8% (firewall-cmd)
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XF T8 26 i BF T AF AE Ay 2 AT B R PR B B R SR SR B9 AL, W BLAE A firewalld H)
A 47 ¥ 1O firewall-cmd. firewall-cmd # M 4 £ 4K firewalld £ ] — ¥ 43, firewall-config
AT B R AR AT BLIE 3 firewall-cmd SE 3 .

TH BRI T — 2% H B firewall-cmd 3% W PL K& #3873 &, B dEF6 € T --permanent
WO, JLFRAR a2 KK E. a4 % ZE R --zone=<ZONE>IE T, DL#iE &

AT M R £ X3

firewall-cmd 3% IR

R

--get-default-zone

I BLAE RN X .

--set-default-zone=<ZONE>

wE BN X . 2 SCBR A X S 2 B2 i i G B
(runtime) F1 7k A K i & (permanent).

--get-zones

Bt B A7 AT R X3

--get-active-zones

B Y 24T T AT IR AR AR B X CRAT R T AT
{4 1 EIE TP M ik /e D . LB AT B R 1 e
YR 1P Hb ik /3

--add-source=<CIDR>
[--zone=<ZONE>]

W E e, FrA M IP M hk B &K /7 W G
<CIDR>W M B BB e XH. WREEFMHH
--zone=<ZONE>% Ii ¥g & X 3, ¥ £ H BN X
.

--remove-source=<CIDR>
[--zone=<ZONE>]

M B R = % B, BT A TP Hb kb B M 4% /T O R
<CIDR> (1) it & % | 48 & X 38010 K0 000 B 0 Bs
% H A --zone=<ZONE> % W $5 & X 38, K
f57 I ER IA IX 5.

--add-interface=<INTERFACE
> [--zone=<ZONE>]

W= BB, BB M O<INTERFACE> M it
EE R X . WREE M H--zone=<ZONE>
EIAE B X A, B B X

--change-interface=<INTERFA
CE> [--zone=<ZONE>]

¥ # O <INTERFACE>Y X I <ZONE>K B, IH 1)
KECH B 2 Br o BT A M ¥ 1 <INTERFACE> [ i
B3 45 F X B <ZONE>. W R ® H i [
--zone=<ZONE> & Tl 1§ & X 38, # i H B\ X
.
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--list-all [--zone=<ZONE>]

FI X <ZONE>W fr f SR BRI 1, I,
55 A o 40 R E H --zone=<ZONE> ik Tjl 4§
SE X B, g A BR A X 3.

--list-all-zones

K2 IR Pl A T A X R E R

--add-service-<SERVICE>
[--zone=<ZONE>]

fYF AR % <SERVICE>ME {5 . W R %A 1 H
--zone=<ZONE>¥E T 45 & X 45, # ff H B\ X
o

--remove-service-<SERVICE>

[--zone=<ZONE>]

£ X $ <ZONE> 70 ¥ % £ 7 B B Wl %
<SERVICE>. 1R % A ff H --zone=<ZONE> & Til
o X Bk, KR BRGA X Bk

--add-port-<PORT/PROTOCO
L> [--zone=<ZONE>]

JF 3 11 <PORT/PROTOCOL> 15 o 1 2R % A il
H --zone=<ZONE> ik Tl $& 5 [X 45 , 4 fd H] 2R A X
o

--remove-port-<PORT/PROTO
COL> [--zone=<ZONE>]

£ X # <ZONE> & ¥ # £ & @ O
<PORT/PROTOCOL> wm R’ F M OH
--zone=<ZONE> & Il #§ & X 48, ¥ i H B il X
.

--reload

5O N firewall. w5 (B B % 858 8 B, o3k
KA E .

firewall-cmd 7~

T s B BRA X 38 B dmz, K E 192.168.0.0/24 W 4 1 B A i = 8
fC 2] internal X3k, JFJ& internal X 3k [ MySQL P 25 % [ o

#firewall-cmd

--set-default-zone=dmz

#firewall-cmd --permanent --zone=internal --add-source=192.168.0.0/24
#firewall-cmd --permanent --zone=internal --add-service=mysql
#firewall-cmd --reload
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9.6.4 J& 3 5 5 H B K ik

6. K & firewalld MR &

# systemctl status firewalld

7. KM B K

# systemctl stop firewalld

8. JF A B K 4

# systemctl start firewalld

9.7 &4 it (Audit)

CGSLCORE WA MHHE LR FMHMGE T, WmidxREHHM U . R)E,
FHAMUFFEFXEHE, e TRAEN SO, R s REK, 30858 P
YO R B Y7 1), IX R Th BE FR N it (Audit), CGSL CORE # it Ih 68 i1 auditd IR 5%
M, BEHEITARS, TRH NI DE:

(1) Bc & & it 55 97 23 72 (auditd) -

(2) 7 Jm e T )AL 52 g R SR B R B

G) EahydtE, ERMTAEPREE T REIFITH AT HEL .
(4) 5 A Bl T R R N R H SR A R o A Bl

9.7.1 B & & 7+ 7 $ # & (auditd)

 F 57 7 3 R (auditd) 19 BR A BC B SCF N /ete/audit/auditd.conf, FI PR LAAE B i% S04 E
sl E It E. BB RGN

log_file = /var/log/audit/audit.log
log_format = RAW

log_group = root

priority_boost = 4

flush = INCREMENTAL

freq = 20

num_logs = 4
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disp_qgos = lossy

dispatcher = /sbin/audispd
name_format = NONE

##name = mydomain
max_log_file = 5
max_log_file_action = ROTATE
space_left = 75
space_left_action = SYSLOG
action_mail_acct = root
admin_space_left = 50
admin_space_left_action = SUSPEND
disk_full_action = SUSPEND
disk_error_action = SUSPEND

#i#ttcp_listen_port

tcp_listen_queue = 5

tcp_max_per_addr = 1
#i#tcp_client_ports = 1024-65535
tcp_client_max_idle = 0
enable_krb5 = no
krb5_principal = auditd

#i#krb5_key_file = /Jetc/audit/audit.key

H,

log file
BT H S SO o8 B AR
log format
5 H & A A A%
priority boost
N R Z e RSt RE . AR, 0 RN A RN
flush

ZKEEEHEXHEFRS — KB E T LLZE NONE.INCREMENTAL.DATA 1 SYNC
Z—.. WMP B ENNONE, MAFTEME®RSE kB EERNHTEHEXHF . mREERN
INCREMENTAL, WA freq & W 09 5 5 € 2 K R &2 — R BB O Rl e W R E A
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DATA, & v+ e fH E X —HEZF P K. R E N SYNC, WA RSB HE X,
KAl A o B 2 F B .
freq

W R flush 3 B N INCREMETNAL, ®iFsp4 #2175 2 H & T ar N & B2 ik
) 5% H

num_logs

max_log_file_action & & y ROTATE i Z {r /7 1) H 38 H o 6 152 0~99 Z 7] 1) L .
MRBEERNT 2, WASFEHRHEE. BRIN N0, BWRHENKRATER B E M

dispatcher

BN, mE it AR AR . P TR AR 2 XA
FE P o W] LA e ok it — 25 5 il i R BE LS I B g o B R R A IR AR U AR e AT .
A 0 20 3% T

disp_qos

BEHIRERT S HE IR R EAE R A E N lossy l lossless. W R % E
A lossy, HHEITFVHESHERFZHMENX W (EZNMX RN 128 TF5), Ml kKik%
WEREFPHIANEGSHEEF. R, RE log format % FH % & N nolog, FHMIINARS
HEMAEA . R E N lossless, WILE M A BERET KIEFG A A% HES B @& 207,
WIERTF =S Zm XA 2% 82 .

max_log file

UIRFHRAPRRKHECHREE. YEEXANEERN, 24T max_log_file_action
5 & M Bh 1 .

max_log_file_action

235 B max_log_file ) H & XM KNI R ECH 8 1F . fH 2 212& IGNORE. SYSLOG.
SUSPEND. ROTATE Ml KEEP LOGS 2 — . Wi % & B N IGNORE, Ml 7 H & XX 15 3|
max_log file Ja N BB E1F. W R & E N SYSLOG, WLk vHEEENSHAZASEHE
/var/log/messages 15 N — % & . W& BN SUSPEND, MY LB UHAEERFA2mH
EXHEENHFITHELE. WHREEN ROTATE, W H¥E B e XHEFEE2MBERHECHF,
HRERSAAF -2 HENLZ X, XA EH num_logs 2w . £ XX EN
audit.log.N, HH NZ2—MHF. EMHFEKR, W XHEZ. ok BN KEEP_LOGS,
M £ H &S, HE S 28 num logs 8, WA S M H & .

space_left

PLIR 797 R s W G 5k 2 AL B & o ik 20X AN K SF I, 2 K B space_left_action Z 3
space_left_action
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2 W A 75 8] B IS B space_left 1 HIAE I, SR EUX AN BIAE . A A{E N IGNORE. SYSLOG.
EMAIL. SUSPEND. SINGLE Ml HALT. 1% #& & & IGNORE, W AREIz{1E. Rk E
N SYSLOG, N &% H & /var/log/messages 5 — 2 & EHE . W& E N EMAIL, UM
action_mail acct [ 1X /™ ht & 3% — & B FHB 1R, JF ) /var/log/messages 5 — 2 Z 5 H B
WA % E N SUSPEND, MAFHMEFE+HEXH I EEEHE. R XEN SINGLE, U &
GERH BT, WRKERN SALT, MRS KW .

action_mail_acct

Foor gy ik RN H SR B AR R R b . W R BN, AR
E BN A AR I, HA root. 2 1% % sendmail I AL B A 45 %€ HL 7 HE AR M AR R X B
5 HE A

admin_space_left

PLIE 77 Ron W W 3 2 A & . A X AN 18 Bk & L space_left_action ¥ 2 [ & 3l 14 3))
fE, LLPB5 Ji — space_left action % H ik & # & B AL ] B £ =W X ANE N DT
space_left_action. WL F|IXANKF, N < KE admin_space left action ff & & 19 30 1 .

admin_space_left_action

M H B AL 2 ) &L B admin_space left ¥5 & M E B, W R L 3h /E . 2 {E N IGNORE.
SYSLOG. EMAIL. SUSPEND. SINGLE 1 HALT. 5 iX ¥ 1§ K Bt () 3h {F 55 space_left_action
IR A T

disk_full_action

WMREFEIANFIT XS X W, W RBIXAZ/E. 7T EEME N IGNORE. SYSLOG.
SUSPEND. SINGLE fl HALT., 5 X2 {H X3 1E 5 space _left action H [ [d] .

W R ORIE 3 # A H & SO E, WS A fvar/log/audit/ ) 4 X AT B8 A8 i OF 5 R G AR .
I, @ik /var/log/audit/fr T — AN B L 3 X

disk_error_action

W RS ® i HESES HE SR, R I3 A R R B B E o L {H X 20 & IGNORE.
SYSLOG. SUSPEND. SINGLE fll HALT 2 — . X ¥ {5 () & X 5 space left action 7 [{] #1 [d] .

9.7.2 % 5 W i+ M N

ERnE H N, Al Jete/audit/audit.rules ST A BN O IE .

-a <list>,<action> <options>

> H R L (ist) b FiE R A LR —
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task

BMEFWIIR. RALQEMEFH A M. R A £ &N &5 B (kW UID)
A A BAR AR XA B R

entry

RGEWAHK AR, S N RSB E LSS 8 & A .
exit

Fo MBI AR, HIR W RS L E 2 SN2 A
user

P EE S ERF R . WA P 2 18] 3 045 3 45 o 1F s7 97 R 2 A8 A X A A1) &
HEA PR EA. HFANTFERA uid, avid. gid 1 pid.

exclude

HA RS EREIN R, AT IEREEIAEEINNFES. H msgtype 7 B € &
ARLFBHEFHHEE

> BhfE Caction) DT HKZH L —:
never

AN AR B T 3R

always

SWMHEITETY, BREEHAAEARGZHHZAT, SREERFZHHRBENE — /M
il .
> <options>H] LLALFE R JL A& T P — A2 A

-S <syscall>

W BB T e N RGWM, ZHEEMARAZGAM, WM all 8 R 5 H A
TR WMARBEFMEM TXARGWEA, WIFME — A8 Hids. LUy A R R8N 45 2 2 4
ZGWHME, BMRGRHLIH-S Bal. £MHAMMRMTHEEZ D REHM

- F <name[=,!=,<,>,<=]value>

fRE =M FE. WRA-DHUNEE T Z2NTE, WRAREFBEBAEAGEE
F—AEIEE. BN E LA -F B3, &2 LLiEE 64 MM R HH P 4 A
HuHuERNFB, A RZHMH UID M GID, N <% EA1##ry UID 1 GID L ATULEL . & 1
0BT B4
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pid W ID.

ppid XHEMER ID.

uid M P 1D,

euid A H - ID.

suid  ®wEMH P ID.

fsuid XfF R4 H ) ID.

gid ‘41D,

egid HMH ID.

sgid  WHEY ID.

fsgid XRG4 ID.

auid i ID, BEH P E AL H K ELS ID.
msgtype Vo 2R A5 R R FEHERR IR S K b
pers OS Personality Number,

Arch ZGHHMWAHEBAKRLSE W . BB IEREW, L i686(7 LLIE i uname
m AR )R EIR T 032 KM 32 A HA R, IR T b6d kMR 64 L ZRG A%

inode Inode Number.

exit MNRFFHFPBEME.

success AL WHBIHINE. | XKLH/ 2, 0 R~ B/E-

a0, al, a2, a3 7R RFFZGHAKA 4 M8 . R HBFE

Key WEHKWRICEFMFAMWEFIUTHEREFABEENTIESRE . HB MW LZHRN, KL TFHF
A -k 1% T .

obj_user Ui SELinux F .
obj_role YR [ SELinux fi 4.

obj type YR SELinux K,
obj_lev_low % SELinux i 2 4l .
obj_lev_high # i [*) SELinux &1 ¢ .
subj_role #F£)¥ 1 SELinux fi t&.
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subj _type #2711 SELinux &,
subj_sen F£7 [ SELinux /& .
subj_clr F2£ ¥ f] SELinux % 4= % jj| (clearance).

-a I IR A ROR RS IR o 1 B R IF S A, AT -A B ffe-a. M BRI A A
MR, -d B He-a. EEMIER AN, WHEE-D LT, w1

#Record all file opens from user 501

#Use with caution since this can quickly
#produce a large quantity of records

-a exit,always -S open -F uid=501 -F key=501open

#Record file permission changes

-a entry,always -S chmod

GRS U SRR SN R

type=SYSCALL msg=audit(1168206647.422:5227): arch=c000003e
syscall=success=no exit=-2 a0=7fff37fc5a40 a1=0 a2=2aaaaaaab000 a3=0
items=1 ppid=26640 pid=2716 auid=501 uid=501 gid=501 euid=501 suid=501
fsuid=501 egid=501 sgid=501 fsgid=501 tty=pts5 comm="vim"

exe="/usr/bin/vim" key="5010pen".

9.7.3 {3 F i M 3% 304

CGSL CORE 1 R4t nn & M M XM H F. 8k & W% 28 E— D SOk
Hxb, mfbliiEwHmAER EREREEDE, . FTHF. 55 MHPAT.

R/

/etc/security/ -w /etc/security -p wa -k ETC_SECURITY
/etc/selinux/ -w /etc/selinux -p wa -k ETC_SELINUX
/etc/bashrc -w /etc/bashrc -p wa -k ETC_BASHRC
/etc/profile -w /etc/profile -p wa -k ETC_PROFILE

Horr, -w R R W % (watch) )0 R, B FF B LM S0 aH 5 -p H T 48 @ W E 1 3h 1k,
wa K 78 W& “write” Ml “append” s /E, B 24 8% W 52 6 R &k A “write” Fl “append” B /E B, il %
AR HEITHEFE: -k H T EARFMNUE key, B %8 7 7] LU 38 55 € M0 AH K
M HEAE R

WE G IE S, auditd IR 55 K MR A B AL, XF 4R E SO H sk AT AR, IR R
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A # F H EE B BN Id & T /var/log/audit/audit.log 3R, H A AT LLB S Z H & &
EHAMNFITELE. BT IR HE T EERLEK, A LLF Hausearch T H i@ i & v £ 0
% E M key R X & THE BT ME, FBMHPREMNEE, W WRFTEEE fete/selinux/
H Sk AH R B TS 5, w7 BUAE A o Ry A SR SR EL

#ausearch -k ETC_SELINUX

TR AR R B H S W E

time->Mon Dec 20 10:16:05 2010

type=CONFIG_CHANGE msg=audit(1292811365.978:24): auid=4294967295
op=add rule key="ETC_SELINUX" list=4 res=1

PeoR W RAEIE AT 57 Bk R i T 2 i B SC A Jete/audit/audit.rules & SCH TE U,
M 250 22 CAAR F P & fr H systemectl auditd restart iy 2 8 F & 24 -

9.8 HERG

AGHEZRFAGZEFMWEZLXILH . CGSL CORE #1E R G RM T 5% E 1
FGaHEKR, HEUXARBHEFERHDES, AP E8xHE. AP RERE. RgMEae
T AGHIHHESE, ARERGZEHEMFNLR. o0 BERMKTH IR CE.

9.8.1 jENL HE X

KZHHE XA T Hx/var/log/H 3 F o — 2R AP, W httpd, samba 55, X
se R P = b AE B SR /var/log AR G AN AF TBOR R B RE e H OGS SO I E 3.

EABRHEXHMEZRd, BN MHEXHEOHA - MR FRS, Xk
WS RAEGNMEBE MG RPN, N ARE TEEFEXSENCHNL T, RE
R R B ) SRR A B . B, B EANHE SO A F A logfile, B 1%
B SC AT RE Y i logfile. 1+ logfile.2, MK ULZKHE . W& A — ik, I HRAF 8 B 1 H
4k 2 — A logfile.8 X H K H logfile.9 X . & & B % logfile.7 L4 7 i logfile.8
A, logfile.8 FRRMI BB E T . A THEXHENEBREMSH, G NHEX
HHEAZIR K. HEXHEREEG — A cron ST L, &K B /etc/logrotate.conf L & 3
ff Fl/ete/logrotate.d/ H K P AL B XA S HE X H TR . BRAKBL T, B%H
MAh—RE, HERGFABM N 4.

K2 B HE AR SCA AR, R EREN AR S &ETEE, flW
Vi, Emaces T H % . FEHEXH A HERGETN AR EE, BB ABKREK root k7 7
CLE R 4K 2 50 H &S0 .
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9.8.2 EEHEHH

/var/log/messages H E R Z O RGHEXMH. EBE T RARBINKWIFHE, UL
ARG IBATH I AR & E . 1O 53R . P24 R AL H A R G4 R 88 & iﬂi?ﬂ“/l\iﬁ:qjo
HAbAZ B, WIS NE & U~ root, ﬂjfﬁ_iﬁﬂﬂj w8k %% 1B fE 38 1T, b DHCP
%% %%, 7T LLAE messages LA M E B M IES) . B, /var/log/messages ﬂffﬁiﬂlﬁ& 2 Wi
W e Z A H B .

/var/log/secure HERH P EXEEHEXH. EQTHAEXEHEELR.
/var/log/maillog H & /& 5 45 (052 B & o 60 & 000 R 55 48 109 A 36 A 2 e s 1 15 5. o
/var/log/dmesg H & & R F 0 H & .

/var/log/mcelog HE R WK RGBT P KI KB4 RE IREL, B8 NFHIRE, o

%ﬂ: _«éE[:i:

9.8.3 rsyslog

rsyslog /& CGSL CORE V5 iR A BN 10 H &5 A, rsyslog 52 — > syslogd ] £ £ %
WERAR, EREHA T MySQL F15¢ 4 nl BC B 0 f oA X CEFE KRB B M3 FFE.

9.8.3.1 rsyslog B &

rsyslog it B C 1 /& </etc/rsyslog.conf>, Wl N /44 H AR E .
/etc/rsyslog.conf MR 4 a1 T 1 4% = & XHL N -

facility.level action
& MER NIE

facility.level ?&Hﬂ%ﬂﬁkﬁ'} seletor CiEFE55MF), 1% 4% % 1 M 3 /E 2 18] H 25 % 81 tab 4y
BIF. #5 M ETR, TaffaE Bk

B facility (& %&)

facility &8 X HEH B HE, Hal 8 H M key A :
auth — i1 pam_ pwdb & %5 [ A iE 1% 3

authpriv. — {0 $5 F A5 B 40 F 7 44 76 A (9 D E 7% 30
cron — 14 cron fl at KK IHRIESEE
daemon — &5 inetd “FHHEREH LM G G B A
kern —WEZMEE, HAMET klogd i
ORI AF85ME 148
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Ipr — 54T EBVR %A KM E R

mail — 5 H FIAHHF LHER

mark — syslog W ¥ ) fig H T 2 B i [a] &k
news — K F BT IR 55 3% 1015 &

syslog — M1 syslog E R HI5 B

user — M A PR T A RIS B

uucp — M uucp ARG L
local0-local7 — 5 H & X2 5

* JEEFINERER T mark LLAMO BT A hRE

W level &5 (REH)

level & X8 B % R R 8 o 4% ™ 5 R i v B0 HE 500K -

emerg —1Z ARG A H, %[ panic

alert — % % 57 B W 18 o ) %% 1

crit — PH 1k 228 T H 507 R Gt T RE S WL A R Ok

err — PH il T H B3 26 7 R G5 4 T AR S LI B R A F, %5 error

warning — W EEE, %[ warn

notice — F A7 H 1k ) 8 X% 1

info — R HEE R HHE

debug — A0 & R B 5% 1R 8RR K Al S B

none — & H EEY, @E T HH

* FTH Y5, BRT none

B selector M &

LN B RS e facility A level 3E 2 7E — 2 U BN selector CIEFE ).
A LU o e R B E LB AR A . B =AM

*— AHERER

= — T, UNEEARRLRNHERE)

G
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D — AET, AMREHRHERE BRI

W action (ZEh1E)

H AT R A% 1R I A B S R, TSR AT R T 3 1E

file— 4 & H & STHF 1 48 5% B% 42

terminal B{ print — &I B # A7 BIFAT WA PR E LT, B Wi /dev/ttyS2

@host — i # 1) H &k 55 4%

username — KL R AN CH P EEE Od, HZH P BAE LRSS R4+
named pipe — &% | Wi JE ] mkfifo @4 KA M FIFO ST 45 %} #% 1%

% 4 -

*.info;mail.none;news.none;authpriv.none;cron.none /var/log/messages
#HEBREMA . FEAL. BNEE. TRMNEFSFHINFTFEDNEYN B H SN messages X
(ke

mail,news.=info /var/adm/info

#HEB M. FEA P NBEBHEHEBEAN infoxXF, HMaFEEATA.
mail.*;mail.!=info /var/adm/mail

#T MR 4 B BR B ARV B AN B N mail X

mail.=info /dev/tty12

#OE R BN B RE D tty12 KM K&

** @finlandia

#EFEREEH FH 3 finlandia =4l (Bid/etc/hosts B dns fi# #ff H IP 4k )

P BT BAYWREIMGAEASZHFEATREZTURME, WP 2R ITEmBAGEH, #FH

% rsyslog 49 F # W .

9.8.3.2 B E rsyslog BWZER L
B¢

W

BRINTE OL T 5 rsyslog #ERE /& AN BE 45 52 Jofh H 8 iRk 55 4% A0 SR il B A o i i 5
RN Z %, sl R H SRR .

N
/]

1& M /ete/sysconfig/rsyslog L/ ) SYSLOGD_OPTIONS AL &, H

-t FTIF R R AR H S R T fE
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x : R BN X HE MRS #H K FQDN 5 B, X A8k 4 DNS A 58 B B 7 5k [ K
R s

-m ;B syslog B9 A mark JH B 5 A EEI E (0 KD, W0 240 Jy EEFE 240
O3Bl H N — R “--MARK--"1 B ;

¢« AT IF AR A

CGSL CORE ¥t il 1E W F, /etc/sysconfig/rsyslog SEFRAC B XS BN -

SYSLOGD_OPTIONS="-c2 -r -x"

& o ie B IR A7 Ja B A 55 B ) A AR 2

#systemctl restart rsyslog

BPHLA B Id 2 2 rsyslog.conf, & XENE N @FEHLEL 1P, B AJ k% H EAE B 2 A&k
% m

9.8.4 Logrotate

logrotate & CGSL CORE R4 HEME M T H., el H, K4, MRS HE X
. BRIN Y logrotate # il A cron [ /etc/cron.daily H fE A & H AT 5 $ AT -

/etc/logrotate.conf Jy H BRIA AT B SC A48 & A H E TR ER AR . Jete/logrotate.d/*
9 /etc/logrotate.conf BRI & H 5 Ho v SCAF B 2 B logrotate 32 B . 48 W & > H & 301 0 %¢
JE RN . var/lib/logrotate.status H BRI\ id 3 logrotate b R 56 4 H & ST 09 B 18] .

logrotate MJAC B CfF & /etc/logrotate.conf. FE U F K

¥ T Re # iR
compress Wi gzip KA UK HE
nocompress ANFEEGN, HEXANSZSH
copytruncate M T 4T - i B & S0fF, 82480 H & & 0 IF ki
nocopytruncate 2 A 1B ST E R A B

create mode owner group % i SCAF, AF A 45 € W SO G & B 19 B & S0

nocreate AR H &S
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delaycompress

nodelaycompress
errors address
ifempty
notifempty

mail address
missingok
nomail

olddir directory

noolddir

prerotate/endscript

postrotate/endscript

daily
weekly
monthly

rotate count

tabootext [+] list

dateext

5 compress — & H B, 4G H E SO BT — KA
I A 46

% i delaycompress IE Wi, %% [ AR 46 .

LA B A R (E B OK X B4R € () Email Hb ik

B A S 28 S0 M 1 B i, X A2 logrotate [ B Ik T .
R SR AE AN

85 % 10 H B SO R % B R € 19 E-mail ML

R H &S A AE N BN 1% S R

Bt R R 1% H &S

Bt Jm M H A& SO IR S 1O H %, A TR 2 T H S S
PEAETR — A S R 4

B fif Jm 10 B B ST A 2 i H S SO A — A H % T

5 5 A LU 75 22 PAT I dy 2 AT DU I A X, I A &
B 0 Z5UEL R AT

12 B fiff LA /5 2 AT 10 & T DU R A X, XA R
B 0 Z5UEL R AT

15 € ¥ il B9 8 R
15 € ¥ il JH 0 O B A
15 € ¥ fif A 98 2 A

6 € H & SCIF M BR 2 A et 1 B, 0 FRIRCR &, 5 4R
fRE 5 &

ANk fR R Y OR A O, B A Y R A
f&: .rpm-orig .rpmsave size size 4 H & X 2 A 5 2 W)
KNI A e ff, 7T LLAE € bytes(BR &)L 2 K 5l #H M

i A H AR A A 44 2
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dateformat lic & dateext ff F, BIRA T —4THI, & X XHUEH )G
B S 4, AR & dateext 8 H , A CHF %Y %m %d %s
XA = 5

CGSL CORE ' logrotate @t 4 [ lid & 1

# see "man logrotate” for details

# rotate log files weekly

weekly

# keep 4 weeks worth of backlogs

rotate 4

# create new (empty) log files after rotating old ones
create

# use date as a suffix of the rotated file

dateext

# uncomment this if you want your log files compressed
#compress

# RPM packages drop log rotation information into this directory

include /etc/logrotate.d

# no packages own wtmp and btmp -- we'll rotate them here
Ivar/log/wtmp {

monthly

create 0664 root utmp

minsize 1M

rotate 1

}

Ivar/log/btmp {
missingok
monthly

create 0600 root utmp

rotate 1

}

# system-specific logs may be also be configured here.

m BRGNS BT

WAL G oME 153



NewStart CGSL CORE V5 RZH FFMt

weekly: f8 & A 0 H & X & G — Ik
rotate 4: F5 € ¥ G SCH IR E 4 Iy

create: 15 3€ logrotate H 3 & B M H B XHF, B 0 H B S0 B A MR R STF —FF
B PR

dateext: f H H WI{E Jy fir 44 4% 5

include /etc/logrotate.d: i T o ¥F & 4t & P 51 418 4> #1 2] /etc/logrotate.d H & F JLAN A
M fE R, PR — AN FEPEE ..

B OAHEENXHEERES L

SHHENEEXMHEES R, N LB 752 S H ¥ #/var/log/wtmp . 4% %E
SC AT AE ) 2 Kk R

Ifull/path/to/file
{

option(s)
}
N2 B H B i /var/log/wtmp — IR

#Use logrotate to rotate wtmp
Ivar/log/wtmp

{

monthly

rotate 1

}

Logrotate R A 42 4% R AT, 4E 55 1T X A7 I AE /etc/cron.daily/logrotate 3C AR B, 4 2R 77 22
1& % logrotate 37 B 42 &%, #4447 PA T fir 4

#logrotate /etc/logrotate.conf

9.9 IREZ &

CGSL CORE # 4t Jyipi a2 F 7 & SR BRIN A 30 7 A0 6 e 55, 10 4 ok — € 1 = 4 KUk, ]
DB MR R GarX Rg Mk ST . OfF: REWEZ. FLEAMREERN; &
EARAGMRFAESBTEMNTHBINBEANHEI; E£REFNNBNEATEE RS ZHRAER
gt o s i BRI S B 1R 55
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9.10 f%%0iEIE & £ (ipsec vpn)

L

9.11 SELinux

9.11.1 4

SELinux f& {8 linux 1 { i — Fi 4 1 U7 17 £ ) Bl 1 19 9 BL . SELinux Ky 2242 0 7 % F 3
B, WA R TR, TR G R, B e

9.11.2 SELinux ] T/EH &

SELinux s& X H LSM 77 X4 i 3] Linux W ) 22 & 248, A linux R Gt 7 MAC,
BT B S MR R s U7 ) A 7 20 A& S8 Linux {8 W& — FhE S U5 A 35 6 7 1
----DAC. fERXF 7NN, FE—H @7 MR H st RIMA &P A B, w7 A X
MHPRHZX AP CE. EEOEXNR. KH MAC BTN Z T LR R 4
fo 52 — LT R 1) BO% R N R RN R SR .

SELinux A RGP INEE—DHP . NH .. RN & XU R, 2R 5 81X 2 52K
A B A HE L AN, 7R RS & MR ERE S T

Wi 9-1, X FFESE VT I A R G 4R 0 SO SR U R 6 RV AE SR, AT A R
I I 5 IR S5 AR T AN E K, BB VT N A A AVC T AR E T A A K ZIE R I
WMARAH, B ZER KRR ERERFVIN: WRKAE, B2k B8R 2 20k 5 8 20
M RS AEFE P R BB E A R ZIERMER . WRA R A KR, starnmE, &0,
¥ EEEY M, JEHE “ave denied” KM HE S F|/var/log/messages 3L H .
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var/log/messsages

aveo denied
.

Hias ok T~= | wiane
ey | T )
=5 1518
AR & 22

|

Wi Es | Y

9-1 SELinux F{) T. 1 & 3

9.11.3 SELinux &4 LT XX

SELinux % 4t 1 1)t #2 F1 SC AR #8 45 i T SELinux 1 £ N3¢, AN ETFTXAE TIF£3)
AHEBAER: SELinux fl /. M. KRR Zo 5. X4 BN SCH Rk B U5 1) £
i R 5K

HEMEEEECHFERA RN 2 E TR IER, LA Is a2 00 “-27 E I, 4o

# clear

#ls -Z |var/lwww
drwxr-xr-x. root root system_u:object_r:httpd_sys_script_exec_t:s0 cgi-bin

drwxr-xr-x. root root system_u:object_r:httpd_sys_content_t:s0 html

F B, FATWA L@ “-Z27 @ ml, REREHEEMNZE BT
[root@localhost www]# ps -Z |grep bash

unconfined_u:unconfined_r:unconfined_t:s0-s0:c0.c1023 17605 pts/4 00:00:00
bash

WAL G oME 156



NewStart CGSL CORE V5 RZH FFMt

SELinux | T ST 4H 5 -

SELinux user:role:type:level

user----% /~n & — /™ Linux & gt A /7 ## i SELinux M1 # g me & 5 — 4> SELinux A /7,
K WAL Linux A P AT BL4% 7k SELinux H 2 U5 ) ACRR o 3K AIT A BLIE I semanage login —1
4, kR&EFH SELinux H /7 Linux H B BLE X &, W Frx:

# semanage login -l

Login Name

SELinux User

MLS/MCS Range

__default__ unconfined_u s0-s0:c0.c1023 *
root unconfined_u s0-s0:c0.c1023 *
system_u system_u s0-s0:c0.c1023 *

Service

role---3& /K SELinux K H 1 2 T f 6 19 U7 W #% H ML o 1 role /&2 RBAC MLl 1 — A
J& P . SELinux FH ' # #Z A N 0 B2 0 o] U5 i) 38 . BRIk, ff B 2 38R SELinux A P 2 T8 B &
WA . @It A e DLk g SELinux A 7 0] DLE N B 283 . 1] B 2 W€ T SELinux H S A]
DL 7 [ R 6 o R 2R A .l G R AL 1) R DA R A PR 4 B XU .

Type---3& 7~ 5 A & AL g i HLAI 09— AN @ 1 o X AN A g 7 b B 2R A SR 2R A
SELinux HL i #0088 2 SC 7 28 84 18] BAH U5 ) o 35k 7 1) 28 2R B3 2 4 () AH L U7 1) R U AN
VFAl o A % SELinux HLE RN 8 VF 0L T, A o vF Bk i v5 8 & A4 .

Level---2¢ %] & MLS f1 MCS #L | ) 55 — /> E 2 8 ¥ .

9.11.4 SElinux FIC &

CGSL CORE V5 1, SELinux A PL{# ] /etc/selinux H 3% P CE kTl E . H,
/etc/selinux/config X 4 & SELinux [ £ AL B ST, 2 o] L6l R & T — &k a3 i 72 A 2 A\
NN, UAREBITEWMANMERNT. HVHENEWT:
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[ root@localhost sysconfig] # cat fetc/selinux/config

# This file controls the state of SELinux on the system.
# SELINUX= can take one of these three wvalues:

3 enforcing - SELinux security policy is enforced,

i permissive - SELinux prints warnings instead of enforcing,

3 disabled - No SELinux policy is loaded.

SELINUX=enforcing

# SELINUXTYPE= can take one of these two values:

i targeted - Targeted processes are protected,

3 minimum - Modification of targeted policy. Only selected processes are pro
tected.

3 mls - Multi Level Security protection.

SELINUXTYPE=targeted

[ root@localhost sysconfigl # ||
K 9-2 SELinux ¥ i & 344
/etc/selinux/config Al B XA SE b & I &, — Wi SELINUX &I, nf Lz
enforcing. permissive 1 disabled 3 MMEH, 7 7 Foxomf| . B & MZEH SELinux 3 Fl ik £ .

Enforcing--- 5 W% #% 5¢ % $ 17, 1X /& SELinux ¥ 3 BRI, Bi%7E Fr A5 ZoR #8558 19 Linux
ZEVERBRERGHEN .

Permissive---SELinux % B 8 W A # ot P A7, M, REedZEXELMHELE, ki
Z 4, SELinux A& RE %M, XA H AN — AR ut 6% A H .

Disabled---SELinux Wi 58 &KX HK, RARFEHINERBANARAEA 24T
disabled #i 30, X ML AT permissive 1 30 H BT A [F] permissive % 35 SELinux W # 4F 1
e, BASELEMY I, REZ#HATHZ, £ disabled U~ , SELinux ¥ A & H £
e, RAAERmIE T AMHZEAEN, i, HREERBIEHSEx 250, B
7t permissive B X WG Al fe KA X M, sH - A H SELinux.

J— AN E D& SELINUXTYPE,E #] PL 42 targetdv minimum Al mls =~ {H . Targeted &
AR RT K Z B T BE R B IR, RO e g IR 55 AE # SR s BR B R € 22 4T 3T P . Minimum
TR XS target HEIE HEAT 12 o, HUXF G E B9 HERR HEAT IR HF . MIs R B A BE TR B o B A R ng
B ] & Bl AL 1) 22 4 3k s

HAh, & W LLAE F setenforce iy & SE B (912 24 SELinux 112 17 8 =
/ust/sbin/setenforce 1 ¥ B SELinux % N enforcing 1% 5\

/ust/sbin/setenforce 0 ¥ B SELinux i N permissive 1 i

9.11.5 @315 x4 SELinux

1. ¥ & selinux HI BT IR &
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# sestatus

SELinux status: enabled
SELinuxfs mount: Isyslfs/selinux
SELinux root directory: letc/selinux
Loaded policy name: targeted
Current mode: enforcing
Mode from config file: enforcing

Policy MLS status: enabled

Policy deny_unknown status: allowed

Max kernel policy version: 28 & & B Kk 3% nat HL
#iptables -t nat -L -n

2. selinux i2 17 7£ permissive # 30, & W Jj ik

SELinux 7£ Enforcing 112 17 1K 25 B

# setenforce 0

R TERERGERE )R, WEFEKRIRE.

8 k12 M /ete/selinux/config BC & SCfF, 2 SELINUX 44 permissive, FH H J§ R4A

1# cat /etc/selinux/config

# This file controls the state of SELinux on the system.

# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.
# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux policy is loaded.

SELINUX=permissive
# SELINUXTYPE= can take one of these two values:

# targeted - Targeted processes are protected,

# minimum - Modification of targeted policy. Only selected processes are
protected.

# mls - Multi Level Security protection.

SELINUXTYPE=targeted
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RGBT UM RGEET A, WERFEADRE

3. selinux i& 17 7£ Enforcing #20, H W Fh 7 ¥ -

N

SELinux £ permissive K1z 17 IR & B

# setenforce 1

R TEsERgG R, WEFEKRIRE.

8 12 M /ete/selinux/config BC & SCfF, 8 SELINUX 244 enforcing, FH H 5 R 4t

1# cat /etc/selinux/config

# This file controls the state of SELinux on the system.

# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.
# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux policy is loaded.

SELINUX= enforcing
# SELINUXTYPE= can take one of these two values:

# targeted - Targeted processes are protected,

# minimum - Modification of targeted policy. Only selected processes are
protected.

# mls - Multi Level Security protection.

SELINUXTYPE=targeted

RGBT UMERGET G, WERFEADRE

4. selinux iz 1T 7F disabled #£ 3, B W f k.

I8 i & 2 /ete/selinux/config At B S, 8 SELINUX A disabled, I HJH & 4t

1# cat /etc/selinux/config

# This file controls the state of SELinux on the system.

# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.
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# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux policy is loaded.

SELINUX= disabled

# SELINUXTYPE= can take one of these two values:

# targeted - Targeted processes are protected,

# minimum - Modification of targeted policy. Only selected processes are
protected.

# mls - Multi Level Security protection.

SELINUXTYPE=targeted

RGBT UM RGET A, WERFEADRE

9.11.6 5 SELinux XK H £ 3x#4

SELinux (1 $R 5 #8422 47, U fo ¥ 8A Fo ¥F 07 8 o 31X 22 A7 B K 9 15 1] 1) B 22 47 CAVC) .
2 SELinux FE 4 U5 W, XAELHE B Sl x. XMEE WK N AVC FN7, JIF H AR
e R, BRI B R B AR KA E .

S AP HE R ik AL E

auditd Jf )3 /var/log/audit/audit.log

auditd % M ,rsyslogd JF J& /var/log/messages

Setroubleshootd,rsyslogd, fl auditd Jf 3 i /var/log/audit/audit.log ™ & + [ 5 19 5 &
W B Kk 1% 3 /var/log/messages H &

2k L X Window [ 7 18 7 CGSL CORE V5 B}, CGSL CORE V5 # £ 1 SELinux
Troubleshooter T. B 0] DL VE 40 i) 4> #1 SELinux AN 4 8 45357 i, 35 R 0] 8 42 4t 5048 37 9 11 3
fift 51k .

{fi F§ SELinux Troubleshooter T. H 2t & i % SELinux JE 4445 il (U VE 4094 & o 2 M 5 10
rtRa#shEAER, AL INHAERFY > [23]) -> [SELinux i EH KR T A ]
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) 4%

CGSL CORE R4 N H 148 K 73 s #8275 ZEAEH M4 ), CGSL CORE R4 fit 1
SEEMME LR, NAPRMBITFEAIMNERS. A% EENPH CGSL CORE & 4t 4 M 4% 1
K H .

10.1 MK E

CGSL CORE V5 JF#f, BRIAA A A etho. ethl & Fi &M K& &, MR 4% KEMHE
PLR B4

Ly BT 8 42 R AR M R I dr 44, EL A enol

2. BT PCILY el ik W R ix & a4, L. ensl

3. ETERZLSHmA4, W enp2s0

4. T MAC MLk dr 44, EC 40 enx78e7d1ead46da

5. HoAb sy, KMALEG T Adr 4, U etho

10.1.1 f# F§ NetworkManager iR 55 & ¥ W 4

Ji 2] NetworkManager:

#systemctl start NetworkManager

i & NetworkManager:

#systemctl enable NetworkManager
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10.1.1.1 NetworkManager Ik % 4% &

Lo — AN B2 6 B — A 2% 3 1

2. —REXTHEIARENMERES BN EERAN —NEEMFE, — A& AFE
2 AN E B

KINISUCE R U Sl I A0 N U i G Sy QPG el e 2 o P N R I L - T A M2
AT

4, T ANEBEAFLSIHAE A LA — A ME— ) ID;

5% B AR R K A AR R L B S PR A7 TE /ete/sysconfig/network-scripts/ifcfg-NAME,
NAME Xf 2 % AR L () 2 4% 0 42 Bk, 1% SO 76 & B v 5 3 48 B

6. fEMARRE O, WA nmeli B nmtui T H A1 %A g 8 E 81

10.1.1.2 1 F nmeli TEEHE B W%

Nmeli T B E W% H5 a2 dEH K, BTl Nmcli 7y 2 AL & T4 RS2 #F tab
AN A . B Nmcli dev status BH MW R &EE, WE 10-1:

10-1 nmcli fn & EFEM R E KRS

Bl SRR 55 88— Jb A 3 e K, MR B2 ethernet, R A . Ens33 X B M
A AR B 4 PR ens33, A LB SC M 4 1E
/etc/sysconfig/network-scripts/ifcfg-ens33. 24 /etc/sysconfig/network-scripts/ H 3% F % A # F
XL B A A BRI, &R ek R 4 C 0 BRI B2 A 9 40 - “ Wired Connection 17 F1“ Wired
Connection 2”7, K /x i ] DHCP 3R H IP.

7S 00 09 2% 3 #Z AF : nmeli connection add A R H TN — AMEEM, HENKE AR
¥ 5 ON BN R ifefg SO IRINEBEEN, AEMAHCEFENZK. LT 42850
—ANEE R, IR BB A DHCP 5 :USKEL IPv4 Hh bk, 710 B SO AR A7 B
/etc/sysconfig/network-scripts/ifcfg-ens net5 1.
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# nmcli connection add con-name ens33_net5 type Ethernet ifname ens33

BCE ARSI E AR, A BN 4y 4 i B T € TP

# nmcli connection add con-name ens33_net5 type Ethernet ifname ens33 \

> ip4 192.168.5.110/24 gw4 192.168.5.1

E: MR ES S 2B, F 21 A nmcli connection up nes33 net5S H H % F 4 A A Ko

& o P 25 e B AR N A B T vi DR E B g R B N N ifefg ST AL, I8 AT AE A nmeli

T RS 17 % 8 AR £ . 4T Nmecli connection show con-Name #y %, A L& FH X M

)

connection M SE, W FK 10-2, AFIAREESHI, LS HE.

auto

manual

{ip =

8
B
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i

(unknown)

Kl 10-2
R EAAELSEI, W& ens33 net5 iX /™ connection {J IP M hik, = % Wi &

ipv4.addresses, AT LA N dr 2B 0L

nmcli con mod ens33_net5 ipv4 . addresses "192.168.5.120/24 192.168.5.1"

E: AR IP B, 2% ipvd.method % & A manual.
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MEFEREZANE, 8”7+ 5%, Lok 8 % H DNS, i HE S B2 ipvé.dns

nmcli con mod ens33_net5 +ipv4.dns “8.8.4.4”

MR, WRZEMEREAT, A -7 5
NERAE T nmeli MAZ L ifcfg-*H i iC B 77 20 % H

W TR W T - W W AT, | R . T T e

nmcli con mod ifcfg-* file

ipv4.method manual BOOTPROTO=none IPv4 addresses configured
statically,

ipva.method auto BOOTPROTO=dhcp Will look for configuration

settings from a DHCPv4
server, If static addresses are
also set, will not bring those
up until we have information
from DHCPv4.

ipva.addresses ipnnnna::gz.a.z.i | Sets static IPv4 address,
"192.0.2.1/24 PREFIXD=24 network prefix, and default
192.8.2.254" GATEWAYO=192 .8.2.254 gateway. If more than one is
— - - - set for the connection, then
instead of @, the ifcfg-*
directives end with 1, 2. 3 and

S0 0.
ipv4.dns 8.8.8.8 DNSB=B.B.B.8 Modify fetc/resolv.conf
to use this nameserver.
ipv4.dns-search DOMAIN=example.com Maodify fetc/resolv.conf
example.com to use this domain in the
search directive,
ipv4.ignore-auto-dns PEERDNS=no Ignore DNS server
true information from the DHCP
SErver.
connection.autoconnect | ONBOOT=yes Automatically activate this
yes connection at boot,
connection.id etho NAME=eth8 The name of this connection.
connection.interface- DEVICE=etho The connection is bound to
name eth@ the network interface with
this name.

Nmcli networking offlon & & JF ¢, # il NetworkManager [ % /¥ 2% [ & #UIR & .
Nmcli con down CNAME J& i 3£ — /> &b - 300E R & E B4 CNAME k&, 1 7 K& 7
FREENWRGHHBRINADEFRERE, TUAXAGLSITE, TRRXESHZ up 7. fF
H Nmecli dev dis IName 7] LA 20 Hb B HF Fi5 9 0, DABT 1k B 3 i 5 .
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10.1.1.34F A nmeli 81 W K45 &

Bl 2 bond ¥ %

# nmcli connection add type bond con-name mybond0 ifname mybond0 mode
active-backup

Connection 'mybond0’' (4db6cde4-2757-40b8-b866-7ec931b46e70) successfully
added.

wm T Wk

# nmcli connection add type bond-slave ifname ens39 master mybond0

Connection '‘bond-slave-ens39’ (b75ce31e-dd12-4b4d-8249-e53e48a3aabb)

successfully added.
# nmcli connection add type bond-slave ifname ens40 master mybond0

Connection 'bond-slave-ens40’ (ad9e9479-d20b-4a39-af17-5659e9256f40)

successfully added.

2 & bond Al X B T M E

# nmcli connection up bond-slave-ens39

Connection successfully activated (D-Bus active path:

lorg/freedesktop/NetworkManager/ActiveConnection/5)
# nmcli connection up bond-slave-ens40

Connection successfully activated (D-Bus active path:

lorg/freedesktop/NetworkManager/ActiveConnection/6)
# nmcli connection up mybond0

Connection successfully activated (D-Bus active path:

lorg/freedesktop/NetworkManager/ActiveConnection/7)

10.1.1.4 FF nmtui QB W R4 &

1E i A o8 & 10 I8 1T nmtui dy 2 RS E A, & “ Edit a connection” Bt B & & 14,
RIGEFE” Add” W —DiEHEM, Hikd” Bond” 4T EHR e ERMEEE, W FHE

10-3:
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Ethernet 1 | EREE
L onpasd M

| MNew Connection
Select the type of connection you wish to create.

Ethernet T

InfiniBand §

)

&

=Cancel> =Create=>
Kl 10-3

MG e ERmb, EFTFEHLENTFWE. MKMW S HEE LY i
APEFE, WwrE 10-4:
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| BEdit connection |

Profile name |=fslglstslslalal=tekHalal
Device

= BOND <Hide>
Slaves

| Mew Connection |}

Select the type of slawve connection you wish to add.

Ethernet
= InfiniBand

« = . -

Mo

<Cancel> =Create>

IPve CONFIGURATION <Automatic> <Show=>

[X] Automatically connect
[X] Available to all users

K 10-5

10.1.1.5 fEB W K48 &

1. W JF bond ¥ %

nmcli dev dis bond0

2. MHER 7 M+ K bond 13 £ F

nmcli con del bond-slave-ens33

3. M B& bond W & &

echo -bond0 > /sys/class/net/bonding_masters

10.1.2 f# F network JR& & H W%

i F network ik 55 317 W 2% & L), 2 UK NetworkManager Ik 55 5¢ 4
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10.1.2.1 W ERE B X H

M & BC & S /etc/sysconfig/network-scripts/ifcfg-ethX (U1 T PA eth0 Ny #E 47 % B ),
T ouE L dhep Ak 55 4% B 2 SR EC 1P b ik 1) BC B s B

DEVICE=eth0

BOOTPROTO=dhcp

HWADDR=00:0C:29:DA:77:3C

ONBOOT=yes #EN BN EERBHE
TYPE=Ethernet

USERCTL=no

IPV6INIT=no

PEERDNS=yes

W N F B4 B 1P Hb bk T E R

DEVICE=ethO
BOOTPROTO=none
HWADDR=00:0C:29:DA:77:3C

IPADDR= #F 3B B & W ip #udk
NETWORK= #Uk & 1 P 45 M ak
NETMASK= #IE B & BT W RS
GATEWAY= #IE B & B BRI B S
ONBOOT=yes

TYPE=Ethernet
USERCTL=no
IPV6INIT=no
PEERDNS=yes

10.1.2.2 DNS B x4

DNS it & 4 /etc/resolv.conf, 7~ 40 F .

generated by /sbin/dhclient-script

search gdlc.org

nameserver 172.16.100.3 #nameserve X R L K& 2%, ip #ik 5t & DNS iR
% %

nameserver 172.16.100.92
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10.2 M%7 FH iy &

ﬁ%%ﬂ 1.7:'|_'J" “%z]gmggﬁ)ﬁ/%”o

10.3 MK 4F &

AF UK — G WL 8 L ethd A1 eth4 P £ 4 52 i trunk0, ¥ ethS Fl eth6 P H W+
48 %€ N trunkl J9 51 U6 B0 X K 45 2 B4 5 ¥k . B trunk ] 9 25 BR A 2 A S0 B I B SR R .
1. &0 ARG EA KM %A E B A .

faZ e W, W /ete/sysconfig/network-scripts/ H 3% F A H LA ifefg- 3k ) SO &
B —ANHAIH S, W: /root/eth-bak H 5.

2. Al E .

1) G 8 4 2 Bt & S F : /etc/sysconfig/network-scripts/ifcfg-trunk0 ( #7 €] & trunk1 4 %€,
M SC 4 4 K ifcfg-trunk1) A2 W F -
#I R A& trunk1 42 B, A trunki

DEVICE=trunk0

IPADDR=10.215.32.67
NETMASK=255.255.240.0
GATEWAY=10.215.32.65

#0 R A & trunk1 gfE i, N trunk1 48 € H IP
#WM R B trunk1 g5 E /KT, N trunk1 45 E [ #E45
#W R B trunk1 g5 E KT, N trunk1 45 E i1 W %

BOOTPROTO=none
ONBOOT=yes
USERCTL=no

2) & /etc/sysconfig/network-scripts/ifcfg-eth3 Nl F W % (a1 R 6] & trunk1 48 2 K,
M & 2 1) 52 ifcfg-ethS SCAF)

DEVICE=eth3 #WW R A& trunk1 S8 EH, K eths
ONBOOT=yes

HWADDR=XX:XX:XX:XX:XX #iZ 4 % % i Sz b7 MAC #b ik
MASTER=trunk0 #0032 A 2 trunk1 48 € K, AN trunk1
SLAVE=yes

BOOTPROTO=none

USERCTL=no

3) & /etc/sysconfig/network-scripts/ifcfg-ethd Nl ™ N 2 (a1 3R 6] & trunk1 46 2 K,
M 1& 24 1) 52 ifcfg-eth6):
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DEVICE=eth4 #0 R A E trunk1 g8 E K, A eth6
ONBOOT=yes

HWADDR=XX:XX:XX:XX: XX  #1ZY) B & & KL fr MAC Ht ik
MASTER=trunk0 #U1 R A2 trunk1 48 & B, N trunk1
SLAVE=yes

BOOTPROTO=none

USERCTL=no

4) f£/etc/modprobe.d/local.conf B [ ¥ jn 40 i AJ :

alias trunk0 bonding #ME A2 trunk1 g€/, N trunk1
options trunk0 miimon=100 mode=1 #%I £ £ & trunk1 48 € K, A trunk1, mode
FKIMER LA 15EF 0, 4 HRFE active-backup 5 balance-rr [ J5 X

5) R R A R R A% IR S5, € B AT AR AL

# systemctl restart network
3. MR BRGEE B U7 ik
(DI 1175 = 1 SO A N = v

#rm -f /etc/sysconfig/network-scripts/ifcfg-trunk0 #W R 22 6 & trunk1 &, N
% B & ifcfg-trunki

2) 3 R R 1 B S

#cp -f Iroot/eth-bak/ifcfg-eth3 /etc/sysconfig/network-scripts/ #UWIE B Z 6 &
trunk1 B, W # N K& ifcfg-eth5
#cp -f Iroot/eth-bak/ifcfg-eth4 /etc/sysconfig/network-scripts/ #HI R E £ A&
trunk1 i, ¥ K& ifcfg-eth6

3) il Bk /etc/modprobe.d/local.conf B [ U1 K i& A :

alias trunk0 bonding #W R C A2 trunk1 4 2B, A trunk1
options trunk0 miimon=100 mode=1 #WE 26 & trunk1 48 € K, H trunk1

4) U AT R T ) A

#ifconfig eth3 down ##E B €]& trunk1 g EHt, AN eth5

#echo -eth3 > /sys/class/net/trunkO/bonding/slaves #i1 % B €] & trunk1 45 € i,
A eth5 F trunk1

#ifconfig eth4 down #IME S A2 trunk1 48 E i, A eth6
#echo -eth4 > /sys/class/net/trunkO/bonding/slaves #i1 % B €] & trunk1 45 € i,
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A eth6 Hl trunk1
#ifconfig trunk0 down #IE 2 A& trunk1 €K, N trunk1

#echo -trunk0 > /sys/class/net/bonding_masters # £ E il & trunk1 B E K, A
trunk1

5) HJE M4 Ik, 98 € B AT R BR AR 2D

# systemctl restart network

10.4 Network teaming iR 5
Network teaming [R5 ¥ Z MY HER RS — M2 HER, UIRBEEEMNEEMITR.
DLATE “W-K4px” 7 @BEEE “. “@maghe” . “WRBEag” M “wHKxEs”

SENE S W teamd RS L — AT EH . A teamd RS, A X OGN MR G E G R
S0, & CGSL COREVS 2 J& ™ 4~ 48 & 1) — Fhnl ik 7 2 o 1% Ik 45 K ¥ T NetworkManager.

10.4.1 £ nmeli TESIE—/N M ELHE

10.4.1.1 BJE team & & & W

fiy & % 2

nmcli con add type team con-name CNAME ifname INAME [config JSON]

CNAME #& connection ] % %, INAME &M KL FK. JSON o XA PE:
{" runner" :{"name" : "METHOD"}}
METHOD 7] UL »& : broadcast, roundrobin, activebackup, loadbalance, or lacp.

B 40 s i — N % F N teamO ) bond M [ :

# nmcli con add type team con-name teamO0 ifname team0 config ' {" runner” :
{"name" : " activebackup "}} '

Connection ‘'team0' (c3609f3f-3746-4c47-a52a-97c2009d55aa) successfully
added.

10.4.1.2 4rBc IP Hu ik

fiy & % 2

nmcli con mod teamO0 ipv4.addresses 172.168.17.120/24
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B

# nmcli con mod teamO0 ipv4.addresses 172.168.17.120/24

10.4.1.3 sy EED

fiy & % 2

nmcli con add type team-slave con-name CNAME ifname INAME master TEAM

P B : CNAME /& connection it & 4, INAME & % % %4, TEAM /& bond W [ ] & %,

B 1:

# nmcli con add type team-slave ifname ens37 master teamO
Connection 'team-slave-ens37'’ (5c8cc7de-6334-4ba1-89f4-a84bc3d35938)

successfully added.

Bl 2

# nmcli con add type team-slave con-name teamO-slave2-ens38 ifname ens38
master team0

Connection ‘teamO-slave2-ens38' (5c6944cc-0d50-4ccf-9826-46042d2b58e9)

successfully added.

PL B 2% i 2 % & 81 @ P S 31 11 connection, PA AT X M ens37 Al ens38 1 AL & (connection)
BN RE . CEBUMER, & W F MR PR 2 AT RE 5 B R B B & S A %G, T A 2 bond
Be B A %0

[root@localhost ~]# nmcli connection show

10.4.1.4 E3h

JWi T A 7 F LA bond M I, BEEBITA T WO,

nmcli dev dis INAME W I 7 MR %
nmcli con up CNAME  Jif 2§ A 7 W & 4 B2 team 8 4% () 7 4% 1+
PR 5 3 bond WA KL, A 3) team W AR, WA LN R A

1. A3 team M H A 22 A )8 3% B 5 0 H

2. BETHH W —AT7TMO, 2E3) team W H

3. 1M team MO, 2 HEILTFHO
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4. WAHEE TMEOK team W, W LLE & # & IP )5 5 30

5. WRKERE FMWOK team W 0, WHRAEH T DHCP AR IP, FHaaH —H
S5 F MO 5E R TP 3R .

6. f JH DHCP 3R HU IP ) team B [0, 25 7P L4l L M4 Ja, 2 — B 55 £5 & 56 B TP 3R EL.
iy

7. BIME M O%AE#H LML, £ H DHCP 7 X E IP 1 team W K Fr 4 25 £ W O
56 R IP KL .

10.4.2 f FH nmtui TEBSIENE4E

fE i A8 H 0 i2 47 nmtui v 23 A & 10, & 7 “Edit a connection” it & & # 14,
RIGIEFE” Add” RN — DN EBM, ik ” Team” AW R S EEFRE, WE 10-4:

Ethernet

| Hew Connec

oo

Select the type of connection you wish to create.

Wi-Fi
Bond
Eridge

VLAN

<Cancel> <Createl>

K 10-4

A e ERNTY, EFFERTH TR MR MW SHEE LI R
JSON XMW BEE NS, WTHKE 10-5:
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{ Edit connection

Profile name
Device

Hew Connection

Select the type of slave connection you wish to add.

InfiniBand
Wi-Fi
VLAN

~ RHEN O -

<Cancel> <Create>

o= IR ORI L LD L A R R R VR O

10-5

10.4.2.1 & team K &%

%A team0 W £ HR A

# teamdctl team0 state view

BEEZHERTM-v 24

# teamdctl team0 state view —-v

PL JSON 1 A EFH RS

# teamdctl teamO0 state dump

# teamdctl team0 config dump

wmINF M eml M %) teamO

# teamdctl team0 port add em1

M teamO H M B 7 ™ 1 eml1

# teamdctl team0 port remove em1

PL JSON #% K&+ W M em1 1 E

# teamdctl teamO0 port config update em1 JSON-config-string
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10.4.2.2fR 4 team & %

W IF teamO ¥ 5%

nmcli device disconnect team0

T B 7 X R 3 B A

nmcli connection delete team-slave-ens37

nmcli connection delete team-slave-ens38

il B 3% 2

=

nmcli connection reload
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CGSL CORE 24 BN FH T X Window £ 4, NH PR BT, A& X ENYH
P2 R 55 45 BE M O 1 S R IiE B RN R AE .

11.1 VNC

VNC & — M i S h TR, K4 1 VNC R 55 % 1) % % A1 PC &

11.1.1 VNC &%

11.1.1.1 % % xorg-x11-fonts-misc

PATW TS ANRG R B AE L% T xorg-x11-fonts-misc ¥ #4F f .

#rpm -ga|grep xorg-x11-fonts-misc

WA %%, A CGSL CORE % %t 4 o 4 50 bR 0 rpm €, JL F 1T 1 fir 4 3
GET S

#rpm -ivh xorg-x11-fonts-misc-7.5-9.el7.noarch.rpm

11.1.1.2 %2 3 vne R % %

PATI Tan 2 IN R G R B O &L %% T tigervne-server 3 F A .

#rpm -ga|grep tigervnc-server

R KA %%, MMM CGSL CORE % ROUAL K 2 LT 8 rpm £, A A F 1 # a4 it
7% (UL 32 i N HD:
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#rpm -ivh tigervnc-server-1.2.80-0.30.20130314svn5065.e17.x86_64.rpm

11.1.2 VNCEE

il o B S R AR

#cp /lib/system/systemd/vncserver@.service /etc/systemd/system/vncserver@:

HIE S .service

S5 NHEE X, # vacserver@:1.service, NI 1 N EH 5 .

%% % Jetc/system/system/vncserver@:1.service R K%, WMEGW F in:
B A root H /M i#EHE, M FH3E & B [Service] X H i1 <USER> N root. IEHAEC B J5 W K T
7N

ExecStart=/sbin/runuser -l root -¢c "/usr/bin/vncserver %i"

PIDFile=/root/.vnc/%H%i.pid

#osystemcetl it & .

=

#systemctl daemon-reload

fil B vnc BEFREN,

#vncpasswd

IBAT VNC R %5 5 @ T LR 30 (F5 ZEAEH root I 7)o

#systemctl start vhcserver@:1.service

# systemctl enable vncserver@:1.service

WMRRG)EH T B K5 firewalld, W 7 2% T i vocserver W %% &g [ o

# firewall-cmd —permanent —add-service=vnc-server

# firewall-cmd -reload

11.2 XManager

XManager s& — FF 5 B B9 B2 ST #E d LOE, AR EE AN HEH XManager T B EH K
MHRFEANE .
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11.2.1 XManager Ik 55 ¥ fic &

CGSL CORE V5 fix A BRA A gE f# | XManager 1. H iz #% , 1@ i & M /etc/gdm/custom.conf
K H -

1. [xdmcp]B{ ) Enable i Wi, 7% % % B Enable A 1 8( true. BLE /5 W N B~

[xdmcp]
Enable=1

2. WRFEER root H N ERE, N FEE K E [security| Bt ' ] AllowRomoteRoot A 1
5 true. IEAFACE W N TR

[security]
AllowRemoteRoot=1

3. BHEEE®ENATNEMGLERBERS, EEE LA LT £ R R m
THRE R, LA % A2 BB A B R R .

# systemctl restart gdm.service

11.2.2 B HH

GNOME 3 1l lf T OpenGL, 7 % H # Vs I ¥ JE {1 . M Xorg {f# /| DR ( Direct Rendering
Interface J/E N ER N TE B 5 R, % 7% 18 17 Xserver E 1 . fT LA Window _F T {# H /) XManager
& ;i A BE T £ # XDMCP.

11.2.3 7£ xinetd Lt H VNC 5 XDCMP

1. % %% thgervnc-server, xorg-x11-fonts-Typel, xinetd fl:

#rpm —ivh thgervnc-server xorg-x11-fonts-Type1 xinetd

2. )& xinetd AR 55
f# 1% 2 /ete/xinetd.d/vneserver X/ CEANFAN LA eI @), Hmintm TN

service vncserver

{

disable = no
socket_type = stream

protocol = tcp

group = tty
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wait = no

user = nobody
server = [usr/bin/Xvnc

server_args = -inetd -query localhost -geometry 1024x768 -depth 16 -once -fp

lusr/share/X11/fonts/misc -securitytypes=none

}

3.9 0 vone IR %% -

1F /etc/services XA T & J5 A

vncserver 5900/tcp # VNC and GDM

4. # 3 xinetd HEZ%

#systemctl restart xinetd.service

5. £ Windows i 1T vne & /7 i i 45 .
HEREM AR “IP: 59007, EREHETT FE

SEHED IS =9 Mo an b
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£ 128

Docker 1 FF

CGSL CORE W ¥ 3 ¥ docker Ik %5, docker & — NJTVE M N FH &85 %, ik K F Al
AT BT N AL AR — AT RBEESEF, RE KA RATH Linux 5
Windows HlL2% E, A/ DLzl B4k . e S EH W MALE, B 2 8 K 25 AF [
[

CGSL Core AR A& BRIN %3 T docker-ce A, % %4 A L docker IR 55 -

12.1 j83) docker IR%

Al PLil i systemct] iy 2 )5 3 docker IR %5, W

# systemctl start docker

T H docker % MRS

# systemctl status docker
@® docker.service - Docker Application Container Engine
Loaded: loaded (/usr/lib/systemd/system/docker.service; disabled; vendor
preset: disabled)
Active: active (running) since — 2020-03-10 16:03:40 CST; 1min 8s ago
Docs: https://docs.docker.com
Main PID: 1299 (dockerd)
Tasks: 16
Memory: 15.8M
CGroup: /system.slice/docker.service
F—1299 /usr/bin/dockerd

L — 1302 docker-containerd -1
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unix:///var/run/docker/libcontainerd/d...

3 A 10 16:03:39 localhost.localdomain
time="2020-03-10T16:03:...

3 A 10 16:03:39 localhost.localdomain
time="2020-03-10T16:03:...

3 A 10 16:03:39 localhost.localdomain
time="2020-03-10T16:03:...

3 A 10 16:03:39 localhost.localdomain
time="2020-03-10T16:03:...

3 A 10 16:03:40 localhost.localdomain
time="2020-03-10T16:03:...

3 H 10 16:03:40 localhost.localdomain dockerd[1299]: ADD

3 A 10 16:03:40 localhost.localdomain
time="2020-03-10T16:03:...

3 A 10 16:03:40 localhost.localdomain
time="2020-03-10T16:03:...

Application...

3 A 10 16:03:40 localhost.localdomain
time="2020-03-10T16:03:...

Hint: Some lines were ellipsized, use -l to show in full.

3 H 10 16:03:40 localhost.localdomain systemd[1]:

dockerd[1299]:

dockerd[1299]:

dockerd[1299]:

dockerd[1299]:

dockerd[1299]:

: Daemon

dockerd[1299]:

dockerd[1299]:

Started Docker

dockerd[1299]:

0

Al @ a0 i 4 docker ik 55 JT Bl A Bh

# systemctl enable docker

12.2 BB THMFEAN

OFEH AWM 2 /S, A PLIE o Ry 2 M docker &
B centos 2 Al 55 14 -

JE T O il B AR

IR UEA

# docker pull centos
Using default tag: latest
latest: Pulling from library/centos

8a29a15cefae: Pull complete

Digest:
WAL MG AME
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sha256:fe8d824220415eed5477b63addf40fb06c3b049404242b31982106ac204f67
00

Status: Downloaded newer image for centos:latest

J# ik docker images & & # 1% .

# docker images

REPOSITORY TAG IMAGE ID CREATED
SIZE
centos latest 470671670cac 7 weeks ago

@ LUl i docker import 77 2 F A B4, CGSL Core #/EERIN A K i i 5158, — K
515 2 N: cgsl-core-container-image-V5.04.F4 tar.gz, @il T2 LS N ZEEG .

# cat cgsl-core-container-image-V5.04.F4.tar.gz |docker import - CGSL

sha256:6eb94d5e76ceala16d7c4477f830ae9aadb9db05b905243d5745424902528
b83

# docker images

REPOSITORY TAG IMAGE ID CREATED
SIZE

CGSL latest 6eb94d5e76c¢ce 2 minutes ago
93.7 MB

12.3 BEIAESZMEENE 2

@i it docker run Ji 2 7 8%

¥4 : docker run [OPTIONS] IMAGE [COMMAND] [ARG...]
SCNEB/ER SR NI MALE, @FE5 -1 FEAEH
R ERERBT AR, 85 ¢ B

- BT AR, IR EAE S ID
--name: N & &R E — N AW

-pof S, MO ENL(E ) A i

-ve R B, Dy g BN R B S SO Ok
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—-link: WMEERER 5N — N4
-m: i B A ae N A B OKE

A RBIE GBI, ~PlWT:

# docker run -it --name mycgsl -d cgsl /bin/bash

8fe2113f8298ef49c59475b1aecb0a6e9203aa78b607a32dad78f29a48c03153

# docker ps
CONTAINER ID IMAGE COMMAND
CREATED STATUS PORTS NAMES
8fe2113f8298 cgsl "/bin/bash” 27 seconds ago
Up 26 seconds mycgsl

@docker exec HEANE A, L LB ENESE B, KA id N 8fe211318298, i A i%

A AR N

# docker exec -it 8fe2113f8298 /bin/bash
bash-4.2# cat /etc/klinux-release
TAG_CGS_CORE_V5_04_F4

BEZmSbHANESEZE, exit B, K& IEFIBAT

@15 1L S B 26 2 1A A

JH1d docker stop fiy & 15 1k 1E 738 47 1) 2 4%
# docker stop 8fe2113f8298
8fe2113f8298

B docker ps -a B H T H A & RS
#docker ps -a
CONTAINER 1ID IMAGE COMMAND
CREATED STATUS PORTS
NAMES
8fe2113f8298 cgsl "/bin/bash" 32 minutes ago
Exited (137) About a minute ago

18 3L docker start iy & )3 ) © 4% 1L 10 & 48

# docker start 8fe2113f8298
8fe2113f8298
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# docker ps -a

CONTAINER 1ID IMAGE COMMAND
CREATED STATUS PORTS NAMES
8fe2113f8298 cgsl "/bin/bash” 35 minutes ago

Up 2 minutes

12.4 docker ¥ 5 &
H P K Docker Wi fErd, HLFEEERSNNH AWM EHE, & FEKE
wAREHRIT SN, REZAESZMIATHEIE, TR K BE S8 B E g .
(1) Data Volume (%4 % );
(2) Data Volume Dontainers (¥ % % %)
OF &k
7E Al docker run fiy & KB i, fE A -v R R G0 & — A Edls IR B A A4 B .

# docker run -it --name volame-test1 -d -v /cgsl cgsl /bin/bash

d2a5436c20c97d0f8dbd67dfd455766cf743b8b9c45a746d98ca3953726cfb05

# docker ps

CONTAINER 1ID IMAGE COMMAND
CREATED STATUS PORTS NAMES
d2a5436c20c9 cgsl "/bin/bash" 26 seconds
ago Up 25 seconds volame-test1

# docker -it exec d2a5436¢c20c9

bash-4.2# Is

bin boot cgsl dev etc home Ilib 1ib64 lost+found media mnt

opt proc root run sbin srv sys tmpusr var
HERBREH K /cgsl B F A& test X #4

bash-4.2# touch /cgsl/test

bash-4.2# exit

#E F) 5 M., @it docker inspect EFE X B M E B

WAL G oME 185



NewStart CGSL CORE V5 RZH FFMt

s

# docker inspect d2a5436¢c20c9

"Ivar/lib/docker/volumes/5080bda11ba4935fddeb877f4972a76b8e6c0ffcf6a0953
cddb89d7280179f14/_data",

"Destination™”: "/cgsl",

"Driver": "local",

"Mode™: "",

"RW": true,

"Propagation":

#TT ULF B BT R B R OAE B /LR A Bl A2 K3

Ivar/lib/docker/volumes/5080bda11ba4935fddeb877f4972a76b8e6c0ffcf6a0953¢c
ddb89d7280179f14/_data

test

# Is

@ H s 5 A A

WRHAPFEAERR AL E — L
Ho B PE 6 5 28t 2 — A & 8,

1 H . {# H --volumes-from 7?5%1

WEid-vEEEENE RN volume-test2 A BT L

# docker run -it --name volume-test2 -d -v /cgsl:/cgsl cgsl /bin/bash
76dd0938f62a1021fa19¢c052ef2750318406eca41339874374bce4f21509c62¢c
# docker exec -it volume-test2 /bin/bash

bash-4.2# Is /cgsl/

111 cgsl-test

\i& iZ --volumes-from S # 7 volume-test3 & 3¢ £ H # cgsl H B %

Ibin/bash
72d33e228f25e855ee84c55b2023a9458471e0cb49db1c6e4daf419684981246

# docker exec -it volume-test3 /bin/bash

bash-4.2# Is /cgsl

# docker run -it --name volume-test3 -d --volumes-from volume-test2 cgsl

WAL G oME
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111 cgsl-test

bash-4.2# touch /cgsl/volume-test3
# docker exec -it volume-test2 /bin/bash

bash-4.2# Is /cgsl/

111 cgsl-test volume-test3

\\ZE volume-test3 A& EH I cgsl B XA E XM, H3F volume-test2 AR/ EF .

12.5 Docker ¥ O B 5t

docker & & 1E 8 B I, 40 AN € o LG S 80, 7225 48 40 i
Vi 6] 2% 2% I RN 2% SRR 45 1 .

vty B 5 AT A -py P R SE -

pAEEEMGS M H, —ANMEEm A ER T E — MRS

-P R A AR N SR T RO 4% S 1 BE L B S B s E AL — A e 1 2

R

LV RES

e I % 8 1 f % ok

# docker run -P -d --name mynginx2 nginx

# docker ps

CONTAINER ID IMAGE

CREATED STATUS

NAMES

5895f44e2d27 nginx "nginx -g ‘daemon ..."
ago Up 3 seconds 0.0.0.0:32768->80/tcp mynginx2

COMMAND
PORTS

9 seconds

18 7€ i WA -p 2 8L

# docker run -d -p 91:80 --name mynginx3 nginx

# docker ps -l

CONTAINER 1ID IMAGE

CREATED STATUS PORTS
63d2cb3dec83 nginx "nginx -g ‘daemon ..."
ago Up 5 minutes 0.0.0.0:91->80/tcp mynginx3

COMMAND
NAMES

5 minutes
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12.6 BEEMERVEFERE
A T i
1.docker commit
2.docker build @y & Fl dockerfile 3 4 #H 45 &
Mt docker commit @y 4, I H TN RN, %R KM dockerfile # & docker %5 1% .

RN T fi# docker, 4t M docker commit /44, J5 1 /48 Docker T 4 7 1) B A% 1 2
%: Y% '5 Dockfile 2 J5 1 H docker build @y % .

@O docker commit

B OR B, K o A R O BT R T A AR A 45 ) R 45 LT 4R 58 B ((svn) .
B 5 a5 DX & BEAT 12 >R B >4 R A

) G 3R AT X I 7E 18 4T (¥ 25 8% 8 0 42 3% nginx R %5

#docker run --name nginx-man -it cgsl /bin/bash
WERBREE TR nginx FIKBAR, HFxE

bash-4.2#wget http://nginx.org/download/nginx-1.13.12.tar.gz
bash-4.2#wget

ftp://ftp.csx.cam.ac.uk/pub/software/programming/pcre/pcre-8.38.tar.gz
bash-4.2# mv *.gz /usr/local/src/

bash-4.2# cd /usr/local/src/

bash-4.2# tar zxf pcre-8.38.tar.gz

bash-4.2# tar zxf nginx-1.13.12.tar.gz

bash-4.2# cd nginx-1.13.12

bash-4.2#useradd -s /sbin/nologin -M www

bash-4.2# ./configure --prefix=/usr/local/nginx --user=www --group==www
--with-http_ssl_module --with-http_stub_status_module

--with-pcre=/usr/local/src/pcre-8.38 && make && make install
bash-4.2# vi /usr/local/nginx/conf/nginx.conf

daemon off; \\ %8 0 % 47

####user nobody; \\¥ EL T K user nobody;fT#5 & #
bash-4.2# exit

# docker commit -m "v4" cb220891b21f cgsl/my-nginx:v4

sha256:462c0533c878f7fec996c0215ab76fe080ee940ff53f58a9fa8b5b9212¢cc3038
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\\J& it docker images i & A LLEZE, FER—ITFHERL.

# docker images

REPOSITORY TAG IMAGE ID
CREATED SIZE
cgsl/my-nginx v4 55e5872a23d6 About a minute

ago 421 MB

# docker run -d -p 93:80 cgsl/my-nginx:v4 /usr/local/nginx/sbin/nginx

# docker ps -l

CONTAINER ID IMAGE COMMAND
CREATED STATUS PORTS NAMES
d0ec91db9chb8 cgsl/my-nginx:v4 "lusr/local/nginx/..." 5 seconds
ago Up 4 seconds 0.0.0.0:93->80/tcp infallible_kirch

@ dockerfile 1 & 5% 1%
Dockerfile ¥ = 1 F

FROM \\ I il % 1%

MAINTAINER W4t P (5 B
RUN \ 77 B E AT [ dr &
ADD \ A B o ST

WORKDIR \ i TAE H 3%

EXPOSE \\ 3t [
CMD 2 28 8 3 AT 1 A 2

N BL A nginx & & N

\ T #; nginx A 3 32 #4

# wget http://nginx.org/download/nginx-1.13.12.tar.gz

# wget ftp://ftp.csx.cam.ac.uk/pub/software/programming/pcre/pcre-8.38.tar.gz
# mkdir -p /opt/docker-file/nginx

#cp *.tar.gz /opt/docker-file/nginx

\\f] & dockerfile 3C 14

# vim Dockerfile

#this is my first Dockerfile

#version 1.0

#author:chen
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#Base images

FROM cgsl

#MAINTAINER
MAINTAINER Chen Liyong

#ADD
ADD pcre-8.38.tar.gz /usr/local/src
ADD nginx-1.13.12.tar.gz /usr/local/src

#RUUN
RUN yum install -y wget gcc gcc-c++ make openssl-devel

RUN useradd -s /sbin/nologin -M www

#WORKDIR
WORKDIR /usr/local/src/nginx-1.13.12

RUN .Iconfigure --prefix=/usr/local/nginx --user=www --group==www
--with-http_ssl_module --with-http_stub_status_module

--with-pcre=/usr/local/src/pcre-8.38 && make && make install

RUN echo "daemon off;" >> Jusr/local/nginx/conf/nginx.conf

RUN echo "user nobody;" >> /usr/local/nginx/conf/nginx.conf

ENV PATH /usr/local/nginx/sbin:$PATH
EXPOSE 80

CMD ["nginx"]

W& if docker build fir & FF 4 # B 5 &
# docker build -t nginx-file:v1l /opt/docker-file/nginx

Step 11/13 : ENV PATH /usr/local/nginx/sbin:$PATH

---> Running in 3eb744eefed6
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---> cc8403f6ddad

Removing intermediate container 3eb744eefed6
Step 12/13 : EXPOSE 80

---> Running in 9e18eddbd781

---> 54513eb005b4

Removing intermediate container 9e18eddbd781
Step 13/13 : CMD nginx

---> Running in 2ae5820b007c

---> 95a066ade018

Removing intermediate container 2ae5820b007c

Successfully built 95a066ade018

WEEFERNES

# docker images

REPOSITORY TAG IMAGE ID
CREATED SIZE

nginx-file v1 95a066ade018 3 minutes
ago 416 MB

# docker run -d -p 94:80 nginx-file:v1 /usr/local/nginx/sbin/nginx

a2a43eaff315ae556de0904de6ff56227236f3e6188acf47d88b75f6df214b22

# docker ps -l

CONTAINER ID IMAGE COMMAND
CREATED STATUS PORTS NAMES
a2a43eaff315 nginx-file:v1 "lusr/local/nginx/..." 4 seconds ago
Up 3 seconds 0.0.0.0:94->80/tcp upbeat_torvalds

12.7 docker ¥ Y& [R %l

1.Cpu ¥t Y A 5%

O ¥ B 451 H [ € ) CPU #Z B % 0> --cpuset-cpus

# docker run -ti --rm --cpuset-cpus=0,1 7e3fa85839c6 /bin/sh -c "while true; do

echo hello zte; sleep 1; done"

--cpuset-cpus BEFAKEBEZL, WU NEAAEDL, TUEZAEL, AES 0,1
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HEFHOM1BEZLRK 03HFEMFEH OB IKEEZDL.
—-ti 4 — ANty tty, 4T FF STDIN
--rm 3% 2358 5 8 3h W Bk

QWHEKNMITHM CPUBBZ LN E —

# docker run -it --rm -c 512 --cpuset=0 cgsl/cpuset-test

# docker run -it --rm -c 1024 --cpuset=0 cgsl/cpuset-test

-c HXRE, Bl EHAHFE, container2 fi1 CPU 5t A 1024/(1024+512)=2/3,
container1 [ CPU 5t} 512/(1024+512)=1/3

—-ti B — ANty tty, 4T FF STDIN
--rm 3% 32E BB 3 M B
2. A7 B YR AH R

BWERMSREMEH KN KD —m B —memory

# docker run -m 100m -d -p 10240:80 --name ‘limit-mem’' d729c3b7a21c

-m 100m FRHEFEHANFEN 100M,BEXELiR ERBYWENEMN swap , BIARATHK
HWEN 100M*2

--memory-swap #E KN F+swap W IREEUVFA KT ELH-mSH
T i it docker stats 2% #% id 2L W &4 T FH 2R

0

# docker stats limit-mem

ONTAINER CPU % MEM USAGE/LIMIT MEM %
NET I/O

limit-mem 0.00% 12.25 MB/104.9 MB 11.68%
648 B/924 B
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13.1 cgsl-security-enhance?2

cgsl-security-enhance2 /& CGSL % X} % & 0 [& 77 10 /) % & Mk 55, Z RS BN LR Ja
BEHRAE R GRS A 3, %R A F 2 R A iptables dy & BC B M . W1 IR OE & A B AH B
iptables ¥, w4k %15 k. fFiEda & W -

#systemctl cgsl-security-enhance2.service

#systemctl disable cgsl-security-enhance2.service

WREERHEMERS, WEK iptables # N A & Ik N
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I3

mx

root R k&%
T ssh & H

bR 10.7F A9
MERSN  HE
M B} 75 i& ssh
i E A

BB TS % ping
BA ipvaith
il

HhEBTGIE ping
BAH ipveits
ik
AU TIE ping
B A4 ipv6 it
ik

SMERFiE T (A
B tcp 22 4R O
SPIE BimH

kvm 8 £# £
3 5h B2 BLH
G, vnc &R
miEAR L

BT AT MG SME

RE

sshd Z1F root BF&R

RENBARBRAFNRT
10.7F K B9 W B

By K HEBE LT ShERAY ipv4
ping IHk 8

B K 5 FE 1E T M5B, AL AY
ipv6 ping iZ X &

SMERIB A AL A EINR
FHT tcp 22 im0

R4 iptables By X i R 3
SNFFRR T tep 22 %0,

7 AN K cgsl-security-enhance2 B /4 B HE 1 10 22 & 0 [ & A W R B9 fE B, A DUAR o 4

BEREE

1. #8/etc/ssh/sshd_config 89
PermitRootLogin B & H yes.,

2. EE sshd [R%.

ERXZFEHBEN{H/etc/hosts.allow
FIRINATROMER , BDRT AR, Hla :
sshd: 192.168.1.

EARNBXEEERI ping 5K & # KA
M

iptables -A INPUT -p icmp
--icmp-type echo-request -j
ACCEPT

EARHB XA I AT ipv6 ping 5K
SRR -

ip6tables -A INPUT -p icmpv6 -j
ACCEPT

ip6tables -A OUTPUT -p icmpv6 -j
ACCEPT

iptables -A INPUT -p tcp -m tcp
--dport X -j ACCEPT

Ekvm BEN ERFEMUNERD
vnc i A E .

1. BEEEMERMN vncigOE :virsh
vncdisplay <@E#L# id>

2 FRFF iptables #1812 B2 #AHL 155 FB
B vnc sS4 5900 B{KH iptable
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10

11

12

MEXHX
other AR A3
F= 373 18) 3 44 3%
A B9 344 R BR
.

filezilla sftp
BRENK
W, &7 no
matching key
exchange
method

found

vfat #0
squashfs 3 {4
RRTEER

/tmp BRTF
TiEWITEM
X 15

Rk
£ crond R

%

CE Ik
KERZE/D 14

WAL G oME

FAFeIExX 4 Eat  BIAR
umask 3 027 , Bl other
BANARSBIE. 5. 117
PR, ATLAT & U3 18 3214

& P s A 32 FF 0 B B 7 A9
MAC R ¥ E %

BRTRXHRSR

fAE/tmp BREHD
/usr/lib/systemd/syste
m/tmp.mount R , IRE
T noexec &H

EERPBRIARBEFER
crond R

ERRBEREK/N 14 .

MU T :

iptables -A INPUT -p tcp -m tcp
--dport 5900 -j ACCEPT

A FTIEIN other HRYIEFIH 1T
PR

IR
BREFRK
BRZ) MRFEBREF K.

1. &M /etc/ssh/sshd_config X4 ,
i)

MACs hmac-sha2-512-etm@open
ssh.com ...f0

KexAlgorithms curve25519-sha25
6@libssh.org... T,

2. EE sshd R%.

f£/etc/modprobe.d/CGSL_SE.conf
ERENNNXHRFESRE

BTR—)
BRI

1. &k
/usr/lib/systemd/system/tmp.mou
nt FH) noexec &%,

A&E/tmp PIETERF.

2. systemctl daemon-reload

3. ERERR

1. BAFMAZl/etc/cron.allow

2. touch /etc/at.allow

&% /etc/security/pwquality.conf e
M B minlen

195



NewStart CGSL CORE V5 RZH FFMt

1
13 RNEKF ST
Hi K3
sumLREER
14

sshiEiZig B
15 MEEHKRE
BrREARE
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useradd FRXEIZHKF
KNS T HI L.

EERAF AR su

sshdZ |k X11Forwarding

useradd A EZHNKFRHKIASTH
KW, MRAEISEHKRRE , TN
/etc/login.defs YW T , EARIIA :
PASS_MAX_DAYS 90 X % 3 38 #l i &7
chage -M <account>
PASS_MIN_DAYS &/ 7 X546 H
RIBHEZ RS chage -m <account>
PASS_WARN_AGE ZEfBiSH#/1 7 XFF
BIRE , IRRTE K@< chage -W
<account>

useradd -D -f 30 #RIDA P BIEKIAES
B, SAMN—1MKS , KSiLH# 30
X SWERB TLLEE useradd -D
-f-1Z2H

NFELEERNKS , aTLAEA
chage <account> , £ Account
expires £ 9-1 Bl A,

FI— ) £ /etc/group & wheel N5

BHEMYENBEREF.

BRI ) E/etc/pam.d/su FiEEi=
“auth required pa

m_wheel.so use_uid”

&% /etc/ssh/sshd_config B
X11lForwarding yes ; EEfF sshd [R$
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£ 1458

COPYRIGHT NOTICE AND
WARRANTY DISCLAIMER

ZTE NewStart CORPORATION CGSL series products are released under the GNU General
Public License (Version2) that comes together with this product and can also be found under

http://www.gnu.org/licenses/gpl.html.
COPYRIGHT NOTICE

The majority of programs in CGSL falls under the GNU General Public License (GPL).
The license agreement for software component is located in the software component's source
code and permits you to run, copy, modify, and redistribute the software component (subject to
certain obligations in some cases) .The distribution and use of software (even if it is free
software) must honor certain license conditions. Not all programs in CGSL are free software.
Some of them are shareware, restricted to noncommercial use, or may have other restrictive

conditions.

The package information mentions the respective license and authors. We cannot, however,
ensure the correctness of this information. In cases of doubt, refer to the original copyright

information of the respective programs.
GNU GENERAL PUBLIC LICENSE
Version 2, June 1991
Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307, USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but

changing it is not allowed.
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The Free Software Foundation has exempted Bash from the requirement ofParagraph 2c of
the General Public License. This is to say, there is no requirement for Bash to print a notice
when it is started interactively in the usual way. We made this exception because users and
standards expect shells not to print such messages. This exception applies to any program

that serves as a shell and that is based primarily on Bash as opposed to other GNU software.
Preamble

The licenses for most software are designed to take away your freedom to share and
change it. By contrast, the GNU General Public License is intended to guarantee your
freedom to share and change free software--to make sure the software is free for all its users.
This General Public License applies to most of the Free Software Foundation's software and to
any other program whose authors commit to using it. (Some other Free Software Foundation
software is covered by the GNU Lesser General Public License instead.) You can apply it to

your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General
Public Licenses are designed to make sure that you have the freedom to distribute copies of
free software (and charge for this service if you wish), that you receive source code or can get
it if you want it, that you can change the software or use pieces of it in new free programs; and

that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these
rights or to ask you to surrender the rights. These restrictions translate to certain

responsibilities for you if you distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you
must give the recipients all the rights that you have. You must make sure that they, too,
receive or can get the source code. And you must show them these terms so they know their

rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this

license which gives you legal permission to copy, distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain that everyone
understands that there is no warranty for this free software. If the software is modified by
someone else and passed on, we want its recipients to know that what they have is not the
original, so that any problems introduced by others will not reflect on the original authors'

reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid
the danger that redistributors of a free program will individually obtain patent licenses, in

effect making the program proprietary. To prevent this, we have made it clear that any patent
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must be licensed for everyone's free use or not licensed at all.
The precise terms and conditions for copying, distribution and modification follow.
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice placed by
the copyright holder saying it may be distributed under the terms of this General Public
License. The "Program", below, refers to any such program or work, and a "work based on
the Program" means either the Program or any derivative work under copyright law: that is to
say, a work containing the Program or a portion of it, either verbatim or with modifications
and/or translated into another language. (Hereinafter, translation is included without

limitation in the term "modification".) Each licensee is addressed as "you".

Activities other than copying, distribution and modification are not covered by this
License; they are outside its scope. The act of running the Program is not restricted, and the
output from the Program is covered only if its contents constitute a work based on the Program
(independent of having been made by running the Program). Whether that is true depends on

what the Program does.

1. You may copy and distribute verbatim copies of the Program's source code as you
receive it, in any medium, provided that you conspicuously and appropriately publish on each
copy an appropriate copyright notice and disclaimer of warranty; keep intact all the notices
that refer to this License and to the absence of any warranty; and give any other recipients of
the Program a copy of this License along with the Program.You may charge a fee for the
physical act of transferring a copy, and you may at your option offer warranty protection in

exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a
work based on the Program, and copy and distribute such modifications or work under the

terms of Section 1 above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices stating that you changed

the files and the date of any change.

b) You must cause any work that you distribute or publish, that in whole or in part
contains or is derived from the Program or any part thereof, to be licensed as a whole at no

charge to all third parties under the terms of this License.

¢) If the modified program normally reads commands interactively when run, you must
cause it, when started running for such interactive use in the most ordinary way, to print or
display an announcement including an appropriate copyright notice and a notice that there is
no warranty (or else, saying that you provide a warranty) and that users may redistribute the

program under these conditions, and telling the user how to view a copy of this License.
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(Exception: if the Program itself is interactive but does not normally print such an

announcement, your work based on the Program is not required to print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of
that work are not derived from the Program,and can be reasonably considered independent and
separate works in themselves, then this License, and its terms, do not apply to those sections
when you distribute them as separate works. But when you distribute the same sections as
part of a whole which is a work based on the Program, the distribution of the whole must be on
the terms of this License, whose permissions for other licensees extend to the entire whole, and

thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work
written entirely by you; rather, the intent is to exercise the right to control the distribution of

derivative or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program
(or with a work based on the Program) on a volume of a storage or distribution medium does

not bring the other work under the scope of this License.

3. You may copy and distribute the Program (or a work based on it,under Section 2) in
object code or executable form under the terms of Sections 1 and 2 above provided that you

also do one of the following:

a) Accompany it with the complete corresponding machine-readable source code, which
must be distributed under the terms of Sections 1 and 2 above on a medium customarily used

for software interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any third party,
for a charge no more than your cost of physically performing source distribution, a complete
machine-readable copy of the corresponding source code, to be distributed under the terms of

Sections 1 and 2 above on a medium customarily used for software interchange; or,

¢) Accompany it with the information you received as to the offer to distribute
corresponding source code. (This alternative is allowed only for noncommercial distribution
and only if you received the program in object code or executable form with such an offer, in

accord with Subsection b above.)

The source code for a work means the preferred form of the work for making
modifications to it. For an executable work, complete source code means all the source code
for all modules it contains, plus any associated interface definition files, plus the scripts used
to control compilation and installation of the executable. However, as a special exception,
the source code distributed need not include anything that is normally distributed (in either

source or binary form) with the major components (compiler, kernel, and so on) of the
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operating system on which the executable runs, unless that component itself accompanies the

executable.

If distribution of executable or object code is made by offering access to copy from a
designated place, then offering equivalent access to copy the source code from the same place
counts as distribution of the source code, even though third parties are not compelled to copy

the source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly
provided under this License. Any attempt otherwise to copy, modify, sublicense or distribute
the Program is void, and will automatically terminate your rights under this License. However,
parties who have received copies, or rights, from you under this License will not have their

licenses terminated so long as such parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it. However,
nothing else grants you permission to modify or distribute the Program or its derivative works.
These actions are prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Program (or any work based on the Program), you indicate your
acceptance of this License to do so, and all its terms and conditions for copying, distributing

or modifying the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the Program), the
recipient automatically receives a license from the original licensor to copy, distribute or
modify the Program subject to these terms and conditions. You may not impose any further
restrictions on the recipients' exercise of the rights granted herein. You are not responsible for

enforcing compliance by third parties to this License.

7. If, as a consequence of a court judgment or allegation of patent infringement or for any
other reason (not limited to patent issues), conditions are imposed on you (whether by court
order, agreement or otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot distribute so as to satisfy
simultaneously your obligations under this License and any other pertinent obligations, then as
a consequence you may not distribute the Program at all. For example, if a patent license
would not permit royalty-free redistribution of the Program by all those who receive copies
directly or indirectly through you, then the only way you could satisfy both it and this License

would be to refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular
circumstance, the balance of the section is intended to apply and the section as a whole is

intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property
right claims or to contest validity of any such claims; this section has the sole purpose of
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protecting the integrity of the free software distribution system, which is implemented by
public license practices. Many people have made generous contributions to the wide range of
software distributed through that system in reliance on consistent application of that system; it
is up to the author/donor to decide if he or she is willing to distribute software through any

other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of

the rest of this License.

8. If the distribution and/or use of the Program is restricted in certain countries either by
patents or by copyrighted interfaces, the original copyright holder who places the Program
under this License may add an explicit geographical distribution limitation excluding those
countries, so that distribution is permitted only in or among countries not thus excluded. In

such case, this License incorporates the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General
Public License from time to time. Such new versions will be similar in spirit to the present

version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a
version number of this License which applies to it and "any later version", you have the option
of following the terms and conditions either of that version or of any later version published by
the Free Software Foundation. If the Program does not specify a version number of this

License, you may choose any version ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose
distribution conditions are different, write to the author to ask for permission. For software
which is copyrighted by the Free Software Foundation, write to the Free Software Foundation;
we sometimes make exceptions for this. Our decision will be guided by the two goals of
preserving the free status of all derivatives of our free software and of promoting the sharing

and reuse of software generally.
NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO
WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW.
EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY
KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF

MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE
RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU.
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SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL
NECESSARY SERVICING, REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN
WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY
AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU
FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR
CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE
PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A
FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF
SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.

WRITTEN OFFER

If you would like a copy of the GPL source code contained in this product shipped to you
on CD, for a charge which is no more than the cost of preparing and mailing a CD to you,

please contact os@gd-linux.com.
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